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ABSTRACT

Despite its wide application, cloud computing raises privacy leakage concerns because users should send their private data to the
cloud. Homomorphic encryption (HE) can resolve the concerns by allowing cloud servers to compute on encrypted data without decryption.
However, due to the huge computation overhead of HE, simply executing an entire cloud program with HE causes significant computation.
Manually partitioning the program and applying HE only to the partitioned program for the cloud can reduce the computation overhead.
However, the manual code partitioning and HE-transformation are time-consuming and error-prone. This work proposes a new
homomorphic encryption enabled annotation-guided code partitioning compiler, called Heapa, for privacy preserving cloud computing.
Heapa allows programmers to annotate a program about the code region for cloud computing. Then, Heapa analyzes the annotated
program, makes a partition plan with a variable list that requires communication and encryption, and generates a homomorphic encryption-
enabled partitioned programs. Moreover, Heapa provides not only two region-level partitioning annotations, but also two instruction-level
annotations, thus enabling a fine-grained partitioning and achieving better performance. For six machine learning and deep learning
applications, Heapa achieves a 3.61 times geomean performance speedup compared to the non-partitioned cloud computing scheme.
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Fig. 3. Overall Compilation Procedure of the Heapa Com-—
piler. The Dotted Box Represents Metadata, which Includes
the Communication List and HE Variables.
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Table 1. Meaning of the Heapa Annotations.

Annotation Meaning

#pragma Heapa Begin Starting point of cloud section

#pragma Heapa End End point of cloud section

#pragma Heapa Host Instruction executed at host

Instruction executed at cloud

#pragma Heapa Cloud

1 conv2(l, W) { 10 DNN(x) {

2 res=0 11 A = convl(x, W1)

3 for kin [0, 6): 12 B = AvgPool(A)

4 for a in [0, 25): 13 #pragma Heapa Begin
5 #pragma Heapa Host 14 C = conv2(B, W2)

6 R = rot(Ilk], a) 15 D = AvgPool(C)

7 H = R * Wikl[a] 16  #pragma Heapa End
8 res = res + H 17 return D }

9  return res; } 18

Listing 1. Example DNN Pseudocode. Programmers Only Need
to Add the Heapa Annotations (Blue Colored) to an Existing
Program in Order to Extract Cloud Code Regions for Privacy
Preserving Cloud Computing.

Host

Cloud

Host Host  [(Ret]

(B) Fine—grained
Partitioning

(A) Coarse-grained
Partitioning

Fig. 4. Program Dependence Graphs (PDGs) of the example
program with the coarse— and fine—grained partitioning plans.
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Fig. 5. Partitioned PDGs. Instructions and Variables Related to
HE are Marked in Red, and Instructions for Communication are
Indicated in Blue.

1 conv2_Host(Q, 1) { 13 DNN_Host(x) {

2 for kin [0, 6): 14  Q_1 = InitQueue()
3 for a in [0, 25): 15 A = convl(x, W1)
4 Rlkllal = rot(Ilkl, a9 16 B = AvgPool(A)

5 Encrypt(RIk][al) 17 conv2_Host(Q_1, B)
6 Enqueue(Q, RIkl[al) } 18 Send(Q_1)

7 19 // Offloaded code
8 20 // executed at cloud
9 21  Q_2 = Receive()

10 22 D = Dequeue(Q_2)
11 23 ret = Decrypt(D)
12 24 return ret }

Listing 2. Partitioned Code for the Host The Heapa Compiler
Inserts Communication Codes And Encryption/Decryption Codes.

1 conv2_cloud(Q, W) { 9 DNN_cloud() {

2 S$=0 10  Q_2 = InitQueue()

3 for k in [0, 6): 11 Q_1 = Receive()

4 for a in [0, 25): 12 C = conv2_cloud(Q_1, W2)
5 R=Dequeue(Q) 13 D = HE_AvgPool(C)

6 H=HE_mulR,W[kl[a]) 14 Enqueue(Q_2, D)

7 S=HE_add(S,H) 15 Send(Q_2) }

8 return S } 16

Listing 3. Partitioned Code for the Cloud. The Heapa Compiler
Inserts Communication Codes and Transforms the Plain Opera-
tions into Homomorphic Operations.
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Fig. 6. Key Management and Execution Process of the Heapa
Runtime. The Key Generation and Distribution Take Place in an
Offline Process. The Online Process Shows How Computation
is Performed on Both the Host Side and the Cloud Side.
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Table 2. Line of Code (LoC). Geomean Means the Geomean Value
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