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ABSTRACT

Software is expensive, labor-intensive, and time-consuming to develop. To solve this problem, many organizations turn to publicly
available open source, but they often do so without knowing exactly what they're getting into. Older versions of open source have various
security vulnerabilities, and even when newer versions are released, many users are still using them, exposing themselves to security threats.
Additionally, compliance with licenses is essential when using open source, but many users overlook this, leading to copyright issues.
To solve this problem, you need a tool that analyzes open source versions, vulnerabilities, and license information. Traditional Blackduck
provide a wealth of open source information when you request the source code, but it's a heavy lift to build the environment. In addition,
Fossology extracts the licenses of open source, but does not provide detailed information such as versions because it does not have
its own database. To solve these problems, this paper proposes a version and license detection tool that identifies the open source of
a user's source code by measuring the source code similarity, and then detects the version and license. The proposed method improves
the accuracy of similarity over existing source code similarity measurement programs such as MOSS, and provides users with information
about licenses, versions, and vulnerabilities by analyzing each file in the corresponding open source in a web-based lightweight platform
environment. This solves capacity issues such as BlackDuck and the lack of open source details such as Fossology.
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Table 1. Open Source License Examples

Free to use Modifiable Disclosure

GPL O O O
AGPL O O O
LGPL O O O
BSD O O X
MPL O O O
Apache O O X
MIT O O X
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Fig. 1. Structure of Blackduck Software
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Table 3. Fossology Analytical Methods

e Detail contents
methods
Track interdependencies between declared
Dependence e T
. components and built libraries, modules, pack-
analysis

ages, etc

Code printing | Analyzing file or directory metadata signatures

analysis to detect modified open sources

Identify open source code fragments contain-

Match code |. v op . gImen .
. ing potential copyright and licensing obliga-

pieces .

tions
Binary Analyze compiled software, firmware, or in-
analysis stallation programs without source code access
Custom Identify non-open source internal or

components | third-party commercial components with
detection | string search and code printing

Analytical .
Detail contents
methods
String-based | Detection of license-related keywords, pat-
analysis terns, etc. based on strings
Track interdependencies between declared
Dependence o1 .
: components and built libraries, modules,
analysis
packages, etc
Keyword Identify licenses by detecting specific key-
matching words you specify
File hash Create a hash value and identify a license by
analysis comparing it to a stored hash value
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4) Measure Of Software Similarity(MOSS)
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Release an OSS(Open Source Software)

You can upload your open source.

0SS Project Name *

Select a License

None v

Choose Your Source Code *
[select]:
Language

c

C++

Java

Python

README Text

Fig. 4. Open Source Deployment Form
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migrations.CreateModel(
name="'Metadata’,
fields=[
('id", models.BigAutoField(auto_created=True, pr
("name’, models.CharField(max_length=58)),
‘version', models.CharField(max_length=58)),
‘disributor', models.CharField(max_length=58)),
‘language’, models.CharField(max_length=58)),
"licen’, models.CharfField(max_length=58)),
‘content’, models.TextField()),
‘create_date', models.DateTimeField()),

Fig. 5. Open Source Database Columns
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Fig. 7. Process of Finding the Similar Open Source

Output String Cancellation Source Code Lowercase

for(int i=0; i<5; i++) //comments || for(int i=0; i<5; i++) //comments
{
if(MyNum::U) [/comments if(mynum::O) //comments
{ {
printf(); printf(;
canceled }

Stopwords Cancellation Punctuations Cancellation

for(i=0; i<5; i++)

{

if(i%2==0)
{ for i=01i<5 i++ if mynum==0 printf
printfQ;
}
}

Fig. 8. Source Code Pre—processing
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def remove_quoted strings(code):

# Remove the quoted output string
without_str = re.sub(r'["\"](.*2)["\"]", '", code)

return without_str

Fig. 9. Output String Cancellation Code
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Table 4. Type of Stopwords

Stopwords Features in source code
Text documenting a description of a code that
Comments
does not affect the code
. . For readability of the structure of the code
indentation . .
block, ignored for similarity measurements
Data types of variables and lists. If all float
variables are double, the similarity measure-
Data types . .
ment will decrease even though the function
is similar
Table 5. Type of Punctuations
Punctuations Features in source code
Used primarily to list variables or arrangements
Comma(,) P! Y 8
on a single line
. Mainly used to access member elements of a
Period(.)

structure or class

Used primarily to indicate the end of a source

Semicolon(;
O code line or to isolate a line

Used primarily for conditional statements, re-

Colon(:) peat statements, function definitions, and the
beginning of the division of code blocks
Quotes(* ) Used primarily to define the strings and mes-

sages that are output to the console and GUI

Used primarily to represent code blocks, func-
tion calls, array and list components

Parenthesis

@0l

Z
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# Remove punctuation and divide and save

pattern = r' [, "(){INVVATDY

replacement =

sourceliordList = re.sub(pattern, replacement).split()

Fig. 10. Punctuations Cancellation Code
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[ Preprocessor and tokenization ]

[ TF-IDF frequency and vectorization ]

e /

User’s vector Open source vector

[void, main, ]

Fig. 11. Source Code Vectorization
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...................

[ Measure similarity between vectors ]

/ cos(6) = 82.2% |

Fig. 12. Source Code Similarity Measurement
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license README.md
copyright(c) 1. This open source is
developed for Al
Licensed
under the 2. Apache 2.0 is being
L used in here.

Apache 2.0

3. Jhe important ele....
y

source code A-2

source code A-1
-

Open source A

Fig. 13. Open Source License Detection
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Table 6. Detected Open Source Metadatas

Metadatas Element

Open source Perceptron program

Version 1.2
Released date September 18, 2023
Developer Csel234
Uesd language Python

Recommendations 1.0 and 1.1 vulnerabilities found

Similarity Percentage

91.62%
L

Fig. 14. Open Source Similarity Percentage

Detected License

# APACHE
SOFTWARE FOUNDATION
,

Fig. 15. Detected Open Source License
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Version Documentation

< Announcement >
Vulnerable code was found for user authentication in version 1.0 of
this open source.

< Announcement >
A vulnerable code of index subscript error in the data list was
found in version 1.1 of this open source.

Apache 2.0 License is being used.
Al learning code.

Fig. 16. Vulnerable Versions of Open Source

5) SE& Folia FE 3l

A IOIAE & A Ax TE HEH QELN B

ARAE, AARE SEA LA A 22008

7} B ol AT P olzf A 4

R 9otk £ Aok ]
=2 7P 5z P4l B 8

YA} s,

SHAlgt ofnf o] BeEA ek ol FEo] Wy

P 2hgo] ot mebd Solds FE oS BAIE A5
@it

O!;(I)' nm‘

lm r{r

ol r_?lg

é
r-{u:

I
2 g 1
b
>
l._u ﬂJlO

o x> rlor
o)
My

>4 P
8
i)
lo
=
B
=

ol
-

m{o ru°"

a) ol 75 AP Ejo]E 75

SHA Qe 8 B YEHQ 2ol da FFt etolA
A et SQlite HolHHlolAS T

Hole] g zolda FRER F4siul, Holel
© elolda Aoz AU Solda AFoRE Fig
173} 20| $2 0|7k, T Nk, A2 2E A5}
AA IE F£A 7Vs, 2238 AZRE I oJF 281

nEYo] 2% 7hs ora Tt

A
7] HolSe BEIW A o4 exind] HgH
ol

SolHAEe] FF RS YAY S Atk 7 0Fan H 7
ojAdA HA & A7) HlolER 243 FoldA ARFES Hl
WAFOEH, FH0| FF SRS BT
GPL LGPL BSD
Free use Y Y Y
Allow
Deployment Y Y v
Code Y y Y
acquisition
Code
Modifying ¥ Y v
Code Y ¥ X
Disclosure
SW
Combination 2 Y v

Fig. 17. Process of License Conflict Analysis
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Detected licenses

machine_learning.py

127.0.0.1:8000

GPL 3.0 and BSD are conflicting and incompatible.

BSD

eT——

Fig. 18. Result of License Conflict
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Table 7. Comparison Proposed Method with MOSS

MOSS

Proposed method

Analytical method | Fingerprinting

TF-IDF and
cosine similarity

Same code
similarity

97.8%

100%

Variables renamed
code similarity

93.5%

97.4%

Function renamed
code similarity

93.0%

98.8%

Change function
declaration
location

87.4%

100%

Table 8. Comparison Proposed Method with Existing Tools

Blackduck Fossol Proposed
Software ossolosy method
Analytical Code p1.’1r1t1ng Strmg-based TF-IDE and
and binary and file hash cosine
method . . o
analysis, etc analysis, etc similarity
Storage
Capacity 80GB 4GB 3GB
Required
Version Detectable Undetectable Detectable
License Detectable Detectable Detectable

Before Change After change

int main{void)
{
int a=10, b=20;

}

int getSum(int x, int y)
{

}

returnx +y;

int getAvg(int x, int y)
{

}

return (x + y) / 2;

printf("%d", getSum(a,

b))

int main{void)

{
int m=10, n=20;
printf("%d", calSum(m,n));

}

int calAvg(int x, int y)
{

}

retumn (x + y) / 2;

int calSum(int x, int y)

{
}

returnx +vy;

Fig. 19. Example of Source Code Change
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