404 HEX2|5HE] =2X| M13H H95(2024. 9)

The Transactions of the Korea Information Processing Society
TKIPS Vol.13, No.9, pp.404~412

elSSN: 3022-7011
https://doi.org/10.3745/TKIPS.2024.13.9.404

eBPF-based Container Activity Analysis System

Jisu Kim® - Jaehyun Nam'

ABSTRACT

The adoption of cloud environments has revolutionized application deployment and management, with microservices architecture and
container technology serving as key enablers of this transformation. However, these advancements have introduced new challenges,
particularly the necessity to precisely understand service interactions and conduct detailed analyses of internal processes within complex
service environments such as microservices. Traditional monitoring techniques have proven inadequate in effectively analyzing these
complex environments, leading to increased interest in eBPF (extended Berkeley Packet Filter) technology as a solution. eBPF is a powerful
tool capable of real-time event collection and analysis within the Linux kernel, enabling the monitoring of various events, including file
system activities within the kernel space. This paper proposes a container activity analysis system based on eBPF, which monitors events
occurring in the kernel space of both containers and host systems in real-time and analyzes the collected data. Furthermore, this paper
conducts a comparative analysis of prominent eBPF-based container monitoring systems (Tetragon, Falco, and Tracee), focusing on aspects
such as event detection methods, default policy application, event type identification, and system call blocking and alert generation.
Through this evaluation, the paper identifies the strengths and weaknesses of each system and determines the necessary features for
effective container process monitoring and restriction. In addition, the proposed system is evaluated in terms of container metadata
collection, internal activity monitoring, and system metadata integration, and the effectiveness and future potential of eBPF-based
monitoring systems.

Keywords : Container, eBPF, Monitoring, Observability

2 x4
o OF
=1 =
9= $740) EYL OBl wjmet B HAS BAH O WS OF, vlo] 2RI o7|EX %} Eoly] Fe] 1 B4l

Ape] G5 ek, ek olefet Wk mlolZzAH A0k 2 BT Al BAOIA] M| 7H HTAEL HEE TR U BRAAS
AeA BAslo st e BAE AT 7180 UEY /e ook g BT 84S B85 BAskE U 9AF neon,

O]E_

3 2st7] 94l #Z eBPR(extended Berkeley Packet Filter) 7]&0] 5411 ‘ﬂ‘:} eBPF= 54 AdollA WAske oHIES Ao =315}
I BT 5= ol AEe 71eE, Ad G0N TSk oA AIAH E5-2 HIRS Rt oMIES BYE RS 4= Slrh £ =RollAE ol2Et

¢BPFE 7M. 3 Aol &
U, 299 doleg
MHE A A, g
*ﬁﬂo}i Aslold] meAA 74 9 ZﬂoPOH ELEEEE
5 e, A4 vekdols Ao Al 74 ok
W5 W Aol el =l

5 24 A2 Ak, o] 4
23 Howg 2 AN,
A

|Aglo] ZﬂEﬂ et SAE AARY] AY JHoA] Yot oHIES Ao R

2351 3 A Q1 Agolu] YT AAEIQI Tetragon, Falco, TraceeS
*V\Eél = 7‘} 9 A1 A 715 SHOIA vl A5t ZF A|A”HY] S
otsigint. Uoprt, & =EolAe AljkE AlAFE g o]y wEltolE] =3, Wi
Argsta Brisihy, T A7teke] BlwE B9l eBPF 718 HUER AAFS] 584437

718 g3 2§ o, olME §3 A,
O
=

7|9 AH 0|, eBPF, 2LIEZ,

HERCE

% o] AJTH= 20244 E AR SYREAR)S] HYU0 R FFATA T .M E
21 4E ot aPE AT YU(RS-2023-00212738).
% o] =E2 2024W ACK 20249 Uul=F 07 “eBPFE &89 AA7H ° . ° °
Agloly B AAH9] HEoz WEY =8 g% 9l Al AFElof A @2 71go] A 2 FHEE olf=
+ 2 3 4 uEgen AgAsgust AN o 840 Lasle ol Zalor B0 9ol &
P B N R RN she= 882 7Skl gl R s 2 Adel B
Manuscript Received : July 9, 2024 A9l AR 7FsoHA ohH, €90 wet Y §530
Accepted: uly 31, 2024 BT S ok o] ik ol FoE B =

* Corresponding Author : Jaechyun Nam(namjh@dankook.ac.kr)

% This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License (http://creativecommons.org/licenses/by-nc/3.0/,
which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.



o Qs fBeAold Hm % we] WAl Eg skt
s wste] YA o o]z Au|A of7|ele} e
o]y 71&o] el

ENEERE P R E S P e
ol AulA W9l Belsto] A 9l wjESHE wHAlL ofy]
. 7t qEAl EgdoR AW WL o] Jpsstn
ol2 £3] fZ A old Q] SIS Folx, A 7]
ek % it T2y nlolamAu|A oplEH9] £
Jul2 7Ho] AT A8 Pelshn BUE S e

E|

1o
ook

Moo mju
2y e
= H x4

2

il

oft

i

<

O

ol

oly 7]&2 uio|ARAE| A o7 [EAE AUk 9
2, dfEeAlelAY I 545 I Hr1Aste] &
19 S32 Alsetet. E3 BFetd S0 Qls) &
715 7HAH, wi2A] A E AL AAE 5 QU o

< AHgste] ZH|o[U = wpo|2 2 AR A of7EA
A5 L & AR AH oY HiRolA iyt &
Aoz 29 S8/l AXAl Hnt. mEkA, Ao

A
ff

]

>
o

gl:

o g i
A of
N

1o & rlo e o>
)

&
S

o
o

]

o

i)

:'
gado] ZxEI U2l

ZAH o|HE Bl "lo|AZAHAE 5T FF AFTHY
AHo| A o] FFE A HUEPI= o E Fo] Aot
AgelyE 7129 7MY HAlT 98 SAE AAHS] AY
S FFst7] Wi2ell, Ad gofAel ZYE o] 583t
947 Zgstrt, o]#3t vl A eBPR(extended Berkeley
Packet Filter)3l= E&20]1 &4 7158 ZYEY 7|Ho
2 FE Qi

eBPF= gl5A Ad WolA Adss 47 22393 &
Adetal i EZE 5= QA S 7]&°lt}. eBPF T2 I 7
do] E4 o[HlEZ} TS o A=, HAZTORE H|o]

£/ g&0ll eBPF= ZHolH 20
A9l &5& HYE eI £45k H #-8% == A2
& ATH4].

# =wolA= eBPFE E-83t AHolY &5 24 AlLH
< AL AFshs AlAE2 Aol YR 9 SAE A
289 Ad JGoA EAst= oHIES AACR HUFH
ek

gotal, +d HolEE 7|Hte g AHoly 252 £45h=

an

A A”olth, o] EYRE AElolY 34 2FA4= 9 &4
oflA] WA £ Qe TR BAE 270 WAkl thule
o Aot kA B =522 AQkst =2 WS F3 eBPF 7
g RUEH AA"9 584 45T

2 =79 142 o3t A} 2304 AElolY 7ewt
eBPFl| th3t ¥R A& A7|Steh 3o|Al= eBPF 7I&
g8of ZAHolY E3E AlFot= &7 Tetragon, Falco,
CiliumZ of2] 3IollA] Hla B4 o] 4 5 ¢ollA=
2 A+ & 55 AY, +d 9 Brtol sl ok, 778

= =2

eBPFE 2&¢t ZAHO|L &35 24 AlA™- 405
A BPEE Bg3te] Aol BUEYSR: 748 2 @
Foh wlmateh, Ao 2 gAolA] AR Bith

2. H{E X4

2.1 ZiH0| AJAH

AHold AARS ofEe Aol ATt 11 F4/9S stto] T
IR Fol g AY TS AFche 71&oltt g
HE 7 HAld) 9] SAE 2o A9 AY ALL TH
ot Aol EJOR Q) F2 £ F71E 7HAH, w2
A A= AAE 5= ]l

9oy
Y Rl chepe ALY SART BAE HRAA
o} ZAejo]y LA A0 28 HolFe U BT 4L 4

2 3z

= T 3

Hlolyq m2AAE= deo]y oA AZE ggoA HyE
o, SAE SJAAY AYS AFFH O ARG oA F
Y31 A FHZ AFst7] Yo e elHd= Cgroups
9} Linux YlYAH 0| AS &835tct Cgroupss TEAA 1
F9Y A AHEFH(CPU, HWHe, dAF /O 5)= ATt
FAst= 7152 ATS). Linux Y YA HolAE Aoy
7} 1R8 TEAA D, B AA" 52 VA RS gt &
3] PID(Process ID)2} MNT(Mount) HlYAH o] A= AH|0]
Y oA TAE ZRAAQL AFolY ZEAAS &S
£ o 383 93 St PID YA oAk 7 ZRAA
o ZF3 TEANA ID FHE AFect SAE A AR A
AYE= TENAE SAEQ] PID HYAH 0| A0 £51H,
Agloly YoA A== T2 AAL Aoy PID Y
Ado| A0 &35it}, o] B9 &2 PIDE 7HAHEE HY
AHo|AT THEH AR O E TEAAR FHFHT MNT Y
AAF o] A= np AJARY Ul E S Attt 7} Y|
UL o] A= T/ TP AA” LRE AYH, B4 vk
E XQEE =9 OoE IT £ ot TAE A& It
A A|ARF AH 0| md A ARZ TRE MNT YA
o|Aof &5t7] wiiZo, HElo]y f A AAH o] TA
E Aado] @ vAA] g=T olF B TAE ZEA
29k Aglol ZRAAE T AAH fEA AZH §
A< 7 5]

2.2 eBPF

eBPFE Zl=2 7 oA Fsshe A Z2a9S &
gotal AP & U= 7I&olth. eBPF T2 AL &
% oHETZL BT W) A, HAIC R HolHE +3
SHaL #A% 4= Qlek. Z1Et ofyE} A UioflA 2 Ay
BE AR FRtoA AR 2 I g eHF=Tt



406 HEX2|stE| =2 133 H95(2024. 9)

vy

A]

3 A=z

Ao, Ao % s
At

eBPF= kprobe®} kretprobeE &-85t0] A'd 39 A
A7 ehdS 431 kprobe= A vt S&E o A
Pu= Z2HE 4 TF A0 FIT Z2AAY] THlolH
£ 3T 4= A} kretprobe= AHY g7} HigkE wjj A3
Hie Z2H 2 3Tt uiBkE 9 o BHEgE ST £ 9L
. o] & 7HA g¥A HAYES Bl dHolv ZEAAYE
&St S GAIS] ZUEEE 4= dhel

o

w57 98] 94

<t
o
olN
uf

o]

i)

3. ZHOIY &3 ZUEY AAH

3.1 7IZ 20| 25 AlARQ| £7
25 A Aol 7l&e S Aol Mo wjxet B

o & FA8S AFsHAL 11 B MRS B Z2AIE =
fT 5= ok ATHQ Het £F49 AL F2 27 AH
S o R A Wl Aoy o =AU
A% Q¥ =7t 2A dASH= & o8 FA™E Xdrt A
B9 HF &2 HL2 SAE 7HE I ©€A] A AEHIDS),
AEZQIE B ZSUEEPP), 1Y F24 ZYEHPEM) 5
ot 9T P dlE =01, OSSEC[7l= AlAH 1t
o] 744, 21 oY, 44 #td 52 BYEISH B4
A9l &5 YA5kAL, Symantec Endpoint Protection[8]&=
o AZEo] &R, W3, Q] BA] 5-& AFoto] A=
ERIEE HB3t I8y o]gt &R 452 1HolY 24
of =g A% o8 TAFE 7HKIch HHolv = =3k
E4o2 Qs g2 1 715 71X, wi2A BZ= L Ak
AEct AE5HQ Het £3:4-2 o]=gt 54 B A5}
=

7] o9, gl wE g E AAof whE Hotb A
A8 fddol B5eitt Eet HHolHE SAE 29 A
A Ad ALE F57] dzol #Ad HoAS] HYEH T
o] F83H, AEHQ Hel &ERHL Ad R oHIES
Ao E & Sh= © A7 UATHIL ol2jt o=
lsfl, HEloly 2ol E3E thgFet Het &F40] s
I Qlom, JdFAX Tetragon, Falco, Tracee:= HHHEZA QI
s R it dig dojAd g == 53 4

3} e B4 B,

i)
i)
oft, 4

1) Tetragon

Tetragon[10]-& AA|7t eBPF 7]¥F Hot 7A|AT} HE}
A AP AFoh= =it ole Ay} BEPHL 4
eBPFZ Z-gsto] T QHFEE Fol1, HE ZEA
FAst, JAS AAZIeR A APL £ o :
tracepoint@t kprobeE &85t guA AGQ st $&
< S, 9o QA W RERE ZhS IR thfet wEk|
o|E & 33t} olE o TEAAS Y 715 EATH

=
of Ayt $RE FAst, WY BT A2E BUHYsL,

i

M o o

[>

-
2

File Monitoring policy

T
I

1

p X N r )
Qo—‘ Letgecs H File Scanner

| Agent |

User

Application

.‘.’E%!_S_P?_‘E?____F eBPF 1 _____________________________________________________________
Kernel space Map

L

eBPF
program

1

File
System Call
Process

Fig. 1. Tetragon Architecture

TCP A4Z Bol HEHZ 7MA48E AFeth E]E Linux
T2A|A9 AREAF HR(UID, GID 5)° Hsto] AH&AF A
Ay Agtsta, Ado] Axte s AAE Bty HE&F
% Slth

Tetragon> Fig. 19] #X& Eo] it} A& =0f of&=]
Aloldo] E7 mdo] HIItHH ol AAISH] s o
27097 5 A|ARS A7HSH] Q1 EE eBPF ol A%
3Tt eBPF L2 IS o] & xsto] Hao] wpet JI2 2

2) Falco

Falco[l1l= 2l #'2%} EolY e P55 =Y
Elgsto] AR B5S A6k BE ASste 2
FC YloJE| B Hot Toltt, sid L= eBPFE -85t
7'g o[HIES} A4’ 22 HAIFO R HUEFStal ARGAL
7F A2t Aol whet WA gH R E5S 1R EAISH
FIE e E3E, FERE Yol B AIA”A 17
= EFoIEE AAEo] gloH, 3] 7|8t FAE F5) B
BA B5 2 AAAR] AFES AT 1 Hol &3l
= AMgste] 7152 28T o Jlen, R AlA"T St
of ¢S ASSHAY 71 HolHE 3 & Utk

Falco= (Fig. 2)2 #2& HoIUt. #'d FHFolA st
€ OYlE= eBPF ZEIHS S8 HE74o® SHEn
°]% Libscap®} Libsinsp 2Fo]E & Z][12]01A4 A &, OS
H 3 2 &8 A3 52 T HFH 22 Falco
ofEE| Aol o] AJHAHLE o[HIE HHE BIARGAA Al
il

3) Tracee

Tracee[13li= A|lA®IT o] &2]A 0] 9] 52k o|sfT
UEE F= dE Ht © 7R Ttolth eBPF 7las
Argote] A|ARIOA LA Sk iR o[ HIEE AA7to R
FASIa, o] & 7|Hte g {ATE PT HHS AX ST

g E7t= tracepoints@} kprobeE &3l 33070 o439l Al



‘ Libscap Events Fiter | | Rules
Libsinsp Write | Engine
Suspicious
Userspace Events

System Call Path

eBPF hook

eBPF program

Fig. 2. Falco Architecture

Q<—( Interpreter JL—[ Receiver l
i

User I
Rules
User space Perf
Kemelspace 7 Buffer | 7

System Call Path
eBPF

eBPF hook eBPF program
- Tail Call e Data Map

Fig. 3. Tracee Architecture

9,
lo

&
19
o
H
et
4
i)
o
offt
2 ot ot %0 |d

22
i
oXx
)

n
r>~
M
mie]
=2
k)
K
iz}
i)
ol
_915
k=t
-
8
=z
ol ﬁ
e it
T
fr =
ot |m

Tracee= Fig. 39 #+&& Hoi9lth. o8 CPUZ} SAlol
SYe ol o] HLstAY 45t B 241 H5h] 9
3l Percpu map= ARSI E3L 2 Hlo|HE BE&FOE
A gJot7] Yl Tail Call#} Perf Bufferg ©]-8sto] w20
2 "o|lgE ASeh

3.2 MH|A H|w 24

Tetragon, Falco, Tracee 25 #'d WH-ollA EAY5l= o]
HEZ A5l o]& Higo= oest Het 7l AT
o} T} 7t Aeoly] HE Alxgo] o MIES Ao
Aoy} A Gk AlH| A= Aolsttt. o] Hofld o[HIE
A A 712 A G o5, oHE {3 Al AA” E
A 9 AT A4 7504 o)F AAEE LBl

(Table 1)< 3 W82 A=t Aol

{ ot o

eBPFE &%t ZIEO|H &F 24 AAY 407

1) o[HIE Bx] ¥4

Aeloly Z2AAE HHOUE Yot TAEY g%
& ALE F/5] g2, Aeoly WRolA EAsH= o
Gt oHIES} 52 S5t SAE AAHY] Ado| of
gt olej7t Zasirt. wabA gmA AARY 23 e} 7]
&8 g8sto] AgolHe} AH Het E 5 oHlEE 1
YeE st gA a7t ik

Tetragon, Falco, Traceex ©|&3t 375 S5A1717] ¢
3l eBPF 7]&< E-83ith olE B3 Ad WFolA 2 A
Prl= T2 IHS Tl ALY 5 HAICE RUEY
ot AAHl 5% 5 T S 8702 4% 4= 9l
A &t o]0 Tl5to] Falcox eBPF Qo= Ad HE EgH
ggsto] AdoA EAYSE oHMEE A8t} A EE2S
Ao -] FAS 7FssHA s, Ad HEoA 9
o[flE &7 4 HEPZ A Y3t} o] I, Falco= AY
HEZ 3o Ad ddoAY oHES st BAY &

= < 251 ok o2k H W42 eBPF 718
AT A3 45 Begxo=z 28T 4= Qi)
2) 712 B AL AR
g ol &38Rl P Hdl, HEolve} dd A
g olgfstal H-Bot= AL a3 AHAR oIt} 7]1E A
A Qg Rz AAFo] AFots Het 7|2 AAT 7|2
A T3 84S 2HAE 247, o]F B3 HFo] 7|2
Ao g o@A HAEE=AE ol 4 Stk

Falco9| A%, AH&ARAl 712 FAE A2t o7]A
712 golt, AARS] Ht S AAZIe 2 HUEFSH
1 teFet Hel o|HIEE ©X|6h7] {8 ApA| Al ARI]A
2] Ao 13 NEE ou|eith. o]23t 7| HA oy &
5, HIAAAAR A" 35, AT A4S AE 5 e Bet
AEE Adste o 9-851th Falco? 7|18 AL AY o]

HESh A28 55 BAjstel, dalaTe B5e YAt
1 O

o

=)

[e)
&oHA Het Y 8T 4= oH, 712 AYE 5 =2
S0 HorS §AE 4= Qltt. W, Tetragon¥} Tracee=

< gt AR ER5e

Jo

Table 1. Comparison of Container Security Monitoring Systems

Systems Observation Mechanism

Pre-configured Rule Set

Supports Event Alerting

Event Type Classification vl 9l

Tetragon | eBPF None

Self-Categorization Yes
using System Call Names | (Alerting and Blocking)

Falco eBPF and Kernel Module

Comprehensive Default Rules | Only System Call Names

Only Alerting

Tracee eBPF None

Only System Call Names Only Alerting
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"timestamp": "2024-06-27712:34:562",
"event_type": "PROCESS_KPROBE",
"pid": 1234,

"uid": 1001,

"process_name": "/usr/bin/python3",
"parent_pid": 567,

"cwd": "/home/user/projects",
"kprobe_function": "do_sys_open",
"args": ["/usr/bin/python3", "script.py"]

Fig. 4. Tetragon Event Classification
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- action: Sigkill

Fig. 5. Blocking and Monitoring in Tetragon Using YAML
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Fig 8. Host Computer Process Monitoring
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Fig. 9. Activity Classification Based on System Calls

Kprobe => Pidld: 4026532995 Mntld: 4026532993 HostPpid: 73262, HostPid: 73222 Pid: 1 Uid: 0
Syscallld: SYS_CLOSE, Type: File Operation, Activity: File Open

Kretprobe => Pidld: 4026532995 Mntld: 4026532993 HostPpid: 73262, HostPid: 73222 Pid: 1 Uid: 0
Syscallld: SYS_Connect, Type: Network Operation, Activity: Network Connect

Fig. 10. Results of System Call Classification
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Fig. 11. Integration of Container and System Metadata
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Fig. 13. Process Create Using sys_execve
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