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Adaptation of a Key Distribution Scheme
for VSAT Satellite Communications

Jeong-Hyun Park' - Sun-Bae Lim''

ABSTRACT

This paper presents a key distribution scheme based on the Yacobi scheme that does not use the secret key
provided by key distribution center, but uses instead a random number generated by the user. The scheme is
independent of the exposure of the secret key. This paper also presented the key distribution schemes based on the
Diffie-Hellman (DH) and ID (identity). The schemes based on the solving of the discrete logarithm and prime resolution
into factors are better on the expose of secret key. The proposed scheme based on the DH was applied to VSAT
satellite communications and simulated on PC using Montgomery algorithm for modular and MD5 (Message Digest) for

hashing function.
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