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ABSTRACT

Digital watermarking is a technique for embedding information into digital content. Digital watermarking has attracted attention as
a technique to combat piracy and identify artificially generated content, but it is still not robust in various situations. In this paper,
we propose a frequency conversion-based hierarchical watermarking technique capable of attack detection, error correction, and owner
identification. By embedding attack detection and error correction signatures in hierarchical watermarking, the proposed scheme maintains
invisibility and outperforms the existing methods in capacity and robustness. We also proposed a framework to evaluate the performance
of the image quality and error correction according to the type of error correction signature and the number of signature embeddings.
We compared the visual quality and error correction performance of the conventional model without error correction signature and the
conventional model with hamming and BCH signatures. We compared the quality by the number of signature embeddings and found
that the quality deteriorates as the number of embeddings increases but is robust to attacks. By analyzing the quality and error correction
ability by error correction signature type, we found that hamming codes showed better error correction performance than BCH codes

and 41.31% better signature restoration performance than conventional methods.
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Fig. 1. Flowchart of Hierarchical Insertion Algorithm

Algorithm 1
Pseudocode of the Hierarchical Insertion Algorithm

Input: DID (Owner's Digital ID), Host Image H, Watermark Ima
ge W

Output: Watermarked Host Image H’
DID binary = convert_to_binary(DID)
Signature = encode ECC(DID_binary)
Procedure create signature image(ECC)
Initialize Signature Image as empty
Fori =1 to r do
Append ECC to Signature Image
Append padding to Signature Image
return Signature Image
Procedure Hierarchical Insertion(H, S, W)
Discrete Wavelet Transform to H
Embed Signature Image into LL band
Embed Watermark Image into HL band
return the Watermarked Host Image H'
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Fig. 2. Hierarchical Extraction Algorithm

Algorithm 2
Pseudocode of the Hierarchical Extraction Algorithm

Input: Watermarked Host Image H’

Output: Signature restored, Extracted Signature Image S extract
ed, Extracted Watermark Image W_extracted

Procedure Hierarchical Extraction(H”)
Discrete Wavelet Transform to H’
S extracted = Extract Image from LL band
W _extracted = Extract Image from HL band
return S extracted, W_extracted

Procedure Error Correction(S_extracted)
ECC corrected = error_correction(S_extracted)
Signature binary = convert to binary(ECC_corrected)
Signature restored = binary to_signature(Signature binary)
return Signature restored

Decoding Signature restored to DID
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Table 1. Encoding Types and Size of Signature Images

Encoding Avlsl'liilrﬂe Signajﬂ?re DigiFal _ECC Padding
Type | Correction Repe‘tltlon L §1ze S{gnatll.re size [bit]
bitl [ [bit] | size [bit]
300 32 32 840
uncoded - 600 32 32 400
900 32 32 256
300 32 38 830
hamming 1 600 32 38 396
900 32 38 252
300 32 72 800
BCH 5 600 32 72 396
900 32 72 252
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