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The Design of Host-based Intrusion Detection
Module using Fuzzy Petri-net for UNIX
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ABSTRACT

In this paper, we propose formalized method to create detection rules for known intrusion method and the fuzzy
Petri—net using fuzzy theory to cope with varied attack. On producing the detection module for using intrusion detection,
we can add new found pattern. And also, we use system call logging for increasing correctness of detection.
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event[23] execve(2) path=/usr/bin/ls
Thu Mar 4 16:11:27 1999 334310226msec
0.00 0.14 0.00 0.00 0.20 0.14 0.20 0.12 0.17 0.25 0.20

event[158] ioctl(2) path=/devices/pseudo/pts@0:2
Thu Mar 4 16:11:27 1999 354314245msec
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

event[23] execve(2) path=/homel/phoenix/hack/ping25
Thu Mar 4 16:11:41 1999 214201530msec

000 0.14 0.00 0.00 0.20 0.14 0.20 0.12 0.17 025 I

event[23] execve(2) path=/usr/sbin/ping
Thu Mar 4 16:11:4] 1999 254204778msec
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 000 0.25 [l

event{158] ioctl(2) path=/etc/nsswitch.conf
Thu Mar 4 16:11:41 1999 284207069msec
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.25 -

event{158] ioctl(2) path=/etc/inet/hosts
Thu Mar 4 16:11:41 1999 284207069msec
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.25 - - 2

event[158] ioctl(2) path=/etc/resolv.conf
Thu Mar 4 16:11:41 1999 304205915msec
0,00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 M

event[23] execve(2) path=/usr/bin/ksh
Thu Mar 4 16:11:41 1999 314212139msec
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 .

(38 12) oY 2HF2P SZol| 48t x| ol

5% &
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€ =RdAME 39 249 ARYE w7l A
AR 33 278 Agsd 2a A FYsd
o olRAE g2 BEd HEHY IS wdd F
Ae 227 "

¥y 374 59 dYd TF e g 5 A=

5 AA(fuzzy)ol €& H 8@ HA Petri-net& A3}
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A3 43 FFH Uy + AEE I
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