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The Secure and Efficient Key Agreement Protocol
with Direct Authentication

Hyung-Kyu Lee' - Kyung-Ho Lee'" - Young-Tae Cha''*- Joo-Geol Sim''* - Dong-Ho Won!'tt

ABSTRACT

In this paper, we analyzed the security of key distribution protocol based on discrete logarithm for the purpose of
designing key distribution protocol systematically. We also propose the efficient key agreement protocol with direct
authentication. In comparison with Station-to-Station protocol, it provides the direct authentication using the Diffie-

Hellman problem without signature.
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