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A Formal Modeling of Managed Object Behaviour
with Dynamic Temporal Properties

Eun-Bok Choi' - Hyung-Hyo Lee'' - Bong-Nam Noh'''

ABSTRACT

Recommendations of ITU-T and ISO stipulate the managerial abstraction of static and dynamic characteristics of
network elements, management functions as well as management communication protocol. The current recommendations
provide the formal mechanism for the structural parts of managed objects such as managed object class and attributes.
But the current description method does not provide the formal mechanism for the behavioral characteristics of managed
objects in clear mamner but in natural language form, the complete specification of managed objects is not fully
described. Also, the behaviour of managed objects is affected by their temporal and active properties. While the
temporal properties representing periodic or repetitive intervals are to describe managed objects’ behaviour in rather
strict way, it will be more powerful if more dynamic temporal properties determined by external conditions are added to
managed objects. In this paper, we added dynamic features to scheduling managed objects, and described, in GDMO,
scheduling managed objects that support dynamic features. We also described behaviour of managed objects in newly
defined BDL that has dynamic temporal properties. This paper showed that dynamic temporal managed objects provide a
systematic and formal method in agent management function model.
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3.1.1 AA A 4 e

gge EFAngel A9se e ‘durationPackage’,
‘dailySchedulingPackage’, ‘weeklySchedulingPackage' &
ol g3t BYAMY FHEHE HYHoz Jled
ExREae] @ dojr} o] ALY dA ¥,
A4 F7 ARY ARy 2AEY AFA #A &
o % timeDomainViolation X & WA 7|3 o] g4t
& FRAE V%€ YT

PROCEDURE:
if { NOT (EXISTS durationPackage AND currentTime
VALID IN{startTime, stopTime] ) OR
(EXISTS dailySchedulingPackage AND currentDay
VALID IN[startDay, stopDay] ) OR
(EXISTS weeklySchedulingPackage AND currentWeek
VALID IN[startWeek, stopWeek] ) ) then
emit timeDomainViolation notification;
Mv
endif;

(38 2) 35 AlZF & J1a2 of

3.1.2 9 A &4 7E

A EEADAAME A B FE A
olgtye 2AZY el AA7E =Y vk Daily Sche-
dulere 8559 #E A7 s AT 8
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o #elsts Aotk Monthly Schedulers g% ¢t
A AA 7 T F& st @HE AHo|
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A BPA o) Ade] AAHE FAHA AEA
Yoz FHENE ze ANAY 54 ZEH7A
£ i oEae adA oE e £49 o
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FAHY ABAY $4¢ AYY 4 & External Scheduler
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Daily Weekly Monthly Periodic
Scheduler Scheduler Scheduler Scheduler

Daily Weekly Monthly Periodic
Operation Operation Operation Operation
Scheduler Scheduler Scheduler Scheduler
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lingPackage® 7| x| &} #&lzl7t felAAd H2aye
N&ste AAE 7|Zo® 3o FEANRE HAdE
timestampSchedulingPackage® A 9] 3130}

¢ External Scheduler and ExtenalOperationScheduler

External Scheduler®} External Operation Scheduler
FHAA ZH2E At 273t GDMO ¥4
o= 71&8d &y Zu). ExternalScheduler 22
= ®F Az 7148 scheduler EHAZRE £
Qe Adwon UsHoE $38E  dependency-
SchedulingPackage$} timestampSchedulingPackage &
Zreu),

ExternalScheduler MANAGED OBJECT CLASS
DERIVED FROM scheduler;
CHARACTERIZED BY

dependencySchedulingPackage;
timestampSchedulingPackage;

REGISTERED AS {schedMo 11}

(28 4) ExternalScheduler H2| 243 a2
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ExternalOperationScheduler MANAGED OBJECT CLASS
DERIVED FROM ExternalScheduler;

CHARACTERIZED BY
operationSchedulingPackage;

CONDITIONAL PACKAGES
operationNotificationPackage PRESENT IF "the result
of the operation need to be reported or the operation
performed is a GET operation”;

REGISTERED AS {schedMo 12}; .

(228! 5) ExternalOperationScheduler B2|24% oA

¢ dependencySchedulingPackage

54 #eEAe g #edAe IRz uE
He kel J2e¥7t ZAEHE dependencyScheduling-
Package® Aottt o7l HEsHE RSoe &
Aue A7t A g3 FIRZE F9871dd
o £YP¥ + Qe ‘UNLESS R=¢ 53 Al
# Ao da FEESE FY8iA gx 1T oY
A7l 8% 4 Y ‘WHENEVERNOT EE7}
dow, ojg dutd dez £ AV B
Aol s} HEEEE Yoy WY & = ‘WHEN-
EVERE=¢ ERgeArt g de g Jazs
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<A ¢ 1> dependencyScheduling 73

(mi, a moj, p) <dependencyMode> (m;, a;, mo;, p)
Somm €EM:BIAA G *j), ac A HYA,
mo; € MO : @A, p & P ACCESS_MODE

¥ 42 & (my, a {o), (M-GET}) WHENEVER-
NOT (my, ai, {oi}, (M_GET)) w39 A% #214 mp
v @A mol WA a9 BAH oo s M-GET
AuE Y+ AL 99| F,

°l& ZAZ ¥ dependencySchedulingPackage 7
A9} ManagedObjectMode 441§ 183 Depen-
dencyMode 4 & 71&38td g% 2oh(a¥ 6,7

dependencyScheduling Package PACKAGE
BEHAVIOUR dependencySchedulingBehaviour BEHAVIOUR
DEFINED AS
EVENT : checkedDependcyMode
delegatedManagedObject : ManagedObjectMode,
dependencyMode : DependencyMode,
sourceManagedObject : ManagedObjectMode;
PRECOND :
administrativeState == unlocked AND
operationalState == enabled AND
availabilityStatus != Offduty,
PROCEDURE :
if ( NOT( (delegatedManagedObject UNLESS
sourceManagedObject) OR
(delegatedManagedObject WHENEVERNOT
sourceManagedObject) OR
(delegatedManagedObject ASLONGAS
sourceManagedObject) OR
(delegatedManagedObject WHENEVER
sourceManagedObject) ) then
emit securityServicOrMechanismViolation
notification;
abort ;
endif;
REGISTERED AS {schedPkg 10};

(28 6) dependencySchedulingPackage T7|X|

ManagedObjectMode ATTRIBUTE GROUR
DESCRIPTION
initiator GET-REPLACE,
accesMode GET-REPLACE,
target GET-REPLACE;
REGISTERD AS {smiAttributeGroup 3};
DependencyMode ATTRIBUTE
WITH ATTRIBUTE SYNTAX attribute
ASNI1Module.dependency;
REGISTERED AS {smiAttributelD 72);

dependency ::= CHOICE {UNLESS,
WHENEVERNOT, ASLONGAS WHENEVER};

(3%l 7) ManagedObjectMode ¥ 1@ 1}
DependencyMode &4
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o timestampSchedulingPackage

AagtolA 7iEd ANEAL AFRATHR F8A
7+& A B3e 88 durationPackagett dailyScheduling
Package 1231 weeklySchedulingPackage %] lth
A ol g A7\ A= FEAtel o3 FAHA AIA
Yoz Rort Hy gdd £ Faxe wE A
W3E FA ol AR Heygo] AHE £ 3l
o}, ol g @AM dHME HIARE HARE
g7 HEd & 3 Y AFes ¥EsinaA
Ho} kA #AE gast vk A7) E e
A7k B AAe FELAS ANFEE AFE VgL
2 3l FEAFE Fo3ie BHYd2EE AdE =9
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<Al 2> timestampScheduling T3

(mi, &, mo;, p, Ti)
& meEM: #& &€ A dIR, mo & MO B4H,
p & P:ACCESSMODE, T; € N U « : EXPIREDTIME

T 42 G (my, a, {o), (M-GET}, 2000 3¢
A% A meol deA af B4 oo g H2
838 NG o] FRE 2002 Foolt M-GETEAHE
FY% F slck

o] ZAE ¥ timestampSchedulingPackage® 7] A|
9} expiredTime 442 thg3 #o}

timestampSchedulngPackage PACKAGE
BEHAVIOUR timestampSchedulingBehaviour
BEHAVIOUR
DEFINED AS
EVENT : checkedtimestamp
timestampedInitiator : initiator,
timestampedTarget : target,
timestampedAccessMode : accessMode,
timestampedExpiredTime : expiredTime;
PRECOND :
administrativeState == unlocked AND
operationalState == enabled AND
availabilityStatus != Offduty;
PROCEDURE :
if ( ( expiredTime '= NULL ) AND ( OVER
expiredTime ) ) then

emit
securityServiceOrMechanismViolation
notification;
abort ;
endif;
REGISTERD AS {schedPkg 11}

(12 8) timestampPackage THZ{X|

expiredTime ATTRIBUTE
WITH ATTRIBUTE SYNTAX
attribute- ASN1Module.ExpiredTime;
MATCHES FOR EQUALITY, ORDERING;
BEHAVIOUR timeOrdering;
REGISTERD AS {smiAttributeID 73};

ExpiredTime ::= CHOIECE { specific
GeneralizedTime,
continual NULL }

(222! 9) ‘expiredTime =
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rule MANAGED OBJECT CLASS

DERIVED FROM accessControl;

CHARACTERIZED BY rulePackage PACKAGE

BEHAVIOUR ruleBehaviour BEHAVIOUR

DEFINED AS

EVENT : AccessControlEnforcementEvent
accessControlObject :
accessControlObjectName;

INVARIANTS :
startTime <= stopTime;

PRECOND:
administrativeState == unlocked AND
operationalState == enabled AND
availabilityStatus !'= Offduty;

PROCEDURE:

if { NOT (EXISTS durationPackage AND
currentTime VALID IN
[startTime, stopTime] )

OR (EXISTS dailySchedulingPackage AND
currentDay VALID IN [startDay,
stopDay] )

OR (EXISTS weeklySchedulingPackage AND
currentWeek VALID IN
[startWeek, stopWeek])) then

emit timeDomainViolation notification;
abort;
if (NOT( EXISTS externalScheduler ) ) then
emit securityServicOrMechanismViolation
notification;
abort;
endif;
endif;
if (enforcementAction == allow) then
"access is permitted”;
validAccessAttempts = validAccessAttempts + 1;
“send to a security audit trail log";
emit usageReport notification;
if (enforcementAction ==
deny with response) then
"access is denied”;
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invalidAccessAttempts =
invalidAccessAttempts + 1;
"send to a security audit trail log”;
emit usageReport notification;
endif;
endif;

(32 10) BDLE OI&88! rule B2| WM FalLo| E3
BY 7w

(28 1094 ‘rule’ FHAA FHAE ‘access-
ControlEnforcementEvent’ Atxo] &Al&H WA INVARI-
ANTS'e] B¥z7d% ‘PRECOND Heizdg BA%
¥ AgEe SHARE P8 SHEAAHE &
g S B A 3 2N FEE 44
F AREEA ol 2 ghow AZkgA9ute] EAE
F3aL o] AdE FAANL o AAE AF F9
ThoF ‘enforcementAction’ #A41gko] ‘allow’ #g e
H ALE F4stn B HAE 948 ‘og YA
9 ‘usageReport 48 A48t 1¥% ¥ ‘enforcement
Action’ %4J3t°] ‘deny with response’ &g 7HW A
2 BHEHD o] B B ZALE 8 log’ #EH
Aol ‘usageReport’ BAE A4},

3.2.2 AH Ba 7%

A B3 JF& AlARe] olu] wdAgF Aoy
24 sHedel e Al B¢ #EAdA B
FE 48g 980 Alded oig BXE A A%
A AHEvent Forwarding Discriminator)ell ¢jate A
gzlo] CMIS9 M-EVENT-REPORT AMu|AE o] &
o} #A A A BulojZcH17] Al B3 7)5oA
g B FAF A8 Ba(Potential Event Report)
24 A HE AHdAe Ao B MdgFer A
e ol A$EHE BAE AlY Ba(Bvent Report)eh
ok AbAAE dxlE BeAy ggaz Ada
7% (Discriminator Construct)?} 232} F 4 (destina-
tion)e] ¥ 7tx £4& ZEd AAE A7 14
AAAE AFse 715§ 88 FAE= ™" A3
Bad dig E1x F48 2ta Yo o9} o] A
oz AdE Y P F2E AFEE visH @
A 2AEHE T AHA Aol U, F0 o
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eventForwardDiscriminator MANAGED
OBJECT CLASS
DERIVED FROM discriminatior;
CHARACTERIZED BY efdPackage PACKAGE
BEHAVIOUR eventForwarding DiscriminatorBehaviour
BEHAVIOUR
DEFINED AS
EVENT : PortentialReportEvent
managedObjectClass: ObjectClass,
managedObjectInstance: Objectinstance,
eventType: EventTypelD,
severity: SecurityAlarmSeverity,
backedUpStatus: BackedUpStatus,
probableCause: ProbableCause;‘

PRECOND :
administrativeState == unlocked AND
operationalState == enabled AND
availabilityStatus != offDuty;
PROCEDURE :
if ( (FILTER ( discriminatorConstruct,
pontenialEventReport ) ) AND
(EXISTS durationPackage OR
dailySchedulingPackage OR
weeklySchedulingPackage) ) then
emit eventReport notification;
endif;

EVENT : replaceDiscriminator
inDiscriminatorConstruct: DiscriminatorConstruct;

PRECOND:
administrativeState == unlocked AND
operationalState == enabled;

PROCEDURE:
discriminatorConstruct =
inDiscriminatorConstruct;

emit attributeValueChange notification;

2% ‘discriminator’ ¥E| WA FH22RE RE
£48 A4¢on ‘PotentialReportEvent’ Abzo] &4
B HFes FuHxdg 94 FP o YHzol
sty AAH AdRue EA T2 A
v A ARSARE FFAT F AEAY HYd
Bed A3 Aldaagel AldEn BA7L #Ag
o}z H¥zt £433%8 UASRE ‘replaceDiscri-
minator’ Abde] WAEE YHoT Folor ¥R
FZ2E AZE A P22 gdetn 4% A
< o2+ ‘attributeValueChange’ A& WA d

3.2.3 =#AEY 7% ’

B3 #aAs Q2da o gAY Y A
3 Ao E5E Aolsty HHUHA oA AA
Hoz YA ‘trigger scheduling' ¢ HIFZIHA
274233 AR 5o ASHE Ak AL
TE A dAsA HEH R FojshE ‘interval
scheduling’ F712¢] 2#42%Y 22 dch 53] 24
9% FYsi= gedAE 2AZY el HA(Sche-
duling Managed Object)g} 30 2#AZH B A3l
HedE 2AEY @3 elle BeEge 4AE =
%2 A (Scheduler Object)d} ¥th. 2AEY9 EA
de W8y 2AZY ARA 2AEHeE UYHE
ol, ghek gl AA FUavt o|FQE WA HA
AU 2AEY 2EYe] stesivd 2A4FH A4
el 2A4%% @8 49 2AEY 715 THE
e UiRE 2AFYos Hdte Hol w3 h
agy St WAool HAU g =4S Jlw
o] Eg2o] ¥R 7 V¥R 2AEYE 7E
e 933 ~AEY 71%E olgsE o] &% o
s o shie A AVt FEE 2ASY ¢
g ARE #FE Aoty TXE Z=vH20L

2429 75l di$ 2AEH fAAg AT
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(1! 11) BDL#E O|2# eventForwardDiscriminator
MO Class S% 84 J|&

(28 11)NAM ‘eventForwardDiscriminator’ ¥ 2} 2] 3

scheduler MANAGED OBJECT CLASS
DERIVED FROM : top;
CHARACTERIZED BY schedulerObjectPackage,
duration;
schedulerObjectPackage PACKAGE

BEHAVIOUR schedulerObjectBehaviour



BEHAVIOUR
DEFINED AS
EVENT : LockSchedulingManagedObject
schedulerOjectName : scheduledObject,
schedulerManagedObjectName :
scheduledManagedObjects,
schedulerld : schedulerID;
PRECOND :
administrativeState == unlocked;
PROCEDURE :
if ( administrativeState CHANGES locked )
then
"interval scheduled action is terminated
immediately”;
administrativeState = locked;
emit stateChange notification;
endif;

EVENT : ModifySchedulingManagedObject
schedulerOjectName : scheduledObject,
schedulerManagedObjectName :

scheduledManagedObjects,
schedulerld : schedulerID,
newStartTime :© StartTime,
newStopTime : StopTime,

PRECOND :

administrativeState == unlocked;
PROCEDURE :

if ( startTime CHANGES newStartTime )

then
startTime = newStartTime;
emit stateChange notification;
if (stopTime CHANGES newStopTime )
then

stopTime = newStopTime;

emit stateChange notification;
endif;

endif;

(22! 12) BDL#E O|28t scheduler MO Class®l %t
2N 7|8

2A&8] #¥ YA LockSchedulingManaged Object’
AH, ‘ShutdownSchedulingManagedObject’ Abg, 18] 3
‘ModifySchedulingManagedObject’ At 22 vk ‘Lock

S MUY BYE Ntk Y| 2089 YN 293 175

SchedulingManagedObject’ AH3€  ‘administrativeState’
&4gko]l ‘locked REE WASHE 39 R B
A £Y& FA FY8T ‘admini- strativeState’
SAHE locked REZ W3 ‘state Change' EAE
AT ‘ShutdownSchedulingManaged Object’ A&
‘administrativeState’ $/4gte] ‘shutdown’ RER WA S
F A5 s #eigsy 42 daHes 4
g vh3l ¥ ‘administrative-State’ 42 ‘locked 2
WA I ‘stateChange' B4 & SAS. 28n ‘Modify
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AlZre] BAEYW M2 e Ntoz £43E WA
‘stateChange’ &2 & W43},
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logPackage PACKAGE
BEHAVIOUR
logBehaviour BEHAVIOUR
DEFINED AS
EVENT: internalNotification
notification: smi2Notification,
notificationID: Notificationldentifier;
PRECOND:
administrativeState == unlocked AND
operationalState == enabled AND
availabilityStatus != offDuty AND
availabilityStatus != logFull;
PROCEDURE:
logRecordSize : INTEGER;
"set the logRecordSize according to data
logged”;
if ( NOT ( FILTER ( discriminatorConstruct,

endif;
if ( NOT ( EXISTS durationPackage AND
currentTime VALID IN [ startTime, endTime ] ) )
then
abort;
endif;
if ( EXISTS finiteLogSizePackage ) then
"process the notification suitable to log record
structure, add modified notification information to
log storage”;
numberOfRecords = numberOfRecards + 1;
currentLogSize = currentLogSize + logRecordSize:
if ( currentlLogSize + logRecordSize ==
maxLogSize ) then
if ( logFuliAction == halt ) then
availabilityStatus = logFull;
endif;
if ( logFullAction == wrap ) then
"delete the oldest log record and allocate it
to new log record”
endif;
end if;
endif;

EVENT: replaceDiscriminator
" inDiscriminatorConstruct: DiscriminatorConstruct;
PRECOND:
administrativeState == unlocked AND
operationalState == enabled;
PROCEDURE:

notification ) ) )  abort;

discriminatorConstruct = inDiscriminatorConstruct:
emit attributeValueChange notification;

(2% 13) BDL# OI2% log H2|ZH M2 X
84 01%

(¥ 13)°14 ‘internalNotification’ 2] F-8.¢ls ojgh
Ay 3343 FILTER #5E 4¥e2 FoA ‘notifica-
tion's] 4% A ‘log’ #eAA S ‘discriminator
Construct 7} 7}Xe WE &8 3 vilsle ‘log’ &) 7
Ao 43" # de BAAA JAHP%E 715E AT
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Behaviour-Description =
{ ‘EVENT
Attribute-List ' Type-Name
Attribute-List " Type-Name { ‘| Attribute-List '
Type-Name } * '
‘PRECOND:'
[ Condition-List 1 %'
[ INVARIANTS:' ]
[ Condition-List } ;'
‘PROCEDURE: .
[ Attribute-List ' Type-Name { ‘, Attribute-List *’
Type-Name } * ' ]
Statement-List '
} o
Attribute-List = Attribute { *, * Attribute } *
Statement-List = Statement { ‘, ' Statement } *
Condition-List ::= Condition-List Logical-Op Condition
} Condition
| ‘NOT' ‘(" Condition ‘)’

Condition = Condition Relational-Op Primary-Exp
| Condition Set-Relational-Op Primary-Set-Exp
| Primary-Exp
| Primary-Set-Exp
| String-Exp
| Temporal-Exp
| ‘EXISTS' Attribute
| ‘FILTER’ *(’ Attribute '’ Attribute ‘)’

Primary-Exp = Primary-Exp Numeric-Op Exp
| Exp

Primary-Set-Exp ::= Primary-Set-Exp Set-Op Set-Exp
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| Set-Exp

Set-Exp = Set-Exp Set-Op Primitive-Set-Exp
| Primitive-Set-Exp

String-Exp =
Primary-String-Exp
Temporal-Exp = Attribute Temporal-Op Temporal-Interval
| ‘currentTime’ Temporal-Op Temporal-Interval
| Attribute Temporal-Op Attrubute
| Temporal-Op Attrubute
Temporal-Interval ::= ' Time-Point ‘" Time-Point ‘1’
!
Attribute-ASN1Module.defaultIntervalsOfDay
| Attribute- ASNIModule.default WeekMask

Primary-String-Exp String-Op

Statement = Assignment-Statement
| Conditional-Statement
| Notification-Statement
| Text-Statement
| ‘abort’

Logical-Op := 'AND’ | ‘OR’

Relational-Op 1= '==" | <" | >" | '<=" | >=' | 1=
Numeric-Op = "+ { =" | * | /'
Set-Relational~Op ::= ‘SUBSET OF"

| ‘SUPERSET OF’

| ‘NOT NULL SET INTERSECTION'
Set-Op = ‘UNION’
| ‘INTERSECTION'
| ‘DIFFERENCE’

String-Op = ‘BQUAL’
| ‘STARTS WITH'
| ‘ENDS WITH'
| INCLUDES’
| ‘CHANGES'

Temporal-Op == ‘'VALID IN’

| ‘NOT VALID IN’
| "UNLESS’
| ‘WHENEVERNOT"’
| ‘"ASLONGAS’
| ‘WHENEVER'
| ‘OVER’
Type-Name = { x | x s attrbute type in
Attribute-ASN1Module }
Exp ''= Number
| Attribute

| ‘(’ Primary-Exp ‘)’

Primitive-Set-Exp == { x | x is ANY type }
| Attribute
| ‘(" Primary-Set-Exp )’

Primary-String-Exp =
Attribute-ASN1Module. Additional Text
| Attrib
| 4’ String-Exp V'
Number = INTEGER
| REAL

Time-Point = Attribute- ASN1Module GeneralizedTime
Attribute = Identifier

Assignment-Statement = Attribute =’ Primary-Exp

| Attribute ‘=" Primary-Set-Exp

| Attribute ‘=String-Exp
Conditional-Statement = ‘if ‘¢ Conditon ‘) ‘then”
Statement-List ‘endif
Notification-Statement = ‘ernit’’ Attribute ‘notification’
Text-Statement ::= *’ Attribute~ ASN1Module.Additional Text '
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