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An Error Detection and Recovery System based on
Multimedia Computer Supported Cooperative Work

Eung-Nam Ko'- Dae-Joon Hwang'

ABSTRACT

Multimedia is now applied to various real world areas. In particular, the focus on muitimedia system and CSCW (Computer
Supported Cooperative Work) has increased. In spite of this current trend, however, the study of fault tolerance for CSCW
has not yet fully progressed. We propose EDR_MCSCW., It is a system that is suitable for detecting and recovering software
error based on multimedia computer supported cooperative work as DOORAE by using software techniques. DOORAE is a
framework for supporting development on multimedia applications for computer-based collaborative works. When an error
occurs, EDR_MCSCW detects an error by using hooking methods in MS-Windows API (Application Program Interface)
function . If an error is found, we present a checkpointing and recovery algorithm which has the removal function of the
domino-effect for recovering multimedia and CSCW by using stack.

.M & Y 5€ B T Uth oHF "HEvHe &8 &
F ZBHvde] gwr], "Ende] Fr F4%, HH

HErt]e FLoBE AR AFdH, AL &8, vitol dojgjso]x, BET|Ho] AEAL 7&E
kﬂ

38 7lE Bok Zadd, R&/58/24 &8, €% AgAAM A2 Al F, A 104

HEr|tle] 7l AFH HEHZ 7)€ &

g ;1] g ggg;}tﬁ%gﬂg;ﬁﬁ BHEgy o] 71& B9 AFPLE I altd AF
al 3 ng
=EAZ2000d 24 169, AAgR 2000 48 7% B A% &Y 87 (CSCW : Computer Supported Co-



operative Work) #oke] §43 #dit tEo 44
39, 944 1§, 978 AE, FE A Fol AP &
Py @2 AR drH2-5l

olg}g dAQ Waelx EFET 43 #E(interac-
tive)st: BElmtlo] &7 9 FA fadAME 2 X
doll M ANE F = Ad HE AR F
Hak 234 (reliability) S @4 EAsE AL ofdt
6. Nxdge AHAHL FAAE e 488
g2goly A% &8 B9 Wy Fol 7,8l

oA, B AP BEute] % A4 84
oM &8 AzEYo)e} ntje Fo ZEAA(pro-
cess) RAEC i 2FF vE #AEd T
B £ gle AsEE Adwth 2F A A9
Z#(hooking) WY& o1 &dt LF E7E LR T
Oﬂ"“] EE"JM LFY Agelt BrE 4+ vk 2
i = dA AAE HAF(check point)& & £

SF Z] wAsld 1 AAE A HEoHN Al 4
ot WAl A o u) ZRAAE o= v
Al A (message) i@o] gojut= ASL WAt o
A% w2g Alx"eME £oke &3 (domino effect)7}
WA S o ZRAME 7He] AR ags B
Hol 2| o ZAx Alold] A&Ad EW
(rollback) 6%9] AL dojub RAE EWe &3
ﬂ} KLB}[9] =EolAE wux &FE A

rr—‘1
_>_:

il

] 6}'-7 49 -1 Al 2~El 5@7}’ 50“"11‘: A2E e

2. py dF

2 " E NEY 28 #HE 71 2 A g
M e

217|2 2 318 7I¥
A 3& ANzgold Frdol 25, KZES
oF Ey AR 99o] YoLAHE FolA ARE
gulzd) FdY F ol Alade o0 A
&eAe Foshe s w AR vE 5ol
th A, AZEYC VHE FAAA e o Fof
A /YPor AZEF Ol T eBFER AXF

UEDICI BS XY BHOIMY 2F A 2 BT ALY 1331

A5 atto)] d@ Ao wath 4, =] 7
& sede) gEaE S8 A% ¥@x 9 71 #9
& gelth. AA, EF 7EE =R AEe
grgn £ZEdol2 A 5TE dAPeRA &
zedol end=g =g HEE Y F UE
Aol QtHlll AZEdel AFHE 7P AZE
do] RE9 FEoY A4 (rollback and retry),ET
o] 7 wae] &R 7|2E F1n Sith AAE
(Check pointing)2 AZE#] A8 Fo HFAAEE
dARste] QF7F FAPYEAE FHAE ool gl
W Al FEtn ool AAEW 1 olHe] HAM
Hog HEol AW s wWaoth EF EE
(Recovery block)& A48 (rollback and retry)el
A 7o AAAHEAA L7 AAEE AR
ol Algos HEolrt & V%S VRl U 4

Ego] 2Eg s WAooz gy Z2 Az
A48 4 9ok ¥4 57 &5 (Distributed recovery
block)

o B

ool A . g0} BeE BT Wz
SR F EE g vigelrh N-HH Zzagd
(version programming)< St=do] AFHE 7Y F
TMR(Triple Modular Redundancy)® AMst 7jHo
2 N9 E3H9 £XEgo BEo| #9% Ans
Hlaste] e B ADE Adsis slEolth
TMRE A Mo 9% mEdA A8 Aag o}
o] B¢ & M= "mated A A Foll F A o3
A#rt 2o o8 F¥ o2 WAATE HY (voting)
FEo 71 2F12] olfdx EHE && Fofdd 3
Feled HA" e 72 deje AZEY o] A
& 7igo] ArH13, 141

s ¥a 2doz % Hesel
ITE

22 7|E ZE 8 vyl sy

AZEo] 24L& HAM(checkpoint) A4, ATA
(reconfiguration) 2 H7 FH o2 Hzle9, A £
&g Zoln jog AR REUMNE AXE HHE FA
A Aok #i15,16]. HARE ThE v HAHN F¥
A dAsnz mve §9E fdg. &3, &
(rollback) A& AEA T3 2 AP wiEst=
348 YA Pdivelock effect)o] EAE +
cH17].

]14 BAb A zdol A AR R AARE A%

718k e v Er1sE dabd A Ee

rJr, FL

44 "

[V



1332 St=FEMEIHE =X HM7H M5 (20005

TEHY J&Y B7F TE HE)AH A 4A
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Aol AAXQEFE= FYolg, JEY B
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22l EDR MCSCW(An Error Detection and Re-
covery System based on Multimedia Computer Sup-
ported Cooperative Work)E 7] &%t}

2 AN E(hook) 71EE olgdln oF EF
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A& Addt o] ¥ Zrx T AAZT)

31748 9 Hel
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Evtje} FF Y ¥FE& EDRMCSCWaET %
A&t EDR_MCSCW = <P,L, M > o|t},

714 P={pLpa...,0n}o1% X2A2(process) &l
#8 Z¥(finite set)elth. L = PPolw id(channel) S|
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M2 AR g & FHeolct
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Rosrz ¥t & 0F #AA 2L BT tiye] F&
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o Aol YW, A P EE(partitions) 7 PE
o83 2 Fitoln,

7P ={GSM, LSM, PSM, DM, EDR,

VD, VDI, AD, ADI, WB, AP, A}e]x
P=GSMULSM UPSM UDM U EDR U

VD U VDI U AD U ADI U WB U AP U Aot}

GSM = {Pgsm | Pgsm € P, gsm €N, N: 45}
LSM = {Psm | Psm €EP, Ism €N, N : A4
PSM = {Ppsm | Poesn €EP, psm € N, N : A4d 4}
DM = {Pim | Pm €EP, dn €N, N: 2l 4}
EDR = {Pear | P EP, edr €N, N: Z5d4}
VD ={Puy!PuE€P vdEN, N: 245}
VDI = {Pwi | Pl EP, vdi €N, N : A5}
AD = {Py | PuEP adeN, N: Ad4 )
ADI = {Pui | P.s €EP, adi EN, N: A4
WB = {Pw | P €EP, wbEN, N: d5}
AP ={Pyp | Ppx€P, apEN, N: A5}
A ={P.|PEP acN N:Ads o1

GSM N LSM N PSM N DM N EDR N
VDNVDINADNADINWBN AP N A= ¢ o]t}
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DM : HE&Es9 A
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VD :Hde My g9 AY,

VDI : HTe MW dxes o 3,
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[44 8]
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A i o] AYE ¢ gl

A, Z2A L pell A €43 AAN ols)7t £
o ot p € Wpp#ti EAIgch

B4, T2 A2 prt 848 HAA )7 2EEH
AL <cils), ¢it) >olAY, EBx <gb), cls) >0l p
€ Wp)eta EA gt

% W) ={p, pj)

2 uyog 29 99(rollback domain) W(p)E
ZZ A2 poll A & 2ol T ¢ gtk

Wip) ={p,p}
a3 e Wi = W) ={p, plolth

ol of st g S = W) =W(mE &% 9
2(rollback class)e} i g}

S =W =W ={p, pi},

S" = Wip) = Wipy) = {px, py JOIA i)+ k+ ydu),
HAR mE polA pE 2R 89 Edae oid
ol Wath S=S' US” ={p; py, P by}

32 EDR_MCSCwe} =

HEjnt]e] % A4 49 FL de g o
oA 199635 MY ZddE FE(DOORAE)]
. FAE 4s 448 Y &8 A g3
2 4AZo R FAH Utk 71&e dd FE Y
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4 AZFE Bab HE #3] vAA AES JEt
£ AZoz MS-WINDOWS 95/98/NT9 4 Al
H{socket system)g &} F A F59 AL
2 (family) 2+ AF_INETE, §382 H|dZdg &= o
AYE AHETY A2y AFE JEHoz &g
LG AA( - Windows %/98/NT) 71%& A&t
& AFe GUF $850 EAste AFLEZA A
SREe] WARSE Aujad g dye] ofF iz
E AZelth

T A% 45 F4Y HEvro] dvHQl &
S ey s AAR ZddYAacit (28 1)

7} o Fd A%& EDR, #A AR HGSM),
AR ZHEM), M2 do|AEER TAHT. T4
AN AFEHE AHlZ doHEdE A8 A 7FE
& 713, EAF 12 AAAAH B2 AHGlobal Session
Manager)7} &-43t=le} glom 1 glole Ad ZAA
(Session Monitor)?t E#¥ AR (Traffic Monitor)7h
84350l A = Aeolth. EHRE 2= MM
o] 27 AAAQ AABeAS YAEE Fojvh &
HAE 2, 3, 49 HE(Daemon)e] Z+2t by Qi)
o] RE & AMxrlolA AAHBe Mu2gE A Fsr)
A3 7 A1EHA AdEE Aula AA el o] o)
B AN Bl 2FE AAE AFoR BAA
F& EDRE AA€rh st Axol M= o A
Aole shhel AR A4A ezl sy AHd 2 E
By ZAIR, st AR ZAA, terd] F9Rt B
&7k AR ad.

<BRE 1> <#2% 2>
AMAA

S EN
AR B Auge R
=49 FA= 4
| JESNa I

CazJ[eor ] || @& [eor

| ez aax ||| 2axzax |

3% %

<ERE > <BAE 4>

(38 1) 2AHRISUZoMe| Tl MM

33 EDRe g1a|&E

B =&dA Aets= EDRE 98 7159 dolA
E7l EAst 4€F 2F X € BT EE +
Pt HE oo]dE A|lxdelrt, EDRE TASH:
T4 REEEZ%E ED(Error Detection)®t ER(Error Re-
covery)eltt,

EDe o7& #Ase Y4 dodEz 2% #AA



A5 99 E7(hooking) WHE ol &34
Mate] 959 @A RS AT A
AGar) dsME WA LF #AE &
o] Yoslth EDv= Y299 &7 e

o o mu du
a1

¥ fo

S5 72 el @ 7} 8(scheme)E THEF Zth

Set of Detection = {Set of error, Set of fault, Set

of error detector}

7]l A

Set of error = {E, D}
-E: @Ase o
- D: HstE oFe T 99X

Set of fault= {H, C, F)
-H: ZAdE &F
- C: Z2A 4 Ho|Eujeo] 2(PDB : Process
Data Base)olld 22 % FZ(error code),
% 2R 74
- F: 2F9 9le] He 24 (fault)

Set of error detector = {Addr_ED, Method_ED,
Func_ED}
- Addr_ED : ED® F4 AR, F E({ 2 B()
o fied Ju
- Method_ED : 9=%A ¥I”eR: $w8 7t
2 Adste B & A
WA AL
- Func_ED : ED®l 7% (function)2 Al A& P,
EG), BiA Rg "3 PoA
EG)22 #AA(relation)2t 33, Ry
g A# E@odA B(pHEe &4
(relation)zt 314, A PellAl Bi(j)
29 FAH4BA RRe= ©&d #
o] Aojdr}
RiRz = {(p, b)) | o € P, bi(§) € Bi(j),
(p, &) € Ry, (&), i) €Ro}

W RAAE FIRE, Bhes, A2E S AR
WA geE AgdT ol WAAE £ 4 FF a}:n.
A AR AwE whes e gEe walx
ol Agsn YE$EE FYolo B F He %
fAen, AWG $4E TAY Wk 0FE B
= wdE olsh Wizd AL ANtk o HAl

#@X R = AILE 1335

A8 Aasiel 07 % a2,
BA RN 0F AAB ZzA2Y F £

g 97 $dd ZzAzdo M o] A (PDB : Pro-
cess Data Base)& 743t & 4 Qlvh $E% 3
% GetExitCodeProcess& At8& o glddz= 3ol 9
A o 4 2k

(B 1) & 2 HAIXe EF
A f 3 (Event Types) 71%d " (Description)
WH_MSGFILTER Dialog box, scroll bar, menu

WH_SYSTEMFILTER Dialog box, scroll bar, menu
WH_GETMESSAGE GetMessage, PeekMessage
WH_KEYBOARD Process, modify keyboard events
WH_MOUSE Process, modify mouse events
WH_DEBUG Prevent another filter being called

WH_CALLWINPROC Send Message intercept
WH_JOURNALRECORD | Record keyboard and mouse event

WH_JOURNALPLAYBACK | Playback keyhoard and mouse event

LF FA A

A H3RL (39 29 2o

Hot

Q@A ¥indows
ALz (event)
pointer
‘ Hook table

wn_usc;umk/
i /
/: WH_SYSMSGFILTER

v

Message Queue

EDR

GetMessage()
An TranslateMessage()
application DispatchMessage()
(38 2) 27 X Al £ 2
ER& EDEZRE e 2% 2F HKRE vigoz
LFE BT REol 4YHch o o HAH HA
A A" X Q7R &9 (rollback) st g B

T urge] & 7 R (scheme)= th&3 Zth
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Set of Recovery = { Set of fault,
Set of checkpoint type,
Set of message information,
Set of recovery agent }

4 7]l A

Set of fault={C} : L% 2=, § PDBoA &
2% ¥ U

Set of checkpoint type = {SF, SD, SI}
gtike] 22 SelM S={p, pj px Do Dv)
ol ixj*k*x*yoh 3y Z2A
2 pZt A L/HE LRI ZEA2ED
3td SF={plelx, SD={p, ;}= 22 &
HEZ(platform)dl Y= Z2AH2E0l3, S]=
by Dy} O8 ZREA Sl ZEAN2E
olty, &, S=SFUSDUSIolZ SFNSD
NSI=golt, oy SF F&f2, SD F&,
SI E32 Atoldl e A7 wo] R
AE HAZ oh 9 HA X mgho] A4
82 ¥o SF, SD, SI te] 89 Fy~
7t & 4 Slth SF$} SD Aol w AR
WAgo] dojuH olw EW ZFeY2 SFD=
{pi, D, px ). SF, SD, SIxtojoll wA|x] g
o] dojubd o] w &9 Ze2 SFDI={p,
Di, Dk, Dx, By JOITH

Set of message information = {m.d, m.h}
HAIA] me& dolH mdst FHHAE mh2
EAEY. mhe AE8E gg3 Zu

mh = {w, X, ¥, z, a, b}

A7l wi BAHE HA
49 FR(FA4A, ) EA
Z2A2EZY #A &, SD E£= Sl
£3 e ZZAXEDY BAE EA
3= FYga
zE 3 e T2 AEY Ay HI F&
A EYa
a:SD, SIY ZH$d ZEAMA D F3 W
3 g &
b: AR g FF
g 1-3% dioH, 0-4Z dlelH

X

y

e e

Set of recovery agent = {Log_ER, Addr_ER,
Method_ER, Func_ER}
o 7] ol A

Log ER : 2708t 29 3=z & HAd 2499
B 2802 rojxla 7 Zg 4
25 Zzt 209 ~2d9E sRa ¢
L ZEA2G ughd daxe A
BZE Z2AH27 mh & e A
el 2" Aoz AP e
deoly 1&, & LIFO 7+2¢

do

Addr_ER : ERY & AR & 5(), C(),
Ri(i) 2 K)ol oigr Ax

Method ER @ AN dAT &9 BF <dug

& AME%

Func_ER : ER9] 7)%(function)& 5782 % P,
S, GG), RG), KM Reg A
# PlA SRS FA(relation) =
31, ReB AF S GHE, Rs
£ A" GOIA R(E, RBE AY
Ri(DolA K2 #Al(relation)s}
3, A% PIA K(GEY FA48A
RsRs RsRe2 Thg-h Zo] RFojgr).

RaRs RsRs = {(p;, ki) I ps € P, ki(j) € Ki(j),
(pi, si(p)) ERs, (sif), ¢i(j)) € Ry,
(ci§), ri(§)) € Rs, (i), k() €
Rs}

#A Rl M= Z2 AL HARE g of B
ZA AAE AAT Tl ERAA #gstn e 3
7 ZAAe HAE 2" A3 F, SF, SD,
Sl &% RE ZZA2Eo0] HAXE wowA 1
Z2 A2 we mhel &S AAE 2" AR
gt

#A) Ryl A= EDRo] % Z2 A pE wasid
Z2AAN p7b AYstT g W 2 ZRAZ plA j
Ao 7 AR (checkpoint) T j+1H A HAFE Alole]
AE roll A LF7F BAstd BT A of ) oAMB
€ E¥(rollback)8ted A Al Zsfer sk ¢(HE Lol
71§18t 29 dE FEE FUH golA ()7t
vetd f7pA etk o) e SFo &3 Z2A
2 pE BA Rl o()E 22E d7x 248 &
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o gle WES HouA B g ARgrt F ) €232 EE(Daemon)e A2 Al 2] ZHSM)
A 29 dF FEH BT 29 JEL A¢ °ﬂ7ﬂ AM A F oo B g0 ke AL
o] #r}. ek},

#A Rl e B 299 358 shiy ¢ojud (N AR AAFLRHSM)E= 2 9] b2 (Daemon)
A W Felx7t SF, SFD, SFDI 5 o= AdAE & B3 287 ¢ A% 39 dE(Daemon)ol
ARt A FE g2 B Wy g A A S-S mdch
f(scheme)E th&3 g} (®-(11) 947e] % 4 & (Daemon)S 23]

#A Reoll M &l 22 SolM: SF, SFD, #oizt 2] 2AHPM : Participant Manager) &
SFDIY whetr B¢ dze]Fe] ta2A d3ygd o I ool A4l "ed molE
HE A FHE Pdse e AFEH Azt
oot T2 mhe] yARE B3 7E (12) AHEE A4 Aol BF FuUE S48 4

PR k=
(SFel 75) (13) &89 Aol 25 BUW OF BT e

wgo] WS EDRES ZEAsoA AAEL 5
oher Fol HHwT,

g

27 2IYES 489 B4H HelArt Ak

a3d I i Edg& SFDY B A3 E & 4, AlAd B}

ool B7UEE WikE W e FAFA Ye =

2A2 ol g A A wgoz BF ¥ o Ao Al29e Visnal C+2 AA 2 TF A%
2 WY BE MEAD AYE AR AREANE gy o2 aqely Aad wEe 4 e DEVS
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