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Rule-based Fault Detection Agent System for
Fault Detection and Location on LAN
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ABSTRACT

This paper proposes the structure of an agent and rules for fault detection and location on LAN. To find out a reason
of critical fault incurred LAN, collision detection rule, error detection rule, broadcast detection rule, system location rule, and
Internet application location rule are shown. Also, the structure of multi-agent system and state transition diagram is portrayed
to have connectivity with the set of rules. To verify availability of proposed rules, the process to find a faulty system is
shown by monitoring and analyzing the LAN fault occurrences from the proposed set of rules. Such an rule based agent system
is helpful to an Internet manager to solve a reason of fault and make a decision from gathering management information.
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}
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}
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While(t < T)
{
i=t
while(i< n)
{
0, (i)=etherStatsPkts(i)- etherStatsPkts(i-4);
0 (1)=etherStnesCRCAlignErrors(i)-etherStatsCRCAlignErrors(i-4 );
0. (1)=etherStatsUndersizeFkts(i)-etherStuts UndersizePkts(i-4 );
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else
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while(t < T)
{
i=t
while(i < n)
{
8¢ (i)=sysUpTime(1)-sysUpTime(i-4);
0y (1)=etherStatsBroadoastPkts(i)- etherStatsBroadoast Pkts(i- 4 );
tor (1)~ 0wli) / oi))i

iff 1 (1) > bra) then 1di)= valil1;
i=i+d;
}
if (((vadttn) - vedt)) / 0) 2 b))

then SYSTEM_LOCATION.request.

else

then BROADCAST _DETECTION(BR).request;
t=t+l;

}
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il primitives==SYSTEM_LOCATION(COL))
Set hostTopNRateBase = hostTopNOutPkts;
else iflprimitives=SYSTEM_LOCATION(ERR))
Set hostTopNRateBase = hostTopNOutErrors;
else if(primitives=SYSTEM_LOCATION(BR))
Set hostTopNRateBase = hostTopNOutBroadeastPkts;

while(j < ha)

{
Oror{ k)= Oron( K)+hostTopNRate(k);
k=k+1L

}

while(k < hy)
{
(k)= (hostTopNRate(k) /' Owonlbn)) X100;

I o K)>hpnp)
then APPLICATION_LOCATION.request;
k=k+1
}
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While(m < pro.)

{
Opd M= Opro(m)+channelMatches(m);
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}
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f:lse then
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m=m#+1
/
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