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Design and Implementation of a Real Time Access Log
for IP Fragmentation Attack Detection

Kyoung-Wan Kug'- Sang-Hoon Lee'!

ABSTRACT

With the general use of network, cyber terror rages throughout the world. However, IP Fragmentation isn't free from its security problem
yet, even though it guarantees effective transmission of the IP package in its network environment. [llegal invasion could happen or disturb
operation of the system by using attack mechanism such as IP Spoofing, Ping of Death, or ICMP taking advantage of defectiveness, if any,
which IP Fragmentation needs improving. Recently, apart from service refusal attack using IP Fragmentation, there arises a problem that it is
possible to detour packet filtering equipment or network-based attack detection system using IP Fragmentation. In the paper, we generate the
real time access log file to make the system manager help decision support and to make the system manage itself in case that some routers
or network-based attack detection systems without packet reassembling function could not detect or suspend illegal invasion with divided
datagrams of the packet. Through the implementation of the self~managing system we verify its validity and show its future effect.

FIYE : IP Fragmentation, AAIZt A2 23 4M(Real time access log)

1.4 &

A7s A 2¥oz2 ARE AHYLL A BE 7Y
£3 Qulgd A Ado] oid "5 =17 HYn, A
o AN golde ¢ € Fag ez A FA
g9tk dio] HARAZ AU A AAE A%l
Adol wet mr ge AUYAES] 54 FHE HAg B

t 28 9 3YuRE ALues 974
1 289 FedeE AN 2
=534 2001d 99 59, AAgE 120014 12¢ 249

otzde g FA%a Qlov, 44 Z2ad @
v} Bgslz Aus AR ok 3, duHde FE% R
ggedo] AR wa FYAEo] ANEY F71§ FuS
asug 2718 24 €@ RAoldlll AAdEe eed §
H A2de Wag FHse 7 2 ol HAGHe #
o}Z2E 27 FAETEC FHE olFUY, AdE F
o dolrt w3} H A 29 (Firewall System) ¥ 71€t BtA]
2dg ¢ 4% Fo ARE FHY FHETFEC
vehiz 9.



3R FEMIE=2X A H8-AR M4=(2001.12)

7|&9) FAWHE ofu] F AR qlo] HAAdA2€
(DS) 5% ol&dte FZAAEA g G/} 73T,
BN 2" TS Fatd AR HolF £ AT o]
3 Heoly|&e wAT o] ol& FEII A% FF7|
& EF FASGR M2 FARPDo] FA43UG A=2E
FTARYANE B ERd 33 @R s|e] dasy,
I ol g e g 7stn gl v FER ¢
FXe FHAETY AEH2 Ad FTHVIE] UFH
H3 gled, meq YEYA #d FFo FF WAz
Ax AAolch

IP Fragmentatione 3h1e] # 7l (Packet)o] YF #HA
dte] dEEl(entity) 2N A$HAD ¢ f& W), VEH
g Z3 Buod F e F 4 oY ° FH& #A =
ZHpiece) 2.2 ¥t A& 2H8l IP Fragmentation
TCP/IP AollA vl HIWaA o]FojAu, olgjd 7|&L
HEHZ AoA P HA9 & A4E 233 FA
g 2 7pA BAFEE AAT Aok 9% F9E, 93igA
2o} AUAAAN 2L HA AT 2 (packet reas-
sembling)& F3FA %7 Wi FHAREL AFHes
Nade) 715 FclE SN AY, W] BARAE
L3N 3, AL &2 AL FHE] #5
e Bdg AAEE o FAE FE olg €A%
A Aastxl #a3e 297 g4 A0l & =¥
At TP Fragmentation 1'% tepdump T2 o]
£319 HAL 2UEE e ¥ 3 IP Fragmentation]
Hepd g ol 4 FHARYT giA et st AR 3,
g Al 2", APHR N2 F3 gL B =FE] P
Fragmentationg °]&38d F38& A4S o8 AIAY
AdatA ¢ 248 dldie AN H2 238 A
o] Aladle BEE F e e AAEH

E =89 AL 9d&d 2o A2%dAE IP Frag-
mentation®] A3 YEHIZY A& 2YEHY &
AE tepdump ZEIWE o] §3t] HFlo] F L(fragment)
HE HAo| digte] Amrm A 3PelAE ol @ P Fra-
gmentation®] H¢t HHE ol &3 FAVI&T dA el
a8 71%&8c} A 43| 4= IP Fragmentationo] £33t ¥
A% o AXNG H2 238 AA4sE A2dE 44 F
Fasz, A29e AFA) A5PelME & =89 2
S 91 FF A7 WP gstd 7|&HA

2. IP Fragmentation 72 =3l SUEY

YEHAE N2 & 7139 Aadez 7489 Sl
A$7 gRPojnz FUF e ZHYeE A8E A

$ & 4 g § A58 2dnA & 22 F2E
A7E HAAcletn e FE E50E Yr1 olg B
A Fa9 87 Fo Rt o Zt A Fze] 24E
fragmentz} 39 A2¥ 2 WEHI FuldM olef# o
AL ¥+ AAL fragmentatione] g F}. fragmentation
& TCPoA 714 WA o]Fo= A3t UDP(User Data-
gram Protocol), ICMP(Intemet Control Message Protocol)
Z2EF FINME fragmentation®] o]Fojzlir}. ojs} o]
IPZE2EZL [P A4 Z /M9 AL A2 oA
AdEHD SHA A2ddA A 2@/HE Ao J&HH,
Mz & Hd AR Alo]2e AEE A o 71FY A
$ojAAM= P dole 21#(Datagram)E AE 7Hs3HA
ia= 8

(2@ D3 2ol I2E HIYA E2E H2Z 150080]E
2719 dlolg 1§¢ A4¥ctn sd Z¢EH RE wHoH
I9g A% Ael:, NET 28 §3 A48 + gig A
ojt}, Sjukdld NET 29 MTU(Maximum Transmission
Unit) §3°] 1000 HlelE A7|4o} =X 7] wEon
o] #AE HAsly] dd GH}F J&g ol&dd dHol
B 2d8¢ ®An ZHJez 744E3HEncapsulation) 3t
Bl AoltHsl

&

H1 R H2
[ ormo-sa3—{] ag>—{]
(22 1) IP Fragmentation

o]N ¥ fragmentation® A F3] YutHoln FAAHQ o]
YEo|Aut uABAHY fragmentE HAAIA Mul2 AR
Z2hd 0|83/ E 3§, fragmentationd HE3}A &
g4y, AY9gAA 29S8 H3r] AT B nd=z
fragmentationg ©|§371% @} EAXE BE fragment
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o X% 2 7} fragmentt @A fragmentol F7}3<
fragmentE©°] A& 4% ME(More Fragment) flags
12 M€,

IP Fragment®] 9&g ol#jal7] A3k 4,0008}0] E9]
ICMP vio|Ei7} Ethernet dolA H4E o %A frag-
mentation= =2 AW R7] Y3 (29 2)9% Zol 40008}
o|E9| ICMP Hlo|ElE $A#th dwtHoz ALHE ping
WAL S6ulo]EY 64 Hlo]Ee] ICMP Hlo|EHE HA437]
HEd -s §A& o] 83t ICMP dlo|€l7} fragment S%
g 383 2A 4Fed.

[root@kugstone /root]# ping -s 4000 192.168.0.1

PING 192.1680.1 (1921680.1) from 192.168.0.4 : 4000(4028) bytes
of data.

Warning : time of day goes back, taking countermeasures.

4008 bytes from 192.1680.1 : icmp_seq=1 tt1=128 time=7.218 msec
4008 bytes from 192.1680.1 : icmp_seq=2 tt1=128 time=7.194 msec
4008 bytes from 192.168.0.1 : icmp_seq=3 tt1=128 time=8.381 msec
4008 bytes from 192.1680.1 : icmp_seq=4 tt1=128 time=7.161 msec
4008 bytes from 192.1680.1 : icmp_seq=5 tt1=128 time=7.175 msec
--—- 192.1680.1 ping statistics -—-

23 packets transmitted, 22 packets received, 4% packet loss
round-trip min/avg/max/mdev = 7.116/8.363/19.669/2569 ms
[root@kugstone /root]#
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" [root@kugstone /root]# tcpdump

Kernel filter, protocol ALL, TURBO mode (575 frames),
datagram packet socket

tepdump : listening on all devices

23:28:31.7TH126 eth0 > 19216804 > 192.1680.1 : (frag 22873 :
1048@2960) (DF)

23 :28 : 37.7%H126 eth0 > 19216804 > 192.168.0.1 : (frag 22873 :
1480@1480+) (DF)

23:28:37.7%H126 eth0 > 19216804 > 192.1680.1 : icmp : echo
request

(frag 22873 : 1480@0+) (DF)

87 packets received by filter

[root@kugstone /root] #

(38 3) tepdump REZIEE 0188 T3 WEE

Ethernet VIEHZE ¥38te] A457] A9 dolg 2y
2 (28 99 2o| 20ul0]E9 [P} 8ulojE L] ICMP
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20 8 1472 20 1480 20 1048
P header| I {CMP data header| ICMP data P headar| ICMP data
ICMP header
(ICMP echo request)
1500 bytes 1500 bytes 1068 bytes
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TCPAP Z22YPL w$ FEHolH A&3l7] A3
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@S 4 ) Berkeley Unix2 rlogin, rsh, rexec §
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o #98 F/MNFIEE &2 flth 281t Berkeley
oA FAY TCPY ¢4 WL 42BSDAAE 2
12892 271812 43BSDY ALl 2% 128000
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9je e A9 g FAseE IP Spoofing 19859
Morrisol 93 ofoltiojrt A& AAHNAR, A= 19963
& San Diego Supercomputer Centerg& 3J% &0l Kevin
Mitnicko] AHE371E Bt e, o] Ak o]FZ o] #F7
&2 IP SpoofingZts #0122 EA HALW FAAA
TCPAP ¢4 & ol 4% 33 §¥2 b3 2o

A AU S FZ(Sequence Number Guessing)
HH(Half)d &A= FH(SYN flooding)

A& 712 547)(Connection Hijacking)

RSTE ©| 4% H<% B7)(Connection Killing by RST)
FINE ©}8% 44 #7)(Connection Killing by FIN)
SYN/RST #HA A4 FA(SYN/RST Generation)
YEHA d& A (Killing the Inetd)

TCP 9=% #HHTCP Window spoofing)

a8y gutd o2 IP Spoofing®] @ Kevin Mitnicko] A
£3 Py guisn £MA WEEEF FF, HHalHA
ENE 37 Fo] ¥ ALHE nUEY $£YPog B 5
gt} B A EojeE H3l FoA LA PFL(Sou-
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gu U AMERE 98 FHL B 4 gonE 74 A
2 oA} TCPwrapper, SSH(Secure Shel) 5& 433X
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32 Ping of Death

TCP/IP Z2EZA IP HA9 A Aol 6955357
A2 Agso] gich weA AR g2 A2 P AA
& Adste FZ=E o] 2 4 HolE sHAEd ¥
o] glov, giRge Aage] 13 dolntt & AANE A
4% 5 d=g 4359 A 28y Y= A2EE X
e AR A2ddAe o] e Ago] glo #AE Hol
ol el IP AL H4E & Uth o] AL A Hojg 7}
At TAY A2PEL P 9A A 2=e WAt 2
gslo} Aoz FFo| TAHE Zol ooz 2P A
AL AEFo2ZMA o] HAE FA W 0S4 o] #lF
A3 HAL AR REo2M Mu|2AK-F H(Denial
of Service Attack)& FE3EE 3= Wiolrt

Aoz o FA Wie MY &4A P HAe
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{root@kugstone /rootl# ping -1 65510 192.168.0.1

(3% 5) ping =230l of3 MH|A HE F

33 ICMP 34 .

ICMPS QEYZZEZGA FA71 4718 BIudFs
ZIZEZEAN & o UEHZ FEEAY “Echo Re-
ply”, “Destination Unreachable” Z& WlEH3 #9H &
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EE 3e 715 E 44T £ & olE “promiscuous
mode”gt =6, 2U% = Ethemnet Interface® ©]2] “pro-
miscuous mode”® A3} 2 JEYIE e BE
EfgE =3% 4 glA doIs)

ojfl = Hzxe] fragment® o}F FA wEojA YEY
29 Q) @A Azdolt AR "eF FuE $3HA
F3 3 Tiny Fragment 373, fragmentEo] & Z2¢2
9] 3H& o|&F Fragment Overlap T4, [PE 7I=2A+:
IP Hijacking's°] AtH10].

4 AAZt 223 3 % ¥t

HEYZ FHS g7 4% 3 A P52 FuFAE
% Wyoz ¥F Tees W4 TCP/IP 714 ping,
finger, host®} Z& W#ojEo] AlRdr) B Ao o
Y ALEEe ICMPEZZEZ S o] g3lad B =FoA A¢t
e A HE 2o A9 A4 9 7 dEy
Zle@ B Alad 7 @72 9F ged fsa
71 33AA ansi-CE FA o, ARYHE geeE Al
489 223y Ay dxe] Wze =(Backgrou-
nd) #Y glol A8 FAlY] ©HE(Demon)o®E AFIE
£ 3.

41 AARZFHZ 2O =20y 3=

2 =idA A AN 2 23 Z2I3YP(Real Ti-
me Access Log Program, ©|3 RTAL)E (¥ 6)oA &
F %ol A REo2 FAHHEL dEYA A EAs=
Aae] FAFE S #Ado] e RE HAA9 ARE WHY
e R, o8 ugoz AN F2 2o AYdE 2
i 3 B ARE FRHoes 2H ¥ £ Y=EE F
5] gith

42 ICMP 24 R 2O ¥4 2F
ICMP= 325 Aulgt Ayl Alo|ES] o] ApojoA w)

int iphlen ;
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A& Aojdtn dE URFE TREFSA RFC 792
of Aesoigick ICMPE P dojH @& AM&8HA T,
HAZE TCP/IP 2T EHojd o8] Nejsn], 3422
B AEAAA Y EFsA BolAE gt d¥2A,
ping 3ol AdEl LS H2EHI ¥ ICMPE A
B8k ICMPE 5709 27 wAIA9} 4709 AR vAA &
Aosie, 73 dutH oz olgE ICMP 9 WAINE
ping ZEEEE THI=H A8 EHE ICMP dAAER 7
AL

LHSALS AL

AAE B2I%}

Logfile &/ EI;4%|¢E
(2! 6) RTAL Z2113 7%

FILE *fkug ; /* Simple log file pointer */

FILE *fpraw ; /* Raw log file poinetr */

char bufl 65535] ; /* The buffer we use to read a
packet */

char *type ; /* ICMP type string */

struct kug_iphdr *iph ; /* TP header pointer */
struct kug_icmphdr *ich ; /* ICMP header pointer */
struct in_addr addrs ;

struct in_addr *mask ; /* Mask to apply for IP addresses to

ignore */
struct in_addr *ignoremask ; /+ Mask to apply for ignored
packets */
struct tm *ltm ; /* Used by localtime(3) */
time_tt; /% Used by time(2) */
char *ti ; /* Used by ctime(3) #/

int ch; /* For command line parsing */
/* TP header length (Used to skip */

(38 7) ICMP M2l BA W =21 mel MME S He 9

TEH M
32 bit R
B=4End code
o=HESE checksum
identifier Sequence number

data

(22! 8) ICMP Echo Request % Reply &4
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s2eY g@$H7 ICMP Echo Request®A|AE

t}d ICMP Echo Reply2 $g@@tHl1l oldd @ WAlA °ll E
e AL Edde 21 39& A&7 A3A (ad
7 gL wss 124 58 Agd. (2 82 ICMP
Echo Requested ¥ Replay 348 HoF2
z23dL oj43s ICMP HAE TEFY
g 98} o] HaFErh (1¥ 10
o] & Zze AR EFdL Y=
atod (29 8)¢] ICMP 34 3

B gt

219

2leH, RTAL
# 238 (3
Azds 2
dolelg &
Stiol WA AT 228

43TCP B4 & 21 44 2§

B< $4 Mul2g, & FTP, TELNET, SMTP, X400 5
I3 Ze 71%& 7837 98 TCPE AHgdd. TCPe A
$5% dol8E 94¥ Octet Stream©.8 B Stream T
Al dolg A MH|2& AFech. & TCP AHEAEF
g g& AgAE AFHE e U Az &
AA z2Ed Yepdth TCPAME FY& HlolE Stream
o] BRA 32E0 25 UehtAd, ol @”o] A
so] ¥E TCP AHgAA 27 AMdol Frdd. o=@
A Aol TgE WAL B 22 BdE A
34 (2" 1% e W5 724 §58 A

Imlogger BeglnsatﬂmSepﬂiSOiiQm

- Date - Source JP - Domain Name

IOW type / code

45:01:52 08/17/04 427.
01:52 09/17/01 427,

localhest . localdo
localhest . localdo
locathost . localdo
locathost . localdo
locathost . lacaldo
locathost . localdo
Locathost. localdo
1acalhost. localdo
localhost. localdo
localhest .localdo
localhest .Localde
localhost . localdo
localhost . localdo
localhost. localdn

oo Bogin Of

packet nusber:
oo arrival date: Mon Sep 17 15:01:92 2001 e memmm e
umw IP Header wkxwkxx

{IPv4)

(20)

(0x0)

{0x54) bytes
{0x0)

10 (0x0)
T B4 (0x40)
164 (0x40)

(0x1)

: icmp

: 15527 (0x3ca?)
1127.0.04 ()
1 127.0.0.1 ()

: Echo Request (8)
0 (0)

| 60239 (Oxebdr)
18507 (0x4845)
10 (0x0)

0C 00 0€
0000040 40 11 12 43 14 1516 17 18 191 18 4C 40 1E
THEZF

—mmmemmmmunm-——~ End of packet number:

(722! 10) IOMP T2l A B2t AAIZH HZ 21 mel 4

&

Echo Request

Echo Reply

Echo Request

Echo Reply

Echo Request
Echo Reply

Echo Request

Echo Reply

Echo Request
Echo Reply

Dest. Unreachable
Dest. Unreachable
Dest. Unreachable
Dest. Unreachable

OF H.;
1F

01234567

S ——

80
010
8/0
0/0
8/0
0/0
8/0
0/0
810
0/0
313
33
33
33

£ agXE (Ve -/

FILE *fkug ; /* Simple log file pointer */

FILE *fpraw ; /* Raw log file poinetr */

char bufl 66535] ; /* The buffer we use to read a
packet */

struct kug_iphdr *iph ; /+ TP header pointer */

struct kug tcphdr tcph;  /* TCP header pointer »/
struct in_addr addrs ;

struct in_addr *mask ; /* Mask to apply for IP addresses

struct in_addr *ignoremask ; /* Mask to apply for ignared packets */

to ignore %/

struct tm *ltm ; /* Used by localtime(3) */

time_t t; /+ Used by time(2) */

char *i ; /* Used by ctime(3) #/

int flag_mask ; /* Only log packets that matches
tcpflagmask */

PERRO_US tcpflagmask ;  /* The TCP flag mask (to ignore
packets) */

int ch; /+ For command line parsing */

int iphlen ; /* IP header length (Used to skip */

(32 1) TCP W3l BA % 21 mel MME AR He o
FEH M

source port | destination port

sequence number

Acknowledgment number

c
data offset g window

A0V
HSd
18d
NAS
NI3

checksum urgent pointer

aption padding

data

(32 12) TCP MIIHE FA

(29 122 olg% TCP Y4 & RoF1 gled, (O™
13)= TCPs #d® #ANE WA & ARE HAFH
(2% 19)% Z7e] 3¢ EAste] RTAL T2130] 4
A AN A2 21 Y HAE

5d B

IP Fragmentation& ©| 7152 WE$Z #F34M IP #



(1 TP logger. --Buging at Yen Sep 47 15:04:29 2001 v
- Date - S - Dosdinme  -det port- Servioe e -

15 (9701 27. localhost.Jocaldona 107 ‘1023

" 1. localfost.localdota 513 login
15 09/47/04 177,
1 .
1 1.

W 0.04

104 8.0.4

04 0.0 localhost.localdona 1023
:04:45 09/47/04 127.0.0.1 localhest. localdona auth
:04:45 0947701 122.0.0.1 localhost .localdona 1046
:04:45 09/17/04 127.0,0.1 localhost . localdona login
:04:15 0817704 127.0.0.4 1ncalhost . Jocaldena 103
15:05:03 09/17/01 127.0.0.4

15:05:03 09/47/04 127.0.0.4

15:05:03 09/47/01 127.0.0.4

{5:05:03 09/47/01 127.0.0.4

15:05:03 09/47/04 127.0.0.4

15:05:03 09/17/01 127.0.0.1
“tep. log" 49, JM

localhost. localdona 1047
Localhost. localdona 1047
1ocalhost . localdona telnet
localhost . localdoaa telnat
locathost. localdona 1047
localhost . localdona telnet

(2% 13) ICMP T2! BEE Log Wl

Header Length : 20 (20)
1 0 (0x0)  Total lenght of packet $ 60 (Ox3c) bytes

: 12409 (0x3079)

1 0 (0x0)

1 b4 (0x40)

64 (0x40)

: tep (0x6)

1 337 (Oxcdd)

: 127.0.0.4 ()

1 127.0.0.1 ()

: 1045/1045

: /8

: 30?859;6‘37 (Oxbb4e7389)
10

: 10 (Oxa) == 40 bytes

¢ 32767 (Ox7F7F)
1 7605 (OxidbS)
rgent pointer : 0 (0x0)
CP Options : King : 2 (0x2) Meaning: Maximum Segment Size.
Length : 4 (0x4) Max. Seg. Size: 1639 (Ox400c)
CP Options padding butes

(3% 14) TCP M3l BME SE AAR B2 2T ol ¥y

29 Z&HQ AEE BAHFL AL GA AHE A
3 o] H JHAY HAEAE /A2 o, g HAR
2y Auy AQgAA 2, 28 $9AAY P
20| IP Fragmentation A 2#< A3 AsA Fat
I I

2 =RdAe Boz B Aadg Ay AsiA
e 94 AdE2E JEE dophiojof s ojd AL

= Wo] ulg ¥F Z2EZ WAQ TCPAP 714
ping, finger, host ¥} Z-& Wo|Eolth 0|9} & Wi

o] &% wl RN HIF ALGA] HEHA BE2 A

P Fragmentation B2 SXI& SIS MAIZF W 23 MA R P 397

298 278 YARAT, R4 A YYoYRL =
28 YA¥A %o} olEE B TAAE et He
ICMP, TCPo| #d¥ #A& E43q AN Ha %:1
Ags A9 B 2 AL 27 g Beo
@—Q 74 € Wil BRAe AR o AN HY
@ Y2 22 fragment & AN BHpo} A
29 #ER7t GAHEAE T + Y= A% EA IP Fra-
gmentation®] FHE GIF FA R gAY F LS
W7 FRE E4& W 715 AFSan.
$¥o ATY WPogE B =EAH Aty 2do
278 IP Fragmentationd] #d¥ 33 $38¢ A4
#3, 2t FHAGYel NG & Y& dolguo|2E T&
o Nag 222 YA 5 Y= A2EL AR
E2 HeE U¥2 Zss Ao

#oEH
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| = 3 & L
- e-mail * kugstone@hitel.net ‘e-toni] : hogny@landa.se
1929 FoFAUG ARALHI R Fgma g2 e AATRIEED
L 10939 ~1999\ AAAR(UNIX A28  1080d MR ARARHIF U
! BaA) 19979 Y Kyowodith ARFHF D
20019 FeiaE AAPR(F A 1998 2AuetE deuideld 24

e 2002d ~ 84 STRRGT ANAZ ' 20008 ~ WA Fojata AU
BARE: P52/ L2y, ANAY, 2ZEHY T8 2%

Bl : Y2 YA (CSCW), BEIrITio] Blojeuol 2,
QEjujcjol, AAAF SolE o] 2




