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E-BLP Security Model for Secure Linux System
and Its Implementation

Jung-Min Kang'- Wook Shin®- Chun-Gu Park' - Dong-lk Lee'*

ABSTRACT

To design and develop secure operating systems, the BLP (Bell-La Padula) model that represents the MLP (Multi-Level Policy) has been
widely adopted. However, user's security level in the most developed systems based on the BLP model is inherited to a process that is actual
subject on behalf of the user, regardless whatever the process behavior is. So, there could be information disclosure threat or modification threat
by malicious or unreliable processes even though the user is authorized in the system. These problems can be solved by defining the subject
as (user, process) ordered pair and by defining the process reliability. Moreover, when the leveled programs which exist as objects in a disk
are executed by a process and have different level from the process level, the security level decision problem occurs. This paper presents an
extended BLP (E-BLP) model in which process reliability is considered and solves the security level decision problem. And this model is
implemented into the Linux kernel 2.4.7.

719 : BLP Model, E-BLP Model, Access Control, Reference Monitor, DRC(Dynamic Reliability Check)
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4.3.1 e-ss-property(Extended Simple Security Pro-
perty)
& if M[s, ol =, (fo(s) = common) A(fr(s) = true)
Alfe(s) = folo)).

4.3.2 e-*-property(Extended Star-Property)

o if Mls, o] =a, (fo(s) = common) A(fr(s) = true)
A(fels) < folo)).

o if Mls, o]l =w, (fo(s) = common) A(fr(s) = true)
A(fc(s) = folo)).

e if Mls, ol =1, (fo(s) = common) A(fr(s) = true)
A(fe(s) = folo)).

4.3.3 e-ds-property(Extended ds-Property)
® if (s, 0, a) €B, (fp(s) = common) A(fr(s) = true)
A a € Mls, ol.

QB ZlFA AIAEE 2B E-BLP 2of R 7B 3%

® if (s, o, a) € B, (fo(s) = public) A(fr(s) = true)
A(fo(o) = shared) N (a € M[s, o).
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Boolean ADF(s, 0, m) {

boolean t, el, e2, e3,ed,e5e6;

if (s is in common) {
el ==DRC(s);
e2 = e-ss—property(s,o,m) ;
e 3 = e~*-property(s,o,m) ;
e4 = e-ds-property(s,o,m) ;
return (el && €2 && €3, ed);

)

else if (s is in public) {
e5=DRC(s);
e6 = e-ds-property check(s,o,m);
return (e5 && e6);

(22! 8) Access Decision Facility
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thewts &bl ta: ‘
Thtl 1 of the w:(mnd to TOP SECRET
mwuzs o—mm Mob,iact 1-»31 /otc/passud

The. level ;:w‘pn-d
rootiﬂmia e-!np JSurite, objwh.!owl /ua-/bln/pasud 10
R EM lavel / /bin/passed
ave. uar- in/p
2 in-CONMON domain

B CSRL °|§- #xt

[ jmkanglseecurs jakangl$ telnet totoro.kjist.ac.kr
Trying 203,237.51.136...
Connectad to totoro.kjist,ac.kr,

RS

Escape character is
Concurrent System Research Laboratory
Security Rassarch Group Test-bed

Kernel 2,4.7 on an 1688
CSRL_LOGIN: jmkang
Password:

QNS BS54 AILHE RIS E-BLP 2ot D@l 73 397

D-2 ADF(Access Decision Facility) Module

/* * This Module contains the ADF(Access Decision Facility) of
CSRL System */

#include <linux/kernelh>
#include <linux/moduleh>
#include <sys/syscallh>

#ifdef CONFIG_MODVERSIONS
# define MODVERSIONS
#include <linux/modversions.h>
# endif

/* Decision functions declaration
Using below names, AEFs call decision functions of this ADF. */

extern int (*ADF_read_file}{(int domain, int s_level, int o_level) ;
extern int (*ADF_write_file)(int domain, int s_level, int o_level) ;

int eblp_read_file(int domain, int s_level, int o_level)

printk(“eblp_read_file() is called in ADF module\n”);
FNAE

if (s_level >= o_level) {
printk(“The file read access is permitted\n”) ;
return 1;

CSRL_LEVEL: 3 else {
printk(*The file read access is denied\n”) ;
Login Success! return 0;
Your Current Level is CLASSIFIED
Last CSRL_LOGIN: Fri Sep 21 01:10:38 from localhost.localdomain L
W Cinkarothonis inkangls I 4 2
LA st 27 Al 33 HB
C. 4% Jts YA A FH R &Y of D3 HaE da

e =233 fusr/bin/passwdd] 9¢ HRE COM-
MONSo2 dAQsta, Q4 35F o2 2% AR} /usr
/bin/passwd 223%L 43 Al /var/log/messages®] W&

& BYE

(root@themis /root]e tatl -3 /var/log/messages
Sep 21 02:44:50 themis kernel: The information of the Subject S=<U,P> is ...

Sep 21 02:44:50 themis kernel: The User’s Current level is CLASSIFIED
Sep 21 02:44:50 themis kernel: The Process is in COMMON domain
[root@thenis Zrootl# |

D. 2 &
D-1 AEF(Access Enforcement Facility) Snapshot

asmlinkage ssize_t sys_read(unsigned int fd, char * buf, size_t count)
{ i

e
int Themis_ADF _result=0;

ret = ~-EBADF ;
file = fget(fd) ;
if (file) {
if (file -> f_mode & FMODE_READ) {
/* AEF »/
if(ADF _read_file 1= NULL) {
inode = file -> f_dentry -> d_inode;
if (current ~> s_level == 0) && !inode -> o_level==0)) {
/* Call ADF Module */
Themis_ADF_result =
ADF _read_file(current->domain,
current —> s_level, inode —> o_level) ;
if (Themis_ADF _result ==0) {
printk(“You are not allowed to access! \n");
| return 0;
}
}
A

t}2- & (ClassifiedsH 22 219 & A}E27F Top Se-
cret $AQ Jetc/passwdH Y& catFHE o] &3A ¢17] 4
Z& ANER F39 Ad AR el

[root@thenis /roct1d tail -11 /var/log/messages

Sep 21 05:39:41 themis kernel: — Themis WAL module initialization —

Sep 21 05:39:48 thenis kernel: The information of the Subject S=QU.P> is ...
05:39:48 themis kernel: The User’s Current level is CLASSIFIED

239:48 themis kernel: The Process is in COMHON domain

‘39’48 thenis kernel? d:lp_read_f‘lls() is called in ADF module
339:48 themis kernel: The Pracess domain is CONMON

239:48 themis kernel: The User level is CLASSIFIED

239:48 thenis kernel: The Object level iz TOP SECRET

239:48 themis karnel: The file read access is denied

339:48 themis kernel: You are not allowed to access!

RRERRRRRRRER
F3RFFFBES

:
i

is /root]#

EEEETTETs

140241 thenii kernel: -~-Cleaning up the E-BLP MAC Module ---

dned
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