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Design and Implementation of a Remote Debugger for Concurrent
Debugging of Multiple Processes based on Embeded Linux System

Hyun Chul Sim'- Yong Hyeog Kang'- Young Ik Eom'!

ABSTRACT

In the embedded Linux environments, developers can concurrently debug multiple processes that have parent-child relationships using
multiple gdbs and gdbservers. But, it needs additional coding efforts and messy works of activating another gdbs and gdbservers for each created
process, and so, it may be inefficient in the viewpoint of developers. In this paper, we propose a mgdb library and mgdbserver that supports
concurrent debugging of multiple processes in the embedded Linux systems by using the library wrapping mechanism without modifving the
kernel. Also, through the experimentation of concurrent debugging for multiple processes that communicate by an unnamed pipe, we show that
our proposed debugging mechanism is more efficient than the preexisting mechanisms.
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#include <stdio.h>

void reverse_string (char *buf)
{
char *tmp ;
inti;

tmp = (char*) malloc (1024) ;
strepy (tmp, buf) ;

for (1 = strlen (buf)-1 ;1 >= 0;i--)
buf [strlen (buf) -i-11 = tmp [i]

buf [strlen (tmp)] = 0 ;

free (tmp) ;
return ;

}

int main ()

{
int pid ;
int pfd [2] ;
int cfd [2] ;
int ret ;
char buf [1024]
int cnt ;

ret = pipe (pfd) ;
if (ret < 0)
{
printf (“Can't make a pipe \h");
)

ret = pipe (cfd) .

if (ret < 0)
{

print (“Can’t make a pipe\n”) ;
}

pid = fork ) ;

if (pid > 0)

{
close (pfd [1]) ;
close (cfd fO]J

strepy (buf, “Test Program Of Multi-Process debugging”) ;

write (cfd [1], buf, strlen (buf)) ;
printf (“Sends “as. to childin”, buf) ;

memset (buf, 0, 1024) ;
read (pfd [0], buf, 1024) ;
print (“Receives \%s", from child\n”, buf) ;

else if (pid == 0)

close (pfd [0]) ;
close (cfd[1]) ;

memset (buf, 0, 1024) ;

read (cfd [0], buf, 1024) ;
reverse_string (buf) ;

write (pfd [1], buf, strlen (buf)) ;

}

else
printf (“Cant fork(\n") ;
return 0 ;

2l g) HAE =0
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rocess .. /test created; pid = 1482
connect. to gdbserver R

Remote deb from host 203, %2, 53, 138

Stoped pid = ]
2{13 252.53 138:30001 , 1487
connect to new gdbserver OK!
Remote deb fron host 293. 62,53, 138
Sends "Test Progran OF Multi-Process debugging” to
Receives "gniggubed ssecorP-itlu f0 margorP tseT’ from child
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[imajémokeun ~/madbl$ . /gdb

GNU gdb 5.2

‘Copyright 2002 Free Software Foundation. Inc.

GDB is free software, covered by the GNU General Public License, and you are
‘welcome to change it and/or distribute copies of {t under certain conditions.
Type “show copying” to see the conditions

There is absolutely no warranty for GDB. Type "show warranty” for details.
This GDB was configured as "1686-pc—Tinux—gnu”.

{gdb) target remote 203.252.53.138:13573

Remate debugging using 203.252.53.138:13579

:0x40001e10 in 77 ()

(adh) symbol-file ./test

Reading symbols from ./test...done.

(adb) br 52

.Breakpoint 1 at 0xB0487e0: file test.c, Tine 52.

(adb) <

. Continuing.

Breakpoint 1, main () at test.c:52
52 write(cfd[1] , buf , strlen(buf));
Cadb) n

53 printf("Sends \"%s\" to child\n® ., buf);
(gdb) n

.55 memset{buf . 0 .1024);
. (gdb) show-remote-debugee

[0]pid = 1482 <— current debugee :-}
[(0lport = 30000

(0]order = 0

[0]status = RUNNING

[1]pid = 1487

[1]port = 30001

[1]lorder =1

[1]status = RUNNING

(gdb) change—remote—debugee 1487

OK..Change the debugee on target : 1487

(adb) br B4

Breakpoint 2 at 0x8048896: file test.c, line B4,
(adb) <

continuing.

'Breakpoint 2, main () at test.c:6d
64 memset{buf . 0 , 1024);

(gdb) n

85 read(cfd[0] . buf . 1024):
(adb) n

66 reverse_stringlbuf);
Cadb)

(adb) print buf

$1 = "Test Program Of Multi—Process debugging”, “\0" <repeats 384 times>
(gdb} n

67 write(pfd(1] . buf , strien(buf));

(gdb) print buf

$2 = “gniggubed ssecorP—itTuM FO margorP EseT”, “\0° <repeats 984 times>
(gdb} n

68 3

(gdb} change-remote-debuges 1482

OK..Change the debugee on target @ 1482

(gdb) n

56 read(pfd[0] . buf ., 1024);

(gdb) n
5 printf(“Receives \"%s\" from child\n" , buf);
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