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Implementation of the Kernel Hardening
Function in the Linux Kernel

Seung-Ju Jang'

ABSTRACT

A panic state is often caused by careless computer control. It could be also caused by a kernel programmer’s mistake. When panic is occurred,
the process of the panic state has to be checked, then if it can be restored, operating system restores it, but if not, operating system runs the
panic function to stop the system in the kernel hardening O.S. To decide recovery of the process, the type of the panic for the present process
should be checked. The value type and the address type have to restore the process. If the system process has a panic state, the system should

be designed to shutdown hardening function in the Linux operating system.
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E & Ad =Y 7% 78 €& ASSERT() &+
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dozitt aejmz, s=slol EFAA Ad, &8 TR
# B 27 gala dEY s9Ad 1% e A
& A Z ot 3} olE 7 XE 7+ I EH(fault re-
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(On-Line Transaction Processing) #1788 st v4F kA
AFE A2"e APt Tandem AA=E-E loosely cou-
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A A 2AgE Yebdoh expr2vt 2EE
e 7Hd B2l expr3ghs expr2o] idFozN FAH
A Byt bsstnE @tk miAHoR exprd: @A
ASSERT(O) &7} @t HeldA F4 FYAAE FH3E
b ARS-3T) 9hoF expr47t 1019 gk ez A oE Ao
3L, expr47h 2019 F4 ez Aoy Aot

(19 DellA] expr4o] 1(ASSERT()7} ZF elel A L)l
I expr1gatel ois) ¢33 49 Aurt TRUER 4%
o= B9E A=@THexpr 2 = expr 3). ASSERT( )l A panic( )
o] B3 A9 exprlo] 19] obd Ao A exprl ¢
g o] 83td £4¢ HYPE v FALSEo|t}.

(28 DolA exprlo] FALSES! A% &AEH dHolH #<
ZHAGL Qo B R o] Fgo BFE &) Fofof 3rh F HE
A B4 dolH gte] £ A$olng, o dHoly g &
uhE dloje ghez ulH Fuid panic() FROE 71X &2
& Felo) disiA B37t 7bed Aol o] Aol expr2el
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ASSERT(expr1,expr2,expr3,exprd)

expr2 = expr3

Hat panic( )

(3% 1) 7L st=d 158 918 ASSERT() &+ w8 1y

0 FEiR) A9l i+ vixe g dsiA HHE
3 Fojof &7] P& EFE = Wyl 4X gt 3A
o Aol HA ZaMat kil @ 4 dthd Asge A
2 AFIA gm ARE FIE A @ Z2AANE AAA
AN Uez] Z2AAE0] FGHR FF/E ¢ UAEE T
F g Aot dA AEH Ad dAbg FHEFY ERA A
of el s WS & Fojof Hrh oY HFE A=
e TRAAE AMERF ZE A2 FeAZIT Ad Z2A
27 Ad WA AR E A FARE B9 718
A2 A28 panic()o] HAHEE gt e} AbEA} £
ZA2 Ao F TE2AAE kil F A AT ZEAX
gt 2857 o) Alade] FArf SASA dech (¢x
22 1) RAT KH 2328&2o2 F4 3 (address type)oll 4
9 A 3=y JFA BT FAE Vet

Algorithm RAT _KH(Recovery-Address-Type for Kemnel Hardening)
Input : The set of the E = {exr 1, expr 2, expr 3, expr 4} and process id(pid)
Output : kill process or execute panic( )

RAT 1 : if address type then RAT 2
else RAT7
end
RAT 2 : expr 19] FALSE(2A] 229 F43%& 7Hd 29)
RAT 3 : expr 29F expr 30) A £ 7|943] 49 F4 IRIAE Ak
if expr 29} expr3¢] A T4 A

then RAT 4
else
goto RAT 4
end
RAT 4 : if pid = user process then RAT 5
end
RATS : force sig kill(pid)
RAT 6 : Panic()
RAT 7 : Stop
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o] AAAHelBmE ASSERT() ¥olr ojd F3A= H
a7}t ol 71€9 ASSERT() &< 7153 Zo] 43 7
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2t A expr29t expr3e] WlZY7F AAH R EAs=
W22 A8 HAEEE gl dzest &ulEAE A
e st AdoA AFEE access_ok() FFEM ac-
cess_ok() 49 A= E 7HAA "ok 3 WA AR
2 read MEZUA T2 write WEIAA 3 HRE
Yetich 7 HA AR vRe Fioln, upAY AR
HEE F2o Atolz g FA drh

access_ok( ) oA E gho] 091 4§ AAHOZ A
£ 7b5g FA g9 Agolm, kel 1o] PRI E A$akd
| AAA Q) dRa] F4 ot} wHeF expr 29} expr3F )
U 28" o] 1ojEhd HiAAAAH WEeY FiolnZ
panic( ) & 9 I=F AF 3, e go] 0 F%
B AgEe WEd F42 AYHEE

32 ASSERT() &9 53

Ad F=Y 71eg FEs7] A HE2 A de
ASSERT() W22 g2 & =8dA Add A4 W&
o2 $#A&H9Y. £A4% ASSERT() &+v 877 /b5
srtn ddE A$ Axdlo] AAHow FAY £ Uk
2 T 71E 52 E9AANA ASSERT() wj
22 349 A& Ftlexpr)E WolA ASSERT() &4 W
A HF Aad B 955 FodsiA Aok 53, exprE
Eo]2 & #to] TRUESH A=A 42o]lm2 ASSERT()
42 MAeA s, FALSES 7ZA$zhd v A4l
7%-olEZ panic() FFE THINEE stk 2 =FAA

expro] FALSESQl 79l A4« BEF oRE HF
@ 3 BpdRE dAsA "ok (2¥ D2 YuiE e
g5a TGAANA AHEEE ASSERT() & A2
=& YERdTh
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#define ASSERT(expr) do {\
if(expr) {\
printk(“\n case of true ASSERT \n");\
Jelse{ \
printk(“\n ASSERT check false routine\n”) ; \
printk(“Assertion[%slfailed %s : %s(line = %6d)\ n™\
#exprl, __FILE_, _ FUNCTION_, _LINE_ ) ;\
}}while(0)

(ZI2[E 1) F4 EEfolM 7HE st 57 24H

(38 1) LEEX0l ASSERT( ) B &4 IE
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ASSERT() g5l ¥ =& Actste 7|5& F7ieth
ASSERT() &9 A2 A83E expre typedls ad-
dress type¥ value type¢l &A3HA ©uk (29 1ol sl
A Ad =Y 7iFE TR 22 =V (2¥ 2)oth
(2 24 exprle) Z7o] FALSEY! A-9& address
typedl A2 F4 Fo] EAZA Fe Fo|nR 7|2
Ad A M E panic() §5E T3t Al2do] A H
A 2 Aotk 28T value typetl A$&d w2y Fie
£utEu dag F49 diofE7t FRE HPolBE, o] U
olf #T WARTH AN2®e HAHoE FAE 5 g
e},

#define ASSERT(expr 1, expr2, expr3, expr4) do {\
if(Address Type?! %) {\
iflexpr1 24} AAA 49 O\
printk(“ASSERT check — false routiné\n™) ; \
if(guhaz) e wEagl A4N
printk(“current — pid : %d\n”, current — id) ; \
(@A ZEAA7F AR T2 3N\
Azg B\
Jelsef\
panic( ) ¥ 58\
N
A
panic() ¥4 43\
IN
A
else if(Value Type$] 3% {\
printk(“ASSERT Funcion --- Value Type\n™) ; \
if(exprl) {\
printk(*ASSERT Check Value Check TRUEW") ;\
}else {\
expr2 = expr3;\
N
N
}while(0)

(38 2) 7{d st=8 X&3t ASSERT() 0i==Z &He| 44 3=

(2¥ 2 & =2l Atet Ad 8t=4d 71%& ASSERT()
B5g ol gate dAT WEolth Ad Ij=dE TE
71 13t expr 1A expr 47k 9] AAE F718e ALg
g d vk ASSERT()E Fdste &7 F4 Ful 3%
o @t B AR o] AAS Ad ddA 2R
H F2@e /M S drg F4 ol AL ted
Fq WY ol EAE BolHA A LA ZRA AU A
S8 A2Y B3I HEE goh ALSAl TR A A0 o)
Ui Alad Z2 A2 A9 Ad panic( )& F2d
o EF WREE Faogrel AAA F4A HAUe grel
old A$E A" panic()E f¥dth ASSERT()E
FYste Gt Fag Gk obvn gt Fed A9

Els4 HROM sted 7is 738 281
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fE5s FFAAA Ad =g 7% S T AR Al
g 8742 Intel CPU 450MHz ZEZMA 9 RAMS 128Mbyte
& Mg e, ddEE AAE 256KByted] AlawolA
#%2 RedHat 90 7|¥te] &4AAE AME3tth x5
Ad HAL 24208 AL3tdth 2¢ 220 dE 4
34 GNU E& A&38t9it) .

Ad =Y 7159 dAE AL A2 FA net/ipvd
OEEZA o]FoH o™ panic() FHLE Eoisbr] A
o ASSERT() ¥<+& T3t E77 7ts@A E7bsdA
g nuste EF7 shsddd BEFIes stn, B4t
Brhgsitty gad Beoes B8R 43 panic() 5
g FYPIEE Frt

34 BlsAa Y st=d 78

ASSERT() macro & WA f@as]es 2dS AR
™, ASSERT(a != NULL, a, NULL, 2)¥ A$-& A% =
A} ASSERT() macro 4 WA B3 7A5d F4 3ol
g Bdg & 5 g A$e 988 ‘panic” HYE =
ABTY “force_sig(SIGKILL, p_pid)"& A}&3ted “panic”&
T4 dE ZEAXE FIAIE Rol © AgFH otk
force_sig() & A83te L2228 FE5AI)E A
AMRRE 2 A 20 ARt HLo] HEE ot AlaY X
ZA|2((EE daemon process)d] W3)A force_sig() &+E
ojg3te] TRAAE FEAY HEE A2gE uAgLHe
2 FEAN e AT 2o gepr] A" Z2h2Q AeE
Z2A2E F8A7E AR “panic” HEE e Ao
bAF Wolth AMEA ZEM A Al2d ZR2A2E F
#3le W proc tabled] p pidghe ol &3l #e] =2
A2 728 71 Aok o (28 32 99 dgE it
3 agoes Yehld

ASSERT( )2l IX}7F NULLEL® ZHXIH § B9

proc_table
p_pid

v

‘ Kernel Panic !

v
l force_sig(SIGKILL,p_pid) l
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9 (1Y 3} ASSERTO) F2¢ HEH Helste] thrl
A#)e Aotk ASSERTTE o] AHEH= QAR S
Huw ged 2o,

(¥ 2) ASSERTTE0I ALRE= QAL 3t
ga = 7] 5
expr 1 expr2 == expr32 4d ARE 714
expr 2, expr3 ERA#E 7 WEEe A%
expr 4 address?1 A value! A& 2A

expr49] gholl @t ASSERT() 72 W9 AHgatyo) &
2Hzlch ASSERT() 7-&9 AME¥HE v 2o

(E 3) ASSERTTZ2| ALZEHEY

ASSERT(p—next == q, p—next, q, 2);
ASSERT(p == q—prev, p, g— prev, 2);

of #d st=del 78 of

2 Ade R4 gol A2E 499 3
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#define ASSERT_TCP_PAGE(expr 1, expr 2, expr 3, expr4) \
if(lexpr 1{\
expr 1 = __get_free_pages(expr 2, expr3) ;\
if(expr 1 == NULL) {\
exprd=1;\
Jelse{ \
exprd=0;\
A

—

if (!tcp_ehash){
ASSERT_TCP_PAGE(tcp_ehash, GFP_ATOMIC, order, p_flag) ;
if(p_flag == 1)
paric(“Failed to allocate TCP established hash table \n”) ;
}

for i=0; i < (tcp_ehash_size<<1); i++) {
tep_ehashfillock = RW_LOCK_UNLOCKED ;
tep_ehash(i].chain = NULL ;

)

do {
cp_bhash_size = (1UL << order) * PAGE_SIZE /
sizeof(struct tcp_bind_hashbucket) ;
if ((tcp_bhash_size > (64 * 1024)) && order > 0)
continue ;
tep_bhash = (struct tep_bind_hashbucket *)
__get_free_pages(GFP_ATOMIC, order) ;
}.while (tcp_bhash == NULL && --order >= 0) ;

(38 4) HIEHNR 2E0iA ASSERT DiAZ &5 F2

(¥ 5= Ad =Y V5% WEHA 7150 F3=He
B A HE& Ax IEE BAFET, Ad sndo] ¥
29 ¥4 “ping” WHOE A 8] Hi “tep_in-
itQ)7ell H-8-stth.

(298 99 (29 5N ASSERT_TCP_PAGE() &7}
Ad =9 7T THE 94 2T FEo|th o] FgelA
tep_ehash W+ _get_free pages(GFP_ATOMIC, order)$

Fqg Fo ¥ B ghe] d9 ") p flagt tep_ehash
b el d A= 022 A Hu do| x| R}
3 NULLe] % $-= 12 A=

(38 5) HEHI &0l 714 sl=d 718 XEE oflxl 2=

4 4 #

41 MY

B =fdA AtetE Ad 3= A4 UEe B5
& FAAANN Tt APk B =AM dA

g Ad =g 7)%s FHE AdE AR & 2
& A Adel FEHAUA AFO2 iprev) FFE T
& & 7#-% double linked list& %7|33t}t (29 6)
2] double linked listol A wﬂ—/] E7F BFojHA o
+ =22 AY3A g A9 tdf FAE ZE F
UA HEZ ASSERT() "WlZ22 &4& FslA faultcd
do_page_fault() &+& F3¢r}. o)) do_page_fault()
e die() F4E FE8 AAEE panic() FE7}
"Hoh AAHA A" T35 Z72] double linked list9)

AS @A 2EAN Ug 2ER Ve FhE BEHA
g BN A =E2 Q& previous F47F &
vlE Aedd 84 w29 F49 e =9 pext ¥
ot YAANA FoE FAHY] Ad FAE Ry £
Aolt}, o] B$-E panic FHE FHHA G A

gan oz 8o Fsan.
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32

ot o

Q.
=

ol

1

head | node | next prev | node| next head | node | next

<t

(32! 6) AgE <Ist Double Linked Liste] MA 2=

double linked list7} &2te] S ¢l ip_rev() &5
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