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Design of the Memory Error Test Module at a Device Driver of the Linux

Seung Ju Jang'

ABSTRACT

The necessity of error test module is increasing as development of embedded Linux device driver. This paper proposes the basic

concept of freed memory error test module in the Linux device driver and designs error test module. The USB device driver is designed

for freed memory error test module. I insert the test code to verify the USB device driver. I test the suggested error test module for the

USB storage device driver. I experiment error test in this module.

Key Words : Linux 0.8, Device driver, Memory management, Design memory management
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[6, 7, 8 14,

A A, GNU Zz09 A H]

Hol A4 wag Fe ojfe]

AA ZRIW FAoZRE 71U 59 AR
Kol

[e]
vison WARE®= 71543 ¢§4& #A53s7] A8 @4
#HY =S AFL3o] Atk (diagnostic) ® AMAH Posix olu}
ol =gtoly] Bdll g Alggt) o WHE tF &9
=g U8 Z(multi-threaded debug) 749 2182 ¢l
=009, 10, 11, 12]. o]H g 71E9] AFEL A
vlo] 2 =eloly kAL Eol7] HAMA o)F

o .
£ G5a GAANA Hupelx =ghol o] w Rz

N

o]z gtolr o) byl tiet A7E Fasta givt [17].

Tok WEe @99 #de 2§52 A% dmallec ol
YL vk Purify H71xe AR Z2ade] gee HY
gellA dlxe g9 oF :

3. Freed Memory 252 M9

D7k HAL ol F MR JAS AGIH S8 B2y
At wAHE oAHE 2 dRs Adel) Agd
zZgaga s oee LRk B HW AR 2e 2
T 5 A (29 11e AuAd F9e vz

EEXEL L

03: mem = krnalloc(Allocation_Page_Size,Allocation_option);
04:  cerees
05: kiree(mem);
06: e
07: // any process access about “mem”; // Error 244
08:  eeeee
09: }
(T3 1) Memory Freed QE7} LAMst= =2 124 OfH)

(28 12 Freed Memory 957 28 4 9= A%
of W T2 F=o|th Line 03& kmalloc()L Al-g3}
o Ad viEg] 99E memolgtE W FFdl Line

06 € mem Mgl FHF A Wy el A
Line 07 Line 05914 7] 2%¢ alde AY vwe) o
4e sl Ak oln) sAE e Jede AHEaA)
g8 ol WEe Qe A 9H7h B4R %, olv)

AlE wEe] g dEd HIg AR ASe] wEe
T R BASHA "k o] Yol gEa Al Yol

e 27
JELEd dd 4 sgolt)h
] $18te] USB storage®
o]&3%ttt, USB EE9 kmalloc_mem freed() 504
memory allocation table ©] W=z #H HRE 7|20},
Kfree_mem freed() &4ol4 memory allocation table ¢l
Hee #E ZJHE AAFY. USB REA AAd m=
2l o) e HEE AR A9 WEy oF #¥ <
EHEZL 2ASHA ok o7)74A 7 USB 2EolA 2Als)
T4 A S JEpd dxe] #E dEHES G E
AHEE HEY page fatOTFE F3s7 =Hoh
Page_fault() @14 do_page_fault) #+2 F3h54 =
th. do_page_fault) 35 el A W=z siAlE g o) et
Ass 3 AT £YE v A H A2"8L Kl 8

ok

rg o

=

= USE B2E I

| kmalloc_mem_freed() }—PMemo;y Allocation Table 715

Memory Allocation Table 414

[ Kfree_mem freed()

IEEEEEET

Fb Memory Allocation Table 2§

EEEEEECEEN

\ 2% 2R

(32 2) freed 22| 27/ HZE 28 S5 7=



5. linux Kernel Memory Freed HIAE BE T8

5.1 Memory Allocation Tablel T8
e futols matolWol A free® R g 9

58 A

gaH o <% >3 Zo] Memory

Allocation Tableg F&3c},

{E 1> Memory Allocation Table

ZlSA CIHOIA Z2H0IH el HIZEl @F HIAE 28 HA 187

2) Mzg 2% 4 doe dqrgr) 29" 999 F
AE 715

3 PID =& dry g9 3 s e oe =2
A9 IDE 7]|E8.

4) Last 9=+ v TO R freed HEHE 27 %;H*i
AAge dezH vix et freed WREE Last ¥
2 12 dAAgozH vADOE freed HEH T4
g 2&s 7 A o9

e 47}x] Z2=2 7bd Memory Allocation Tableg T

oz Fostes dEE 99 daA g Z2A
27} A}W}” ol g ¢ vk 2a MATE oIS
& A 229 froot/linux-2.6.9/drivers/ush/storage HHE
219 mem_freedh el 2o} Tk

5.2 kmalloc_mem_freed(), kiree_mem_freed()2l 3
Memory Allocation Tableo] W=2e] 49 g o

FE 7
a7] &) kmalloc(), kfree()& & AT g

:F_
Faic} the (78 3)-2 kmalloc_mem freed(), kfree mem freed()
Faagth (29 3)olA  kmalloc_mem_freed &5
kmalloc()% g &olal kfree mem_freed()E kfree()
gali=y

fH"?_ 3} o]

i o

i ok JHU

(78 3)& kmalloc_mem_freed(), kfree_mem_freed()
E o]§3e] kmalloc(), kfree()E A3t} 71FE9
kmalloc(), kfree() A geol F7Hd 7|52 [ 1A 74
3 Memory Allocation Tableo] #l®g 949 39 AR
o]t}

1) kmalloc_mem_freed() : 7]1¥¢] kmalloc() &+E o|&

W =2 2 72 PID Last
free/allocate 3 F4 (Process ID)
0 00FFAIFD 38 0
1 00FFA1A3 40 0
1 00FE7432 432 1
(F D& A9 dzg 999 I gRE 7Eshe
Memory Allocation Table(MAT) o]t} o] ®o]E-2 vy
g Ao BF ARE /SA 7)ol V15 Au
£ o] &3] vEg A oFE FUFEE T} HEe
MATo) = “vl22] free/allocate, MR &2 F4, PID” &
c= %Hw 2 g=9 slse Bed
) H2E freefallocate B=E W2 499 7 A%
g Ut dny gee) 4Hos Fgd AL
]E'_ﬂ free/allocate BEE ‘1’2 A3, AAHL
2 A" A4$ W2 free/allocate TES Vo A
Agosn ud 999 ¥Y g & & LT
TE 3
int kmalloc_mem_freed(size_t size, unsigned int flag)
{
struct us_data *us;
struct mat *kmat;
Kmat->bit = 1;
kmat->pid = (pid_t)current->tgid; kmat->last = 0;
kmat++;
return ((int)us);
3
void kfree_mem_freed(const void *addr)
{
int i;
struct mat *kmat = pmem_alloc_table;
for(i=0;i<TABLE_SIZE;i++){
3
kmat->bit = 0;
for(i=0;IKTABLE_SIZE;i++)}{
I3
kmat->last = 1; kfree(addr);
}

us = (struct us_data *) kmelloc(size, flag);
kmat = pmem_alioc_table;

kmat->addr = (int)us

if((int)kmat++>addr == (int)addr){
kmat—; break;

}

if((int)kmat++>addr = (int)addr){
kmat->tast = 0;
}

(32 3) kmem__freed()2} kfree__mem__freed()el +&
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sto] Ad wRe g9 do] HFFE Memory
Allocation Tabled] &% Ax.
ol Al A9 Wz ¢

2) kfree_mem_freed) : 7129 kfree)E o] gate] Ad

e gelg sashn
A MAT sloj2o] 7|58 JuEg A%

6. &8 ¥ Hm 24

E =89 AFdAE 7129 dmalloc E& o]&% A¥
< Y3 th Dmalloc B ol g3 4¥& (1 4), (2
g 59} 2t}

#include <stdio.h>
#include <stdlib.h>
F#ifdef DMALLOC
#include <dmalloc.h>
#endif
int main(void)
{
char *ptr;
ptr = malloc(5);
return 0;

(32! 4) DmallocoilM HZE| LREE YoT|s A4 AT

1125406700: 1: Dmalloc version '5.4.2° from 'http://dmalloc.com/!

1125406700: 1: flags = 0x4f4e503, logfile 'logfile’

1125406700: 1! interval = 100, addr = 0, seen # = 0, limit = 0
1125406700: 1: starting time = 1125406700

1125406700: 1: process pid = 21163

1125406700: 1: Dumping Chunk Statistics:

1125406700: 1! basic-block 4096 bytes, alignment 8 bytes
1125406700: 1: heap address range: 0x40017000 to

0x40020000, 36864 bytes

1125406700: 1 user blocks: 1 blocks, 4069 bytes (11%)
1125406700: 1 admin blocks: 8 blocks, 32768 bytes (89%)
1125406700: 1 total blocks: 9 blocks, 36864 bytes
1125406700: 1: heap checked 1

1125406700: 1: alloc calls: malloc 1, calloc 0, realloc 0, free 0
1125406700: 1: alloc calls: recalloc 0, memalign 0, valloc 0
1125406700: 1: alloc cails: new 0, delete 0

1125406700: 1 current memory in use: 5 bytes {1 pnis)
1125406700: 1: total memory allocated: 5 bytes {1 pnts)
1125406700: 1: max in use at one time: 5 bytes (1 pnts)
1125406700: 1: max alloced with 1 call: 5 bytes

1125406700: 1: max unused memory space: 27 bytes (84%)
1125406700: 1: top 10 aliocations:

1125406700: 1: totalsize count in-use-size count source
1125406700: 1 5 1 5 1 dmalloc.c:9
1125406700: 1: 5 1 5 1 Total of 1
1125406700: 1: Dumping Not-Freed Pointers Changed Since Start:

1125406700: 1: not freed: '0x40017fe8]s1' (5 bytes) from 'dmalloc.c:9'
1125406700: 1: totalsize count source

1125406700 1: 5 1 dmalloc.c:9

1125406700 1: 5 1 Total of 1

1125406700: 1: ending time = 1125406700, elapsed since start = 0:00:00
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