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ABSTRACT

The Linux-based embedded systems such as mobile telephones, PDAs and MP3 players are widely in use. USB (Universal Serial Bus)
is the interface for data communication between the computers and these peripheral devices. Some embedded systems like intelligent
home networking and multimedia streaming require guaranteed QoS (Quality of Service), which is needed for real time transmission of
UDP/IP messages through USB. Although USB Ethemet driver is supported by USB Gadget API in Linux, it is unable to provide the
desirable QoS required by each type of small embedded systems due to the unpredictability of TCP/IP Stack in Linux. This paper
proposes [P-Over-USB to improve QoS of UDP/IP message transmission in the embedded systems using USB in Linux system.
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struct ep_dev {

struct ush_ep ep: /* Pointer of USB Endpoint structure */
struct ude_dev+  devi /* Pointer of USEB controller descriptor */

const struct usb_endpoint_descriptor *desci/+Endpoint Descriptors/

struct list_head queuer /¢ receive queue #/

unsigned long ras: * Number of IRQ */

unsigned wMaxPacketSize:  /* Maximum Packet Size */
unsigned fifosize: /+ FIFO Size #/

ui bEndpoint Address: /* Endpoint Address */
ud bmAttributes:  /* Atftributes of Endpoint */
unsigned stopped @ 1./ Stop Flag =/

U use_dma M DMA flag +/

u* dma_huf: /& Start Address of DMA #/

(38 4) USB Common =2f0|#{2] Endpoint ClBfO]2 FZH|



298 IEMEEel=FX A Mi4-AT HHT 2007

A3 USB tivbe] 29 EndpointE a3t 918k &
A= (2" 49k o] FAEY. ep dev FERA A=
Endpoint 2 T2/ A& FIFOY =7 2 F24 <)
HeEes 2o ARE 7467 #Aoh

7} USB Function &S 943 3445 ep dev_ops
ZAE Z8 ¢ EeHzE SEF U olgly TE% 7}z

52 Common SetolHel oa A7}l Ao b
of Ael Alel Ag frh

-

F

1o
Jl

lo,

35 USB ZHEEY ==2folH
USB 7= catolmi slm=slol, @lx2H, FIFO,
DMA, QIERIE 53 e AE S4el de Aol
@q.ﬁﬂtﬁ%Uﬂ3ﬁE%ﬁﬂH ﬂaaqﬁs%géi
o] dutAel VjEwmow gl
Agct USB EdlA A v} 7he ZiE%HOﬂ Q%Z‘OW o

?%‘& USB Commo ;a}olﬂ% AE
H
]

USB ﬁE:—;ﬂ Lofoly
Endpoint®] AR, JAHHAE, A8 $& #Agsd, w3
USB Alofe] Hgag g5 5 THZ 23,
USB Common Ezfo]Holl A o]& T&sfe] dutalyl =

= F 2~ =5
g ¢ 5 A=% Bk

4, QoS Hs M2 98t IP-Over-USB 18

ree

2 A9 IP-Over-USBy: ARP % 474 d
AL 0B AFAd 48 4T 5 dx *e”\]/}
A FFAe 98 59 24 Ade

E e (traffic) ] F58F A E QoS gxko] 7},0.0}L} yj
oM 3ol Mo MAE wfE o R Freescale i.MX21
USB 1.1 #AEZe 9} g5 7d 2610 2 24208 AHE
stod UDP/IP 97l =etolujg Falstal o] 44 9l USB
Common L@l e} AEEe] vgleld o sl

1 UDP/IP m§zl =2lojt{el 73

3ol ] A s vpel 7ol UDP/IP 7 =ojolwis &
2} TEle]ME v)utom dto] A7 UDPAP 7S
glat= “efolufolt) write() $Hrell M= File /ORYE]

FA% UDP #71& o|tjull sizgler WElsie] USB AE
Zel2 d9eta read) FHrolAdis USB dEZ0 236
$Ll ojuil #zlg AHelste] 49 olZglAelMor

A ol Fg Aol Mt USB ZIEE ol dlolE H44]
W e BEg Angct o Aol Aol A write() AlA
HgahAl =4
file_operatione %-&} usbﬁudp_write() Str7l Sy
rtusb_udp_write() ol 4l= AHE2F GHoRIE F
U gd9goz ol HASlR sock_addr vl REE H
ot & HEY FHA FRE Aizvh 1 ovhg UDPS IP

RESENEE-EE

3 miv:

ARE Ao ude_epin_write) 4% E3) USB A=
SelR AFgch o]F UDPS IP ARE MAT Fo
udc_epin_write() 3& 23| USB HEEZHZ Hsdr)
of Al 71&9 TCP/P Stack® RlxLajr] o] €7}
BARE o] 7oA AR FdExut BHad de A4S =
ol &7l HFe o] w2 XA L ARP ¢ HAS
Ao 45 Fdes 48 5 Ak

o dole #4 AH& Myt USB HEE
A2 5E doly A wE 9 ¥ E(interrupt)7F 2

dstd mefoly 27|gAll FE AEPE Au~

81 rtush_interrupt_handle() &7 329}, o g

Fol = WA ude epout read) 48 T &3] AE
=2 FE s Fad ofF dd szle] Azt
g7t #Hag ﬁH7]°M]§— Sdgct dvt AL F S
=2 Ao A g 7%454 s9stA A wHEg g
3t A S HAsE 3 TCP/IP Stacke® a7 "¥a
g dzles SRS gAY 24 HAe Aee
rtusb_packet_handle() &4 %3] xeglgt} o 5o

Me WA P 4 UDP ddE Aaste] 7] F(wait
queue)l A HFF49 TE(Mport)E t7sln Y=
1=

X
24 Z(process) 7t =AE E9lao EH7]8]»5J_ 9
o

RS b B R VI EAR S
Z2A 28 MEtHwake up). °o]F TR A AT} Aojr}
A =W read) 47 £FHA Dot rtush_udp_read()
gaodMe A4 dA oL B2 (blocking) Y=ol

GE AUS A2 A FAN AHE A A
A g9 dsd EWoz Wl s
dIP R4 % EE AuE A4ee 484 deow
SRS

42 USB Common % ZAEE8| =2lo|t{e] 7§

USB ZEEY =gto|H i tutolro Wz Hg
st B =LY USB AEZE - =3
=ool ARl A7t B4l HEwS Arzg =il

Hollq Fdd 5 Q=% gk ol% 98 USB

7]5}/\] o= USB Common Z#}o]ujd]
N HEEYE ‘ﬂcﬂ gh=dl gag 7 s FEI

HEZe =273 34,
Endpoint €4 3t(enable)/H] &4 s} (disable) 3, QE
Eol a4/, USB Common =clol ool dolg 4
Folel A28 read 2 write €<, Endpoint stall, <1E]
g1E Anps ‘fEJ Folth glx sd USB 7AEE# 9
Endpoint <=, Endpomt“ﬂk AEwA 2 A=z d4
o] 7hi sk ﬁﬂi\]9] =7] 9 FIFO9 =7], DMA AFg o



¥ 5o EASL s Hoh oA TEH 5 ¥
EA Common E&tol¥o]A USB E#HAMAS

AL QoS A5 H7lel ZAEZo| wE Ol*—l*é H7re
5o

1 QoS Ms "I 23 2 24
QoS A% H7Hg sl vES = 457t E—?Ol Tpert[8]
£ o] &43te A £ 9 E(Bandwidth) 3 WES A
Efgo] w2 #7 &4E(Packet Loss Rate)a 719
USB oty =eloj 9} vl ZAgr} A4y HHS 52
E PC% Targetdl M 27 IperfE &4 Rto] ugl 2

4 stel 42e) Y5Psk LaE AFHT
WA (2% 612 A7 S0 hoiE ula Aot
o)7e AEANE DerfE (17 59 o] £4 Yz

Asat3 Targeto] 4 TperfS AH&sked USB 11 bulk A4
HAle 7]Zo @ ol2xel Hu thdZol ok [0Mbits/ sec
o2 HolHE dfde] TAEdM A4 £ ARE &
Agheh A8 An) 2w AL 24208 AT B =EoA
o] IP-Over-USB7F 7H¢ & A%& WolFa ok v
o7 Ze zo|Auk A4 26102 AHES IP-Over-USB7}
o M=o wolZy 9u} B3] 71E9 79 2610 oA <)
Azl viud o) = e P4 HolFa gt

(29 D (2" 59 Zo] ZAECA £4 dHe 4
Akl Targetol Al Iperfs $41 JHR 23 § ohA 5
2EA IperfZ o] &&to] Target® o2 A43 zhzbe] i
bHel BTl wE A7 45 233 Aol 4

o

g Ay, & =79 IP-Over-USB7F 7]&¢]

USB o|tful =gjo|e} nluste] e A% F4E 24

F1odck A 2 AR wAA "HE Ao a3 ARP

2oy HolEo v Hx W A BHE TSR ¥

oM TS As Fo] ofFolzl Aow FAMFTL
(719 8 HlolE FalAex «© E

J
=AE

o

R h

8)e %
S Ad $ol 3
A1

sho] 419] : @ HelH g Ahg
T T A R e b
Ay ool dolels] BAF Wobslets] wiel] o] w44
ANe] e ool Nx ge Aoz BAH

UDP/IP ARl &8&

o QoS 45

S =2 O
%tgg Tl

b P Over USB 299

%212$ iperf ¢ 192.1681.10 —u -b 10M i 1

FA1ES iperf -s —u -i 1

(2g 5) w2l

Hitsisec
786

Shlol| WE Y E 2

=@ oH

7.0

il

=[3=5!

=

1P—Dver—| usmvz l 20)
(7.37MbiL/se c)

IP-Dver—uUsSBIivz. 6.10)
(7-30Mbiw/sec)

TCP/AIP Stackiv2.4.20)
(7.1 7Mbit/sec)

TcPIIF stacsz 8.101
6.36MbIL/E

A
1z0
100 ~
B0 o
a0 . Yerue suack
a0 /
2.0 v},‘"
o.o l; IMDDs  ZMDDS :;-;;-s \n;nns
(O 7) Ef=ol e Wzl &AE HD 23
Mbits/seo
8.0
5.0 .
5.8 ~T
15 -88MbIvse .l
5.7 L fé’gﬂfuﬁl‘?ﬁeJ
56
5.5
1 2z 3 - L t F '3 L ] Ali} =
(22 8) mWal Ao e Y E d|lm &3t
(E 2) EWEN mE TP CIREE Hs Wit 2o
Linux HE Tthernet | Interrupt
M 9| 4y
Svstem Call| Driver APl | Service # € MMU A R
Linux USB O O O 0] 46sec
eCos X ] (6] 0O 43sec
eCos QO (0] X 100sec
blob-hootloader X X(Polling) X 210sec
Linux ethernet
(10Mbps) O (0] 0O O 18sec
52 ZEo wWE M "ot Zdn 2 24
(E 2t ¥ a7 Ageld euze oEH PRe
Hoja Asa ssel el Helrt Badel TRwe
HEEL] ZetolHol TdHEIRE sl ofF o7 ZFAE
ol Agaiel hE 9 Asel 4w Wi

Over- USB 43]

Blob Bootloader?] 73
AHHE AMujz o

J_LL /Hjlo].o:] 437}6}—1:}

4% TCP/IP Stacko]l A A ¢bn
A Al (Cache)® Bufferings 9 MMU

(Memory Management Unit)E A3}

=ttt eCosd



300 FEHMeStEl=2X A M14-AT M5%(2007.10)

4ol FreeBSD Stacks A& wiels olE
ae] goldt BHNA BAE ety AN ErE
2 Fdo] Lo|d TFTP Z2EZS %] 10Mbytes?] %
2] HMH% Targetell A Alatar, =Alel] A AJ7F &4
S T3 2 AFelA Y IP-Over-USB7F 7#z Z2RE 74
o] _V G HAZs= Hol-\:ﬂ_g_ A}gs}oi\:}

& USB Gadget APV} 2|520hS
6}04 04 T2} [P-Over-USB7} 2% 27}
e e} B oz ezt A
REANAE LS 5 918 o F ) o) &

B B 132 =
s metoln] 2 g8 ALEde] A Aol Be d34e
7Hd g ol 2 o] IP-Over-USB7} USBE AM&-3+

A7
vpebet AFol S48 & gloel soH.

6.8 E
=M U5B9} gEAE Abgehs WA 2ol
41 UDP/IP w414l dE9 QoS 45 &3S flgh zddd

#1291 TP-Over- Uij At s

7]&2] 2529 USB oltful =etolws= TCP/IP Stack
Axef Bl dFgem Qlstel 74E WA ageA aTat
= QoSE AFeHA Faha dodch Ed HEZH uet
AE o R2xedols Agosy ofelgol it o
T Mdsl A FGAA sE B AAE At
= 04?7} Aetuolont ~EYI} e ¢
gE a7k 28 WA aRdA e 43ekA gt
&‘”4 IP- Over USBE TCP/AIP Stack®) ARP 2
H#HE AFgshA] 5224 TCP/IP Stackell M 4
AEAAL A B 5 Aa AARE AR S50
el §2l Ade Agate] dega s i
Alelle QoSe) A% 5 aﬂt} Eg S %101*4
Je]7h B4Ael REuks AEZe

Fs sto] 7}% USB 71E

7
[o3]
AA

[e]

[
mi

ol
o

do
R e - r}:

ke

Foou e o
Of

AZESe] 44 v &9 Histel EYPETY O]*ﬁ“\é%
=Y 7 dE 2= vdEn
&5 QoS B otz IPv6 E Fragmentation® X

$ope HoE Pl dE 97 dash
UDP %t oheh TCPAAE Quss 238 4 9
el A7k 2740 IPSecst e dlelE e 2

H}
o &
AUy Se) Bebe AFY & e Ak Basth

a2

[1] Universal Serial Bus Specification Revision 2.0, April
27, 2000.

[2] Linux USB Gadget API Framework,
http://www linux-usb.org/gadget

[3] Universal Serial Bus Class Definitions for Communication
Devices Version 1.1. January 19, 1999.

[4] Daniel P. Bovet, Marco Cesati, “Understanding the
Linux Kernel Third Edition”, Oreilly, November 2005.

(5] Gary R. Wright, W. Richard Stevens, “The Implementation
TCP/IP TNlustrated, Volume 2", January 1995.

[6] Jan Kiszka, Bernardo Wagner, “RTnet - A Flexible
Hard Real-Time Networking Framework”,
Technologies and Factory Automation, 2005. ETFA
2005. 10th IEEE Conference, Sept. 2005.

[7] Jonathan Corbet, Alessandro Rubini, Greg Kroah-

Third  Edition”,

Emerging

Hartman, “Linux Device Drivers,
Oreilly, Third Edition February 2005.
[8] Iperf, hitp://dast.nlanr.net/Projects/Iperf
[9] eCos, http://ecos.sourceware.org
[10] blob bootloader, http://sourceforge.net/projects/blob

3y

e-mail  jhcB055@gmail.com

20013 Sehol Aa A7 Let St
A5 (8kAb)

20079 Aok sl A e
(A1Ah)

2002 ~200750 I el b7 Aol ()

W~ @A upol =LAl gl A v of o) ()

1 Rof: 2 ;\] 7F }\]/\Lﬂ Ak }\1/'\Eﬂ

2007
_:ﬂl_
Bt & 3
e-mail : darklight@realtime.ssu.ac.kr
2000 A 7 FE (A}
. 2003 wAEw uey
' 73 E S (A4
ﬂ & 20074 ~ @A FAu ek o3
“ AR} Y

BAROE AN ALY, WY A2, d5s AY, A A

2 = o
e-mail : smyang@ssu.ac.kr
1978 A& oistal F3ofsh @ aasha)
shAt
1978 ~ 198161 A A AkE 7Y
19831 H = Univ. of South Florida
Arker A}
19861 Y] =tUniv. of South Florida
HAAkek HhA]
198741 =l =tUniv. of South Florida &34
198811 ~19931d = Univ. of Texas at Arlington Fn¢
1993 - A AR AFHETE g F (Fidag
tf3g el At
ok Real-Time System, Operating System, Fault-Tolerant

Svstem



