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Development of a String Injection Vulnerability Analyzer
for Web Application Programs
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ABSTRACT

Nowadays, most web sites are developed using dynamic web pages where web pages are generated and transmitted by web application
programs. Therefore, the ratio of attacks injecting malevolent strings to vulnerable web applications is increasing. In this paper, we present
a static program analyzer which analyzes whether a web application program has vulnerabilities to the SQL injection attack and the cross
site scripting(XSS) attack. To analyze programs using abstract interpretation framework, we designed an abstract domain which models
potential string set along with excluded strings and developed an abstract interpreter for the PHP language. Also, based on them, we
implemented a static analyzer. According to our experiments, our analyzer has competitive analysis speed and accuracy compared with
related research results.
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str_replace® #& IZF #olHelg T TZ
e g4 228 H2E F gleng go] AlgEHE
gtolBn e o gokd 9uE AF FdI} AT T4
&N ALHEE Sk A& B9, str_replace ¥F
of 29 I 9u] #HE F& JAFY gk FAE a9
BEdE 2 dad dgte T BAE dAGA =Yy,
S'le), Lo(e)® 7% A9 Fa FEo x5 #2245
7bstAl €k S, 19 A Selle Ee] ek e HIA
BN n#sx gopmz g& s EHFA Hx ok

249 el Gge v Rk BHA e @
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(E 3) PHP 2&of| ChEt M3 73|

- Eval (M, $x[e; ] = e)
= let (M), V)) = Eval (M, e))

b Eval (M, $x)
= let ¥ = M({x}) 8 = ER i e
in
o V) MLX(LE2 =V ), Vi)

- Eval (M, echo e, e, ... e,)
=let (M), Vi) = Eval (M, e))
(M, V) = Eval (M,, e))

+ Eval (M, $x[e])
= let (M}, V)) = Eval (M, ¢)
Vo= Mifx [ L) 1} ] :
in (Mn, Vn) = Eval (Mn.;, en)
(M, V) in
(Mn, 2)

- Eval (M, if (e) e, e3)
=let (M}, V) = Eval (M, e))
(M, V) = Eval (M, e))
(Ms, V3) = Eval (M, e;)
in
if V) == {true} then (M, V>)
= let (M, V) = Eval (M, e)) else if ¥, ={false} then
(M,, V) = Eval (M, ¢)) M, V)
in else (M: U M;, V> U V)
(MUMLLF) = Vi), V)
- Eval (M, while(e)) e)
= let (M), V)) = Eval (M, e))
(M, V) = Eval (M), e)

t Eval (M, $x = e)
= let (M), V)) = Eval (M, e)
in
(M[{x} — V1], V)

v Eval (M $e: - el)

t Eval (M, e; + e2)
= let (M), V)) = Eval (M, e))

(M, V) = Eval (M, €3) g
in i
if M' == M or V; == false
M, Vi & Vo) then (M, V)

else Eval (M, while(e;)e)

Tif veE{Se) S1}
otherwise

¢t L : Value — Location L) =
{valueToString(v) | v € V }

HiHlien. jerni
if V), Vo Cland V,, V> # 1
1 otherwise

bV e -

oquele go Al A4 ot Anz EAF
=2 Stk £ AR 49 B daAdE §F 52

o] s w3 F4(context-sensitive analysis)S T3
sto] Z}zbe] g4 5EEo distel mma JEE mE A

Zzke] 4
Aok, @5 5% A AT ARNAe oW 59 Auls)

Q9 Qe FHsel AW A vme ez
SRS ST B, 2% FU T R T A ¥
7k A% f1Ae) o)W 5% Alvlel XgE Aol ol
o 5% A%E g Bk

4. PHP X & Hobyodd HY 24J| 8

41 78 7z

3PN 714@ Lo 3t ov] FHE slgez PHP
dols] RRAG @ net Aty BH71E FAsA
(3% De A PHP B Aty EA71 BAH &
@ F2E Uthith PHP el di@ duyel aokw
Jvg FARY Astel T2aY FH 247 44 £7
SableCCE AME3SITH13). SableCCE PHP £4¥& Q1o
2 wol PHP 78 £471% o3l #4718 A¥o2 44



s, BA7lelA Aol HE  EAM(Verifir) EES
SableCCe| Eg] W& Fe25 &3] 788 F ik
24 tigde] He PHP Z2ado2RE YA E AST
2 Zlo] &4 #3|(depth-first traversa) & WE3tAA z+z;
o] AST == ofs] oHgolA #Ag on] 3429 Eval

$5E 498D, 1 Age dme s Askke 94
Holgel 2t w=wz A HPe wEWT ASTS
RE wogo U@ due et A3k o o3 wse
A god BAY $Ho| 9ES €tk BE BEAS
deiel ¥4 AARE Gisel srd 498 s
A @e ol echo®3 2 A% 29 Bre AN A}

AU, mysql_query® SolA HolEulolx Azl
Aol ASE A9 27 XSS FFolu SQL Al T2l
g Aol e Aoz AastA wch

b ewe
- Grammar

SableCC

PHP
Program

Vulnerability Reports

(32 7) ¥ 22202 Hot HoM 2A|

T78E PHP Rt 4 A BEM7NE Algste AA)
AHgEHE SEZ2ae) PHP A2of g ¥k 3 op4
—'% gatdeh. BAAe EFE FEA 2Abe
g FJgkel Ao Z71E 2002 AU <E 4>
% 3 53 A%E JYehith A5 v A9 3dE Eve
Activity ~ Tracker 1.0 %3 Aol wupx|ut
check_user_idphp Z22#& AZHE= 41pl4 vlde] E3+
g otk 2fF R 7)1"“ [12]¢] Aot ARy, =
Ab AT Fopdl AR BF ZEH B (false positive)
o] ohd A EAjst= E‘?l 149?**?1 Aoz vete ot
THE B A BAIIE ALEste (12194 4F o
402 ¥ Eve Activity Tracker 1.0 ZZ 12 (9058}
SHE 2GHzo] Z2ZAAM9 1GBY F7193AE 7k
Window XP Al2gle A 248 Ax 02727F 225t}
[12]9] 7% 3GHz ZZA A9 8GBe F7143xE 713
Linux Al&go)A 2& Z2a3388 BAs= 04627 4

w AoE ¥ W 54 $E9 o AWYo] e Aew
gHt £9 FAE 2470 XSS AGHe o 24

L3 TMQE W Faeks 3L A,

(E 4) PHP =230l CHSt 29t /oM 24

a9 @<l | SQLATS M3 [ XSS AeHg
edit.php 4 1 0
user.php 140 1 0
member.php 430 2 1
member_config.php 25 0 1
check_user_id.php 19 2 2

43 F|etMe| A& 3

(29 8)2 EVE Activity Tracker(1.0)9] member.php o}
Yol A= XSS 2 SQL A9EE Het HYA FEE
AZEste stdoltt JdE B47] GUIE Z239 9 B
Aok A TF ¢ AP dF T2t He HF
geiFy, 54 H4HE 59 F9 dEy JHE BgF
715€ 72 Aok BEA Folle XSS ¥4 HFA ol
Ak, 1084 £33 AHAE A F4 get_trust ()¢ =
=91 3BAA Foll= SQL AH1F2 2ot FHFAdo] &gt

member.phpTt Aol EA3H= XSS HoF HFAY S A A5
7] 93] PHPY] str_replace ¥4E Ab&dtd] <'o'>'S
77t ‘e1t'9) ‘slt’ AR OiXEE Z=E FUlET £
108 A =3} 388 A Fol EAlskE SQL AlsE Ht
B & AAS] A8 olo| i kA3 Ay Z=E Frtst
Atk ol Y-S FIFE EAVE LF) 1SS
2 SHA €k (2 9% 3 2] F 98dAl F9| nrg
FEE BojFE shdelth $nname : InitOf$ GET [nname]
(<,>) 2 588 ¥2L W sSnnameo] 9FdA g
= <EAL>EAR AAY $ GET [nname] 9 Z713%E
7HdE UERITE #, $nname WHE $ GETS A 9%

e ae o

Joaret: (e position : 256504, ew location: 5, 1769)

(08 8) ¥ S3=Z=02 2ot FoM 24|

PHP Analyzer : member, php

STimana] §_POSTRomment ISI0%_POSTRoeeeny SARMMINGE URTRRAmKE +). 3

2ottt postion : 000, view location : [%, 19131

(22 9) ordist el &

22| ke
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E—‘?’—E‘] 2 ol 271 Y str_replacedFE FMA

<op>'E TFSA e ¢ don mebx BA A
7} o579 AAE uwkdstAl ©rh ol9} 2ol A9 wA I
S AHgste] ERHoR ARE AnE Y & A drh
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A
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£
Gl
U
u

XSS TFd W& AGd e Aoz HED
A e Az e Z2aY e A8 55
S steste] 9o HFHA FE Yol T2 WelA
AFA AMEEHEAS EAstejop @t o]E Ssko] 2%
Aol lurg HE #FAE AR 5F FAVIE NS
ohoAgE 2ok @M BAEY FHE Ak 2"
X}i B elX Z2ayE ddste] Z2aY Yo BE
oA AHE FAde s HdaA 4T+
°“:} g 2oF IS AAYA Yol IR HFHA &
& 4Y S Foto] AP BRG] WA HYdl AHHE
Ag Moz Yelesg Fozx #49 FU4EE ¥
4 Al
FF ATEA, A" £4717F PHP Qo9 AdAl 7=
¢} Zolpe s AUAEg st tFd T2l
e F7hHQ e FPFozn F4719 HoEe A
g EolE A4S £4F Aon
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