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ABSTRACT

A Clustering based wireless intemmet proxy server needs a layer-7 load balancer with URL hashing methods to reduce the total
storage space for servers. Laver-4 load balancer located in front of server cluster is to distribute client requests to the servers with the
same contents at transport layer, such as TCP or UDP, without looking at the content of the request. Layer-7 load balancer located in
front of server cluster is to parse client requests in application layer and distribute them to servers based on different types of request
contents. Laver 7 load balancer allows servers to have different contents in an exclusive way so that it can minimize the total storage
space for servers and improve overall cluster performance. However, its scalability is limited due to the high overhead of parsing requests
in application laver as different from layer-4 load balancer.

In order to overcome its scalability limitation, in this paper, we propose a distributed laver-7 load balancer by replacing a single
layer-7 load balancer in the conventional scheme by a single layer-4 load balancer located in front of server cluster and a set of laver-7
load balancers located at server cluster. In a clustering based wireless intermmet proxy server, we implemented the conventional scheme by
using KTCPVS(Kemel TCFP Virtual Server), a linux based laver-7 load balancer. Also, we implemented the proposed scheme by using
IPVSIIP Virtual Server), a linux-based layer-4 load balancer, installing KTCPVS in each server, and making them work together. We
performed experiments using 16 PCs. Experimental results show scalability and high performance of the proposed scheme, as the number
of servers grows, compared to the conventional scheme.

Keyword : Clustering, Hashing, Layer-4 Load Balancer, Layer-7 Load Balancer. Scalability
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NA] My 5 16
Ha B 43 RR, MD5, MIT_CH, CARP, MOD_CH,
HT_RR
Surge : Image + HTML (A& & 7}
3 & 71X & 100712 3)
44 %1 Ed® : UNC [20, 21],

§ =g 44

=7 Berkeley [22, 23] (M2 o2 71538
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, i . . i . N AS- e | AS- N
Sever#| RR | MD5 | MIT.CH| CARP |MOD.CH| HTRR | AS-RR |ASMDS| \\’ | AS-CARP | W% | AS-HT_RR
I 389 E=] 381 388 383 339 270 %8 269 270 268 26
2 476 7 481 480 485 478 35 306 338 321 306 362
4 471 41T 4= 481 482 482 618 470 486 481 484 58
8 478 art 411 483 401 7 1170 678 614 644 694 912
16 18 183 487 484 81 179 2147 815 760 815 802 172
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(& 5) Surge-1000i[A2] =& X2|& H|E = (Mbit/sec)

Server # | RR MD5 | MIT_CH | CARP |MOD_CH| HT_RR | AS-RR | AS-MD5 M]":ZH AS-CARP M(‘:[;H AS-HT_RR
1 69 63 69 69 70 42 42 42 42 41 42
2 8 8% 85 H6 85 86 58 46 58 53 56 54
4 # 8 86 87 8 87 110 8 s 88 89 101
8 85 85 74 86 72 80 207 123 107 117 126 166
16 86 87 87 85 87 25} ¥ 148 134 154 146 306
E F). <& £& (28 10@)E Yy, <# 55& (29
I 10b)& Yerdt, 71& FZ(KTCPVS)E 5% A4¥ 23
- g (RR, MD5, MIT_CH, CARP, MOD_CH, HT_RR):= A1 9|
v AP 47b Boldel wet Aol F7hEA #ee B 4 Ut
7= R o RE 230 & ¥AVIE Fibslol FozM, ¥3
8 ) o Ea7le] WZo] wASASS @t WE AL 2
: AMLO | bz 3RS 4 glied, shhs CPU MBelm viA 8
; S - L}= Ethernet M Eolt}. ¥ AgolAE (28 100b)E 53
2 o . Ethernet 5] 2A&AEE & & Ach olo) W, A
g = ,.,/é:f""f; ® 7zoMe 49 FIHAS-RR, AS-MD5, AS-MIT_CH,
& e AS-CARP, AS-MOD_CH, AS-HT_RR):= AJM7} Sojide]
L el A5E F7Mge A A4 e 71HS ¢ 5+ Utk

o _ 4.2.2 UNC-2001
(a) 22 XMelg 23 7 <E 6>, <E > 2 (2% 11)& UNC-2001& £3 o=
9 Trace(39 A7lvlt} AFAE 7HAE= 10079 )

5% A% Adolthzw AW 2 F9 ME §). <&

. o 6>2 (29 11()& Jdehlz, <E 7> (29 1bNE

- o ehdch 7]1& FZ(KTCPVS)E 5% 4% Z7HRR, MD5,

gy MIT_CH, CARP, MOD_CH, HT_RR)& M| 47} ol

§°“° ’ -~ ol wek Ao F7bekA dee B 4 Qo o mE

3 ks 2% Ha EAIE Fasor oM, Fi Bl

£ ] o scHP Mol WANALS ouidth WE AL wixE B

! g | e 8 4 sd, shl: CPU #WZolm yulx shje

gm Ml% Ethernet HZojth £ AN (2 11LHE E3

@ :,’,7'% " Ethemnet 50| HASA&E & & ek olol W, At

' ¥ F2AMe 4% Z3HAS-RR, AS-MD5, AS-MIT_CH,

AN EE R AS-CARP, AS-MOD_CH, AS-HT_RR): A7} So]idol
ot Srvers we AvE /Mo M 348 PS¢ 4 ok

(b) =g XM2|8 HIE

.2.3 Berkeley-
(22! 10) Surge-100 4 erkeley-1998

<% 8> <& 9> ¥ (2% 12)= Berkeley-1998¢ %3}

(E 6) Surge-1000i1A{2] =& M2l 2F 4~ (Rea/sec)

. . - . . _ AS- AS- .
Server # RR MD5 MIT_CH | CARP |[MOD_CH| HT_RR AS-RR | AS-MD5 MIT CH AS-CARP MOD_CH AS-HT_RR
1 517 526 525 518 526 526 247 246 246 245 247 245
2 i 923 793 679 797 818 433 421 375 I 400 359
4 929 1001 993 732 B33 972 787 54 515 52 57 615
8 539 955 1008 934 939 942 1537 934 729 873 828 955
16 966 1021 1001 995 974 990 3069 1313 1203 1178 1082 1828




S dIol] 7 M 28 24 207
(F 7) Surge-1000fAM2] X X2|E HIE 4 (Mbit/sec)

: o : ; i 7 e | AS- - AS- =
Server # RR MD5 MIT_CH | CARP |MOD_CH| HT_RR | AS-RR | AS-MD3 MIT_CH AS-CARP MOD_CH AS-HT_RR
1 40 40 41 40 40 41 18 18 18 18 18 18
2 77 74 63 5 65 65 H 33 28 28 30 30
4 76 81 81 58 71 80 62 52 38 49 43 49
8 69 79 52 77 77 78 123 72 55 68 63 79
16 79 82 82 81 81 82 242 100 95 92 83 145
(E 8> Surge-1000ilM2| == M2|El 2 2= (Rea/sec)

- B - e . _ . B e | AS- - AS- .
Server # RR MD5 MIT_CH | CARP [MOD.CH| HT_RR | AS-RR | AS-MD5 MIT_CH AS5-CARP MOD_CH AS-HT_RR
1 454 526 517 525 525 526 238 245 245 245 245 246
2 688 664 611 759 688 750 410 373 361 416 387 33
4 714 & 630 739 710 761 T2 655 632 729 567 716
8 552 741 650 742 78 764 1512 1063 778 1091 8254 1164
16 T2 767 730 791 77l 762 2899 1490 1143 1441 1400 2%
CE 9) Surge-1000iIA2] =% X2|=l H|E 2= (Mbit/sec)

. o . B . AS- s AS- E
Server # RR MD& MIT_CH | CARP |MOD.CH| HT_RR | AS-RR | AS-MD5 MIT CH AS-CARP MOD_CH AS-HT_RR
1 45 51 49 50 51 50 19 19 19 19 19 20
2 78 72 62 M 71 84 ] 28 28 46 30 30
4 81 B4 64 84 71 8 74 73 42 M 30 67
8 55 85 7 84 80 84 143 103 41 71 50 115
16 84 5] &3 8 &4 8 282 115 58 91 113 240

—u—RR ~a—RR
3500+ - NDS 3000 - —»— MD5
ooMT.CH 4 MIT_CH
- v CARP -
" . MO §m + MOD.CH
4 HT > < HT_RR
§ 20 ey e /s i
im _:_mm i o ‘-:— AS-MIT_CH
i = 3 150 o ASCARP
§ 1500 —4— ASMOD_CH E —9— ASMOD_CH
H —— ASHT_RR 1000 - ASHT_RR
'E 1000 —r
g /ﬁ“ =
& =,
o T T T é ; SR TR S ‘-e 0 2 H H B o0 2 M ® w8
#of Servers #of Servers.
(a) %ct &M2l= 28 2 (a) =€ H2lgl 23 £
. ~"—RR
. & o o m
. MTCH + MTCH
—v- CARP v CARP
20- MOD_CH B urnjia cH
- HI_ ~ 5
§ e gm- ; ASER
o ASNDS P + ASMDS
§ —+— ASMIT_CH § y —*— ASMIT_CH
* ASCARP s * - ASCARP
3 — @ AS-MOD_CH y —+— ASMOD_CH
E’““' ASHT_RR s A = - ASHT_RR
= =
: ;| =
' Jx /‘,tﬁ—__ —A -——‘__ -
o
TR S N T T A T B B N N A
#of Servers #of Servers
(b) =2 X2|E HIE £ (b) =g M2|gl HIE £

(2 11) UNC-2001

(32! 12) Berkeley-1998
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9HE 4 Trace(5tYd A7|uich 7kA1E 7FA1= 100709] 5
U)E T AY drpolth(xF AHed 8% Fo} HE F),
<E 8> (2¥ 12(a) & YERL, <E 9>& (Z2F 12(0b)
£ yehdich, 7]& FZ(KTCPVS)E 53 2% ZI(RR,
MD5, MIT_CH, CARP, MOD_CH, HT_RR):= Av¢] 7}
soldd mwet dsol F7eA] &&E £ U o
BE Qo] $3 a7 Aol oM K 2
7)ol WEo] BASASS oudict HE 7heH S 2714
2 FFE o ded, s CPU ¥Eolx yvx| 3}
Ethernet ¥ &olc}. 2 dgoAE= (Y 12b)E T4
Ethernet ¥ o] W& &S & 5 Qloh ole] ks, A<t
H FxeAMe 4% ZI(AS-RR, AS-MD5, AS-MIT_CH,
AS-CARP, AS-MOD_CH, AS-HT_RR)& AM# 7} Eof'del
el AE F/FGeEN FAAE IS ¢ 5 Ak

4.2.4 71 FZ vs. Aotd =

<HE 10>, <H 11> 9 <F 12> 71F T2 did A4
otgl 29| A% FAE(%)S Yeld Zolx, AF FFE
& (Agtel = - 71E FF) /) (1FE FR)E ol Lo
steick BollA B My 7t Zg gl 7E T2
vl Aol "olx = s B F Utk AW 71 1-20)
A o 7|E F27F G4 s, Mue] 71 160Y o
£ At PRV 4 stk =3 Awe] 71 4-8tid
A% Efgolyt B4 dnzFe wWale g dz2d, F
Y A%E 71E F27F Aol o 5% 497 B, 8
e AfE At +27F 4%l o 78 347 gt

ol 3 BA7|oA Y Eo] 25z Feod 7E T

Z7F 9 Y& 4%S 7 ouigd. g, & 7=
oAM= %38 #4717 KTCPVS 9#& 4331, Real
Servere] 3 &4t @#Aste] oJmF K3HOverhead) =
FA @71 WEeltt. 2y MW 57t Frhekd 7)E
TR E W] WAsm, olw AH FRE J|E F
Zd) vl8] FFHLE w2 A% FYES AL @+ Y
o olg@ Ae FAES M ARE A A
N7t &g wole 71E FER7F AGeA|u, A9 74
7t AR Frteta &34 Aad WY Agd T
7t Agsids AL & F gl

5.3 B

Aoty F+x9 ML Layer-7 F3HEAtell A Ao 74
o HlEste FFAE 7HATE Aotk 7|E FRAA:=
H3k 2471 1ol A Layer-7 H-3h4te "23dA e, A
SHel FZo| M Layer-7 ¥3#4H2 Real ServergolA &
A Aglsks F2E 23 Qth ol&  Layer-4 FaEANS
ol43te] 24 I 7E& Real Server2 HY3}i(Forward),
A AW E Layer-7 HaHEAte FgtozH Fa Babv
1ol A X8t Layer-7 #8H&4te] §-8HOverhead) &
AA oA EulstdSE ofv g

Aot Fzo @& Mo st HE o 7)E P2
of Hla] Aol @olzith= Folt}, ol& A¢tE F27} vl
24L Agd o vjo} Layer-4 @ Layer-7 ¥-3H24HS uf
H fdof g ongtt. 2% 7] wio] Mol |7t
AL o= Fab EA7]olA Layer-7 #ah&Auke 433

(E 10y Ms SAE (Surge-100) (%)

Server # RR MD5 MIT_CH CARP MOD_CH HT_RR
1 30 2 30 30 30 2
2 -28 -36 -30 -33 -37 -24
4 31 2 ] 0 1 18
8 145 42 50 33 73 104
16 343 69 56 74 66 259

(E 1) s S48 (UNC-2001) (%)

Server # RR MD5 MIT_CH CARP MOD_CH HT_RR
1 52 53 -53 53 53 -53
2 -55 -o4 -B3 -42 -50 -56
4 -15 -35 48 11 -37 -37
8 83 =2 -28 -6 -12 5
16 217 29 20 18 11 8

(E 12) ME SHALE (Berkeley-1998) (%)

Server # RR MD5 MIT_CH CARP MOD_CH HT_RR
1 -5l -3 -53 -53 =53 -53
2 40 -4 11 -45 44 “50
4 8 -13 -1 =20 -6
8 174 43 14 47 2 52
16 276 94 3 92 82 201




= 71E 27 frEls.

B =RoME 71& §8 2% FZ(IPVS, KTCPVS)9
AR BAsL, olF A= MEE F2E AAHA
ot ke FxE 7€ 729 GHdE AAsL, FHGE
A Fxojt. AYE TH A% TEI V€ FEE
of s 44 € A% ol 7193 AEE ST

#ngd

[1] LVS(Linux Vitual Server), http://www linuxvirtualserver.
org.

[2] D. Rivest, “The MD5 Message Digest Algorithm,” RFC 1321,
1992.

[3] David Karger and al. “Web Caching with consistent
hashing,” In WWW8 Conference, 1999.

[4] Micorsoft Corp., “Cache Array routing protocol and
microsoft proxy server 2.0," White Paper, 1999.

[5] F. Baboescu, “Proxy Caching with Hash Functions,”
Technical Report CS2001-0674, 2001.

[6] 252, A4, "4 el ZEA A FeaE Al2gd
A ZhEE ZR1E o] &8 # 71", AR A I =TAA,
A13-Ad, A7E, pp.615-622, 2006.12.

[71 A. Feldmann, R. Caceres, F. Douglis, G. Glass and M.
Rabinovich, “Performance of Web Proxy Caching in
Heterogeneous Bandwidth Environments,” In Proceedings of
the INFOCOM Conference, 1999.

[8] A. Savant, N. Memon and T. Suel, “On the Scalability of
an Image Transcoding Proxy Server,” In IEEE International
Conference on Image Processing, Barcelona, Spain, 2003,

[9] A. Fox, “A Framework for Separating Server Scalability and
Availability from Internet Application Functionality,” Ph. D.
Dissertation, U. C. Berkeley, 1998.

[10] %2, A4, “F8E F4 Al TZA) My Zej2H
TE, AEA 2 =EA A, A13-AT A3E, 2006.

[11] How Virtual Server Works?, http://www linuxvirtualserver.
org/how.html.

[12] LVS Scheduling Algorithms, http://www linuxvirtualserver.
org/docs/scheduling html.

[13] KTCPVS, http://www linuxvirtualserver.org/software/
ktcpvs/ktepvs.html.

[14] Mindcraft, Inc., “WebStone : The Benchmark for Web
Server,” http://www.mindcraft.com/web-stone.

[15] J. Nakano, P. Montesinos, K. Gharachorloo, and J. Torrellas,
“ReVivel/O: efficient handling of I/O in highly-available

12th  Internation

Symposium on High-Performance Computer Architecture,

rollback-recovery  servers,” The

2AE Y0)04 7 ME 28 24 209

pp.200-211, 2006.

[16] P. Barford and M. Crovella, “Generating Representative
Web Workloads for Network and Server Performance
Evaluation,” In Proc. ACM SIGMETRICS Conf., Madison,
WI, Jul, 1998.

[17] R. Zhang, T. Abdelzaher, and J. Stankovic, “Efficient TCP
connection failover in Web serer clusters,” 23rd Annual Joint
Conference of the IEEE Computer and Communications
Societies (INFOCOM), pp.1219-1228, March, 2004.

[18] Squid Web Proxy Cache, http://www.squid-cache.org.

[19] W. Liao and P. Shih, Architecture of proxy partial caching
using HTTP for supporting interactive video and cache
consistency, 11th International Conference Computer
Communications and Networks, 2002, pp.216-221.

[20] H. Felix, K. Jeffay, and F. Smith, “Tracking the Evolution
of Web Traffic,” Proceedings of the 11th IEEE/ACM
International Symposium on Modeling, Analysis, and
Simulation of Computer and Telecommunication Systems
(MASCOTS), pp.16-25, 2003.

[21] D. Lu, Y. Qiao, P. Dinda and F. Bustamante, “Modeling and
Taming Paralll TCP on the Wide Area Network,”
Proceedings of 19th IEEE International Parallel and
Distributed Processing Symposium, April, 2005.

[22] B. A. Mah, “An Empirical Model of HTTP Network Traffic,”
Proceedings of INFOCOM, pp.592-600, 1997.

[23] J. Xu and W. Lee, “Sustaining availability of Web services
under distributed denial of service attacks,” IEEE
Transactions on Computers, Vol.52, No.2, pp.195-208, Feb.,
2003.

SR

e-mail : didorito@q.ssu.ac.kr

19973 A sta A B4 A A-E Y-
(3t4)

1999 A oighul A abg k(A A})

20008 ~& A (F)FEAA FAlof T4
AT A3

H~d A Ay AAFes) ity whababy

Bigol : EQZ 2 o EeAclAel A ¥a B, 715,

net



210 ZEMISB=2X A HI15-AF H4z=(20088)

3 %z
e-mail : gobarian@gq.ssu.ac.kr
19964 BA sk AAEetah(shAp
19084 S48t AR Fe3 st

=N
e-mail : kchung@q.ssu.ac.kr
19799 A goista A3 eap(FeA}
1981 @2 het7] 48 AAkeha(o] 3HAA)

(44h 198613 7= University of Southern
= 1998 ~2006'3 A i3t HapF st} " California(Z 76 5 84 Ah)
o e (kA 19901 ©] = University of Southern
1998\ 8¢ ~2000d 749 (F)3R ¥4 74 FAdATY California( 7 ¥ €] 3 8} uka})
20061 39 ~4 A A ATt o g4l (postdoc) 1998+ 29~19993 29 w3 IBM Almaden 974 W&
BAEok: YEZ AFE E 2 A4

199093 9 ~¢ A FANGRE PRJAAAFT Y nF
BAHEHMEND HFE R 2



