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Encryption Scheme for MPEG-4 Media Transmission
Exploiting Frame Dropping

Dongkyoo Shin" - Dongil Shin™ - Seyoung Park™

ABSTRACT

According to the network condition, the communication network overload could be occurred when media transmitting. Manv researches
are being camied out to lessen the network overload, such as the filtering, load distributing, frame dropping and many other methods.
Among these methods, one of effective method is frame dropping that reduces specified video frames for bandwidth diminution. B frames
are dropped and then I, P frames are dropped according to dependency among the frames in frame dropping.

This paper proposes a scheme for protecting copyrights by encryption, when we apply frame dropping to reduce bandwidth of media
following MPEG-4 file format. We designed two kinds of frame dropping: first one stores and then sends the dropped files and the other
drops frames in real-time when transmitting. We designed three kinds of encryption methods in which DES algorithm is used to encrypt
MPEG-4 data: macro block encryption in I-VOP, macro block and motion vector encryption in P-VOP, and macro block and motion vector
encryption in I, P-VOP. Based on these three methods, we implemented a digital right management solution for MPEG-4 data streaming.
We compared the results of dropping, encryption, decrvption and quality of video sequences to select an optimal method, and there is no
noticeable difference between the video sequences recovered after frame dropping and the ones recovered without frame dropping. The best
performance in encryption and decryption of frames was obtained when we apply the macro block and motion vector encryption in I, P-VOP.

Keywords : MPEG(Moving Picture Experts Group)-4, Frame Dropping, Encryption
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gtel 2 7|(KB) 111 4145 3426 528 2336 207 798
A 100 400 300 200 500 100 200
I-VOP 9 35 26 18 44 9 18
RES IS —
B-VOP 66 265 199 132 331 66 132
P-VOP 2 100 V5 50 125 25 50
H| E &(Kbps) 222 2826 2336 1075 1908 418 1629
Zol(%x) 4 12 12 4 10 4 4
g o) & (fps) ) 25 25 25 29.970 25 25
wol x Eol 176 x 144 352 x 288 352 x 288 176 x 144 352 x 288 176 x 144 176 x 144
51 c2mo| tjE AYZD (E 4) atom $Ho| Ze|l= BT L HH Al
woAPolA Agke A =2 wy F (2239-1) (Aleh el = W2l = millisecond)
o AHe A9 2718 FAN Aol n@ss] Wl Do Fle  ATOM L WPF L 9RR AL TEAD
Stee 0.012
MY E HAHE A2 5 Jdods Ao, (E23-2)= 7Y PrettyWoman.mpd s;s:: 89916 0.010
Ao 2 Y8 dolg &4 glo] Mol B I F gl Sty oalg
o Gone with the Stco 0.014
th= ZHo] Aol i Stsz 124738 0.011
(z2g-1)e =29 A7 Hde| 277} 2 Folde i e ik
o alco A
B 5o <E e Ad F AMEE 94 a7 s Akiyo.mpd Stsz 100 0011
& R 7% 2718 o 60%9] 2719 94 27) e e
g 9¢& F 9o Foreman.mp4 Stsz 400 0.009
B Zadg =29 A712 vltfo] 2EY atome] FRE oo o
WA sl A& AL 7)E9 A} Fol7) 9SS Ko Hall_monitor.mp4 Stsz 300 0010
F9lom, 7 atome WASHY A A £ B4 @ o e
F Udg A= FL2L B $ At <HF 4£F atom FR Coastguard.mpd Stsz 200 0.011
[ Sts 0.010
dele A Uehdn, = e
(223-2)+ atomPRE F43A %3 oln] H4E Is Container.mpd4 s | 500 L2
P Z89¢ B =gl dial A4 A7l wiel=z Is} P 322 gg
I ele tha] A A|F)= Al Ztute] AaFHT) <E 5> ] News.mp4 Stsz 100 0.004
Stts 0.006
s Pl thAl A4 Al7)=d Aes A7Ze dehga S 0007
alt}, Stefan.mpd Stsz 200 0.008
Stts 0.006

T 7 Y 2R 3] ar1E FeAM dgs] o
of FA%e] FFaE Y F AT, A d o (& 5) dAIZH Zellg] =28 (E2E-2) A 53 23t
o2 Mo|x| grgtr}. (AIZh £hgl - 22| £, millisecond)

E
=
b=

- | AE G | #HA voP
Data Fil A
(& 9 =28 0% HY rle| Haf ket el AN E T L E R PO
] I-VOP | 10403 | _ 0.009 B85
EREY PrettyWoman.mpd oG5 T 7581 | 0,008 &5
o R R zyo] ey | mye =gy Gone with the I-VOP | 14432 0.011 158.72
olne Ay | ojxe qu | NE wind.mp4 P-VOP | 10516 | 0.010 105.16
P I-VOP | 9 0.005 0.045
Pretty Woman.mp4 172MB 100MB 58 % yo.mpd P-VOP | 25 0.003 0.075
Gone with the windmpd| 240 GB 121 MB |50 % 3 I"VOP | 35 0004 0.140
e — T Foremanmpd 5055500 T 0004 0.400
vo.m| %o -V
_ Hall_monitor.mp4 T VOE 2? 0’00‘2 0.104
Foreman.mp4 4145 KB 248 KB |59 % P-VOP| 75 0.005 0.375
: ] I-VOP | 18 0.007 0.126
Hall_monitor.mp4 3% KB 1791 KB |52 % Coastguardmpd  —5—7E51—0 0.006 0.300
Coastguard.mp4 528 KB 318 KB 60 % Container.mp4 II’_\\!;(())II]’ l‘d‘i gg g%
- = Lad ! &
Container.mp4 2336 KB 1280 KB M % I-VOP 9 0.005 0.045
News.mp4 : 3
News.mpd 207 KB 124 KB |59 % P-VOP | 2% 0.007 0.175
- - - I-VOP | 18 0.006 0.108
Stefan.mp4 798 KB 478 KB 59 % Stefan.mp4 P-VOP | 50 0.003 0.150
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52 & sjol oist MEHD}

£ A7 MEs MPEG4 dlolE & A& 3714 ¢33} &
e At sHed 2 F ¥l 7 Hold ¢gIssie
I-VOP We] nja2 E23 P-VOP W9 2AWEHE 2%
dz3t g Zoldrh e ¢zt AAAA Mo s
£ dolHe ¥o] A gL M Ut ol &
& FE&n £58 477 S84 1-VOPY RIE=FE
Z38t] FEsle] ALEEHE dHolee %E 2EE S 3
o} dAlgh YurH oz [-VOPE viaz EE2E 433
s Aol "o g dHolge ¥& A7}t ¢ VOPE ¢
%3} gt A7k ol 4R 2ok

E(t) = DES(t) + M(t)

Et)e VOPY ¢33}t #dE AHelste Altelx, DES(t)
7t 453 AL Aske Atels, M)e AA Azt
olt},

¥ E [-VOP W9 nla2&= <tusiel P-VOPU S 24
HEE 37 ¢E3st § Ao I-VOP ¢53 Hoh 453 ¢
253l 2ol wf x| AFARE Q7sAIW, dwHH
MPEG ZgoldE: B33 dad, 43y 2 2FE
e 2gdge Az WA Mg F A4
o] AA A AF AAdE 2 9T FA gt
<E 6> ¢Este] 7 we] wel =23 ¥ oy #d

(E 6y 3 7HA| ¢35} dhol &= =X Hu}
(A|ZF EF @ =, second)

A

Data File ATOM | A&+ iﬁg i?g %rgﬂvgl;
Brety Wosmenn F5a-1| 10403 0.0012 12.1149
el | z8-2| 79513 0.0002 19.1956
or531-3| 89916 0.0004 39.1413

) ot a1 | 14432 0.0013 18.7616
Gone with the Iy 551710306 | 0.0006 52580
windmpd o e 3124738 | 00004 9.9792
of5s-1| 9 0.0008 0.0072

Akiyorpd | ¥B8-2| % 0.0001 0.0025
F58-3| 34 0.0002 0.0068

adzs-1| 3B 0.0009 00315

Foreman.mpd | F&31-2| 100 0.0001 0.0100
583 135 0.0003 0.0406

oFza-1| % 0.0007 00182

Hiatilr-z‘j;' dza-2| B 0.0002 00150
’ ot&3-3| 101 0.0004 0.0404
otzat-1| 18 0.0006 0.0108
Coastguardmpd | & 8-2| 50 0.0001 0.0050
oza-3| & 0.0002 00136

ofza-1| 40 0.0005 0.0200
Container.mpd | 4232 125 0.0003 0.0375
of5ar-3| 166 0.0004 0.0660

dz8-1| 9 0.0009 0.0081

Newsmpd | %&32| 2 0.0003 0.0075
o}53}-3| 34 0.0004 00136

orza-1| 18 0.0007 00126

Stefanmpd | ¢r&s-2| 50 0.0002 0.0100
otEal-3| 8 0.0005 0.0134

2 933} A7 Aol

6.d B

2 dFdME 27149 =29 e FEsA (22
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