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A Study on the Effect of Processor Stack Frame Mechanism on
Secure Programming in C Language

Hyung-Bong Lee' - Hong-Jun Tcha'! - Hi-Young Rho''- Sang-Min Rhee'

ABSTRACT

There are several traditional factors of software quality. Some of them are such as correctness, reliability, efficiency, compatibility, portability,
ete. In addition to them, security is required as another factor of software quality nowadays because some application programs are used as
a way to attack information systems by stack frame manipulation. Each processor has its own peculiar stack frame mechanism and C language
uses the characteristics of them. This paper explains the concept of security problem caused by stack frame manipulation, and the stack frame
mechanism of Pentium, Alpha and SPARC processor in detail. And then it examines the effect of stack frame mechanism on the security of
programs in C language.
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page
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C <ol Wo] st I HKE 73 (scope rule)g 2A
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int  x
main() {
int  x
char buf(16};

(void)sub(buf);
x = 10;
)
sub(char arg[]) {
x = 20;
arg[20] = 'x’
}
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(29 3), (28 DM AAIF 2= el AEH
ol YAl X HME Hgslz dd. 2y FHz
RISC(Reduced Instruction Set Computer) 7]&¢] WA u}

2 Wz HF2& s @ AsE e FA7 F3EA
I AeHT], ole dEY HE £x71 FdHeR o
2|7} ggoltt, old| w2t P 558 AY AdH A
Ao JAXNE Ao} JR(EAFLY AdF F)E 29
o] ohd HAXE A A3t Z2AATF FF32 A

A go] 28 Zjgje #e] FHo] WY F§ T2
A Bt vAE HHdH FFo] 2A 24d + Ao
& S0 BEAFLI 28 EAQFA gevhd o
AolEEe] WAl A9 B/l Aok ol ZzAAY
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A71Me HZ Wol AHSEHE HME Y(Pentium)(18], &3t
(Alpha)[19], 2:32(SPARC)[20]8 tHEAQ] ZZAHAZ A
A, 2 & 52 AAYEY PdY C 22a
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927128 A¥F F A9 24 €2 oW F(binary num-
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1 #include <stdio.h>

3 int main(int ac, char =av[] {
4 int sum;

5

6 if (ac !'= 3)

7 return;

8

9 sum = add(av[l1], av[2]);
10 printf("%s+%s = %d\n", av([1], av[2], sum);

12 return;

15 int add(char #bfl, char *bf2) {
16 char bufl(8], buf2[8];

17 int numi, num2, sum;
18

19 strepy(bufl, bfl);

20 strepy(buf2, bf2);

21

numl = atoi(bfl);

num2 = atoi(bf2);

sum = numl + num2;
return(sum);

NN RSN

}
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(B 1D (Z233 2)9] 2M8d

L2 44 A A" <A gy | &4
M E] Y (Pentium) PC LINUX GNU cc -S
COMPAQ| T ru6 4| COMPAQ
(-] =
23 Alpha) WS UNIX c S
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32 HE|R] Z2AMAL| AiAR| Uk

(Z239 3e <F o we (Z2aqy )8 52
AzdoX GNU C HodE Ales 4 AEY of
AEe ZAEE, (19 5)E ° T2 A g ~
ge] vigngs 7zt nojFa o

leal  -8(%ebp) Yeax
3 Loy pushl %eax
6 .sting "%s+%s = %dw” call strepy
: addl $16%esp
11 main: addl $-8%esp
12 pushl %ebp movi 12(%ebp),Yeax

9esp,Joebp pushl 9geax

leal  -16(%ebp) Yeax
pushl %eax

call strepy

addl $16%esp

add  $-12%esp

movi
15 cmpl  $38(%ebp)
je L3
L3
addl movl B(%ebp) Heax

$-89%esp

BB R IR RV IIAAGNIIINISIIRARSD

19 .

2

21 movi  12(%ebp) Yeax pushl %eax

2 addl  $8%ecax call atoi

B movl  (%eax)Jedx $16,%esp

24 pushl %edx movl eax Yeax

5 movl 12(%ebp) Jeax movl 9eax,~20(%ebp)
% add  $4.%eax add  $-12%esp

27 movl  (%eax)Yedx movl 12(%ebp),%eax
28 pushl %edx pushl %eax

9 call add cal atoi

0 add  $16%esp addl  $16%esp

3 movl %eax -4(%ebp) movl %eax,%eax

: movl eax,-24(%ebp)
49  leave movl  ~20(%ebp) Seax
0 = movl -24(%ebp) Yedx
: leal (96edx,%6eax),I6ecx
56 add: movl %ecx,-28(%ebp)
57 pushl %ebp movl -28(%ebp) Sedx
8 movl  %esp%ebp mov] Yedx deax

59 subl  $40%esp :

60 addl  $-8%esp 97 leave

61 movl  8(%ebp),%eax B et

62 pushl %eax :

(273 3) (Z2I3 2)of HEIY ojdga) RS

L0 strepy() atoi()
EE TS xNees
1 PC{ret addr) PC{ret addr)
©- | buft buft
K& 1 bii dummy
LT @ | Qummy | dummy
Dl “gummy dummy
@
add()
R
—16{%ebp) orintt{)
%ebp @ —-8(%ebp) Rt hs

Yy

av[2]{(bt2)
dummy

[0)
Oy 1 ® ] PC{rat addn) |, —8(%ebp) ret addr,
k220 1)l -12(%ebp) forrl..........|
®
®

main()
24 xjAus

-4(%ebp)

8(%ebp)
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Al2glo A COMPAQ C HHUHE A3 A4S 43
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&9 B@soo} g} Yoy EAY of g B
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A A&z g4 oM AFEA AT, $9- 14
A9 HALHES 5ol AHE F EAY o wi=a)
PEEA(2EE AHEE AMSRT T8 U5 Z2A
AT 64bit ©]7] W&o HYA2H L 289g EFF vry
HZo| 8 Hlo|E W92 o] Fo)ATH19).

PUELDERE

N E EES TAYEAHE AESHA ¥ 29
FANGssp) B2 ZAYL RG] WE) 24 F 2
9ol e push-pop AHESN %3, WEl Bug 24
3ol load - store & AHg- B},

o AQEF 49 gu % Y

Ay 999 §5 2 {2 WP AP H9A
% F48th. 84 main() ¥+ AP 49¢ 4
sto] 28 S FFAPPTHO ~ @), 648 EA TA F4

5$$22 78 ldqg $27strcpy

6 .ascii "%s+%s= %d\X00" ;
7 80 Ida  $sp,~48($sp)
: 81 stq $16,24($sp)
19 main: :
: & Ida  $16,16($sp)
28  Ida  $sp,-16($sp) :
29  stqg $26($sp) & stg  $26,($sp)
31  xor $163%16 90 sta $17,323sp)
stq %, 8($SD) R ldq $l7,24($sp)
93 jsr  $26(%27D
mov $17,89 :
B Idg $17.32($sp)
4 beq $16L%6 :
4 br L$8 100 Ilda $168($sp)
: _ 101 1dq $27strcpy
4 L36: 102 st $26,$20)
4 ldg $168($9) 104 g $1624($sp)
46 Idqg $17,16(39) .
47  bsr $BLE2 109 g $27atoi

: 110 jsr $26,(%27)
49 Ildq $27printf :

50 Idg $173($9) 112 ldg $16,32($sp)
51 1ldq $1816($9) :
52 Idg  $165%2$gp) 115 st $024($sp)

: 116 Ida  $ep4($gp)
54 mov $0$19 :

: 118 Ildg $27atoi
5 jsr $26,($27) 119 jsr  $26,($27)
60 L$& 121 1dl $1,24($sp)
61 Idg  $26,($sp) :

62 Idg $98($sp) 125 1dag  $26,($sp)
63 cr %0 :
64 Ida $sp16($sp) 129 addl $1,50,%0
6 ret ($26) :

. 131 1da  $sp48($sp)
71  add: 132 ret ($26)

76 L$2:

(=23 4) (2273 2)9 21t ojdEe| 3=

e ZF@—-0) E & AUtk add) oAM= 80w
A &FE FQ~OQ), A% AHA F 131004 ¢
A2 A7l ATHB — @).

main() ¥ AFHEE sume add)d EA g 7}
A e $0& AALEte 2"d @A Wskn, 83,
1004 E& add) ¥l AQEF bufl, buf2el st
T Qg Bosn Qi

o 299 A4 BT
main() &5 $95 AHRE7] Hdte 33 FollA $99

A @e 2ol oA Agadeit B A1 62

W ZolA Tl B9, 81, 08 22 4 add(7} $16,
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