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Application of Block Design for
an Efficient Conference Key Distribution System

Tae-Hoon Lee'- II-Yong Chung'"

ABSTRACT

A conference key distribution system is a scheme to generate a conference key, and then to distribute this key to only paticipants attending
at the conference in order to communicate with each other securely. In this paper, an efficient conference key distribution system is presented
by employing a symmetric balanced incomplete block design (SBIBD), one class of block designs. Through techniques for creating a conference
key and for performing authentication based on identification information, the communication protocol is designed. The protocol presented

minimizes the message complexity for generating a conference key. In a special class of SBIBD the message complexity is O ( vv), where

v is the number of participants. The security of the protocol, which is a significant factor in the construction of secure system, can be proved

as computationally difficult to calculate as factoring and discrete logarithms.

e
1. Introduction

A conference key distribution system (CKDS)[1] is a
scheme to generate a common secret key, called a conference
key, for two or more users. In this paper, we present an
efficient conference key distribution system. In this paper,
identity -based conference key distribution system (CKDS)
is presented, in which messages among users are authen—

ticated using each user’s identification information. To do
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authentication [2] is the most important of the security
services, because all other security services depend upon it.
It is the means of gaining confidence that people or things
are who or what they claim to be.

An important CKDS system considering authentication
was proposed by Shamir [3], where he utilizes ID-based
public key system. User’s public key contains user's name
and address. Shamir and Fiat [4] suggested an authentication
mechanism employing discrete logarithm. Okamoto [5] pro-
posed identity ~based key distribution system. Ingemarssory,
Tang and Wang [6] presented a CKDS on ring network. Ko-
yama and Ohta [7] proposed Identity-based CKDS (ICKDS)

on ring network, complete graph and star network. Shimbo
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and Kawamura (8] analyzed several CKDS's,

In case that ICKDS is performed on complete graph. In
order for all participants {users) to communicate mutually,
a conference key should be generated. We assume that each
user has his own key and a conference key is designed by
using these keys. One possible manner in which this gener-
ation may be carried out is by requiring each user to send
its own key to every other user. The relevant computation
may then be performed at every site. This method requires
vX (v-1) messages [6] (where v is the number of users in
the network) to be sent and one round of message exchange.
The conference key is computed as i Xr2X -+ Xry, where r;
is user i's secret key. However, as v increases, the message
overhead requires O(v?) and it causes the conference to be
delayed.

In this paper, we present efficient conference key
distribution svstem. To accomplish this, (v, k, A)-config-
uration method, one class of block designs [9], is.applied for
generating the conference key and then this key is distrib-
uted to participants. Through this technique for creating a
conference kev and mutual authentications performed based
on identification information, the communication protocol is
designed.

The protocol presented minimizes the message overhead
for generating a conference key. Especially, in case of 4-1,
the overhead is O ( vWv), but needs two rounds of message
exchange, where v is the number of participants. The securi-
ty of the mechanism, which is a significant problem in the
construction of secure system, can be proved as compu-
tationally difficult to calculate as factoring and discrete
logarithms.

This paper is organized as follows. In the next section,
we introduce a block design and state the theorems neces—
sary for our presentation. The communication protocol that
generates a conference key based on (v, k, 4} - configuration
and distributes all the users is discussed in Section 3. The
communication scheme considers the sites of distributed
systems as constituting the blocks in a block design. This

paper concludes with Section 4.

2. Block Design

In this paper, codewords are generated by employing a
block design among methods of generation of error - cor-

recting code. By a block design we mean a selection of the

subsets of a given set such that some prescribed conditions
are satisfied. In some designs, the elements in each of the
subsets are also to be ordered in a certain way. A balanced
incomplete block design (BIBD) is defined below.

Definition I : Let X = {x1, Xz, =, X} be a set of v objects.
A balanced incomplete block design of X is
a collection of b k-subsets of X (the
k-subsets denoted by By, B, -+, By) such

that the following conditions are satisfied :

1. Each object appears in exactly r of the b blocks.

2. Every two objects appears simultaneously in exactly
A of the b blocks.

3k <wv.

For example, if Bi={x1x2x3), Bz = {X4,X5xs}, Bs={x7,

xg,Xs), Ba={x1,x4,X7}, Bs={xa,x5%s}, Bs={x3x6X0}, Br=
{x1,X5,X0}, Be = {x2,%6,%7), Bo = {x3,%4,xs}, Bio = {X1,X6,xs}, Bu
= {X2,X4,X9}, B12 = (X3,x5,%7}, then X = {x1,X2,"" X0}, b=12, v
=9, r=4 k=3, A=1. Since a BIBD is characterized by the
five parameters b,v,;rk and 4, it is called a (bv,rk A) -
configuration. It is clear that all five of the parameters are
not independent. In other words, it is not true that there
exists a BIBD for any arbitrary set of these parameters.
However, there is no known sufficient condition on the
existence of a certain (b,v,r,k, A) - configuration. We shall
show some relations among the parameters that are neces-
sary conditions for the existence of a corresponding (b,v,rk,

A) = configuration. The proof is shown in [9].

Theorem 1 : In a balanced incomplete block design, bk =
vr, and r(k-1) = A (v-1).

Instead of a list of the k-subsets, a BIBD can be described
by the incidence matrix Q, which is a (b X v) matrix with
0’s and I's as entries. The rows and columns of the matrix
correspond to the blocks and the objects, respectively. The
entry in the ith row and the jth column of Q is al if the
block B; contains the object x; and is a 0 otherwise. The
incidence matrix of the BIBD in previous example is de-
scribed below.

In some case of a balanced incomplete block design, the
number of blocks is the same as that of objects. A special
class of BIBD is defined below.

Definition 2 . A balanced incomplete block design is said

to be a symmetric balanced incomplete bl-
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(Fig. 1) (12 x 9) incidence matrix

From the definition, arbitrary two blocks in a SBIDB con-
tains common /4 elements. It can be also represented as (v )k,
A )-configuration and satisfies conditions described in The-
orem 1. In case that Bi = {x1,X2,x4,X7,X11}, B2 = {x1,X2,%3,5,
%8}, Ba = {Xu,X3,X4,X6,X9}, B4 = {X3,%4,X5,%7,%10}, Bs = {x1,X5,Xs,
X8,X11}, Bs = {X5.X6,X7,X9,x1}, B7 = {X6,%7,X8,X10,X2}, Bs = {X7,Xs,
Xg,X11,X3}, Bo = 1X8,X0,X10,X1,X4}, Bro = {Xo,X10,x11,X2,%5}, Bi1 =
{x10,%11,%1,X3,X6}. Then it becomes (11,5,2)-configuration. A
BIBD can be easily derived from the corresponding SBIBD
through the intersection of two blocks (By,Bi) or the
difference of two blocks (B1,Bi).

Even if a symmetric balanced incomplete block design
exists only for certain values of v, normalized Hadamard
matrix is utilized for constructing this design of v = 4n-1.
Especially, the protocol requires only O ( vwWv) messages
based on finite projective planes, which leads to (k(k-1)+1,

k,1) - configuration [12].

3. The design of a conference key distribution system
based on symmetric balanced incomplete block design

3.1 Construction of a Conference Key

In order for v participants to communicate mutually, the
conference key should be created by utilizing their own keys.
The minimal message transmission overhead for this pro-
cess must be guaranteed. In this paper, the ionic property
of error—correcting code is applied and the minimal message
overhead requisite to generate this key is maintained. The
error-correcting coding method finds out a coset the code-
word belongs to, and takes the original value even if a
codeword has some errors that can be recoverable. We now
apply this concept to the decentralized routing algorithm.
Block i and object j correspond to participant i and key j,

respectively and the number of blocks is the same as that
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of participants.

For example, seven users take part in conference and each
has his own secret key. Each participant at conference
computes a conference key based on (7,4,2) - configuration.

(7x7) incidence matrix is now designed below.
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(Fig. 2) (7 x 7) incidence matrix

In order to generate a conference key, each receives some
keys from users chosen by employing the structure of this
matrix. In this paper, two steps are required to calculate the
key. User i receives key r; from user j in case of Q= 1.
We now describe this process from the viewpoint of user
1. First, user 1 receives keys rz, rs, r7 and then make ki
=reXraXry, Ke=nXreXrr, ku=rXrnXr, kp=nXrnXn,
where kj;j is the product of r.’s, a={1,2,4,7}-{j}. Simultane-
ously, other users do the same process. Next, user i receives
ki1 from user j, if Qi1 = 1. User 1 receives ko, ksi, kn from
users 2,5,7. Then the conference key K is calculated as ri° X
(ki1 Xk Xksp X kq1).

Theorem 2 : For user 1, the conference key based on (v k,

A}~ configuration is computed as below.

K=r! x (II &)
Q=1

Proof © According to the definition of (vk, A)-config-
uration, each row of (v x v) incidence matrix
consists olf k 1's, as does each column. In order
for all users to communicate mutually, the con-
ference key should be composed of these secret
keys 11, s, -, Iv. This key can be obtained by per-
forming the following two steps. On the first step,
user 1 receives (k-1) keys and computes k pro-
ducts, each of which is composed of (k-1) dis-
tinguished keys. On the second step, user i
receives (k-1) products consisting of (k-1) keys
again and collects kj. Then, the number of keys
containing in collected products is k(k-1). Ap-
plying k(k-1)=A(v-1) described in Theorem 1,
k(k-1) keys are composed of A 1j's except his own

secret key ri. Therefore, user 1 can obtain a confer-
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ence key by multiplying the product of (k°*-k) keys
by r.

The sequence of processes for calculating the conference

key based on (74,2)-configuration is shown (Fig. 3).

User ID Step 1 Step 2
Kit® pXraXry, Kig = XrgXr; N
1 N T ’ “X X ko X ki X ka)
ki = ni XmeXry, ki = XreXry 17X (kX ko e
ke = 1 X1 Xrs, Kot = reXraXrs, Y
2 - o 2" % (ki X K2 X Kep X ke
ks BXrsXr, ks = rmXryxr | (ke X ks X kep X k)
3 ka3 = 12 X1aX 16, Kat = T Xry X155, 2 (e X ks X Kis X k)
; k= XXy, ke =ryXryxrs | 7 A
4 kag = 13X 15X 17, Kas = 13 X1y X7, 2. (g X Ky X Ko X K
77 rXrs X1y, Ke= aXrsxry | 1 Xk % K
ks = raX 16 XT3, Ko = ra X15 %11 .
= ’ : ! 2
5 12 3 (R X Kos X kg X Kes)
ka1 14X 16 X135, Ket = 15X 15X 1) % (ks X e X Ko X e
kes = 12 X 15X 17, Kz = 12 X175 X 15, ;
2 " X e X K
6 ke T X 15 X 1o, Kes = 1o X xry | 16 < (Keo koo X keso X eae)
krr = ri Xr3Xrs, kn= 17Xy X, 2
7 kst X1 Xrs, ks = 11 X3 rs, | 77 X (kX ki X kar X ke

(Fig. 3) Two steps for designing a conference key based on
(7.4,2)-configuration

Theorem 3 The communication complexity of com-
puting a conference key based on (vk, A)-
configuration is O (vWv), if A=1.

Proof © According to Step 1 in (Fig. 3), each user i re-
ceives (k-1) keys to generate intermediate keys
ki, 3 € (Qy=1). Then the complexity is v X (k-1).
The process to compute a conference key in the
second step is the same as that of Stepl.
Therefore, the total communication complexity of
computing a conference key is O (vWv) in case
of A=1.

32 The design of a conference key distribution system
providing authentication service
Even a conference key is constructed, we can not guar-
antee whether the key received from other user is right,
which is needed for generating a conference key. To solve
this problem, we utilizes user’s identity information for au-
thentication. Then a system in the network performs the

following steps for creating a secret information.

@ A system chooses p,q and computes n = pXq, where
p,q are primes and approximately 100 digits each.
@ A relatively large integer e is selected so that e is
relatively prime to (p-1)X(q-1) and d is calculated

below

exd = 1 mod (p-1)X(g-1)

@ Obtain g, which belongs to GF(p) and GF(q).
@ Compute secret information S; by employing user i's

information IDi.
S = ID’

A system distributes e;,g,n and user i keeps d,,S; secret.
In order to authenticate user entity and to generate a con-
ference key, we define some notations. “1 — j : M” indicates
that user i transmits information M to user j. “1 : ” describes
that user i stays at his site and does something like verifi-
cation or computation. We now present the communication

protocol below.

Li—j:UD (X)), Y, 1)

~

C,x 7
mod n, Y;=S, x g™ mod n,

7,

X, =g

where C; =h(X; ,t;) and j € B;

User i belonging to block j creates two information Xi and
Y; for authentication, encrypts Xi with ¢ and send (ID;,
(X)), Y, ¢ to user j, where h is a hashing function all

the users take in common.

290 X, = (X)), D= Y! X,
where C;,=h(X, ,t;)

By employing a hashing function and information received

from user i, user j authenticates counterpart’s entity, if

ID,= Y? /X, then the claim is legitimate.

3- ] = P (ID/r(XJ'p)Eﬁv Yiﬂ- t}')
Xp=X, %X Xy X X, . where p; € B, — p

Gi>

Y,=S; x g " mod n, where C; = k(X .t;)

User j collects information transmitted from users

belonging to block j, computes Xj, and Y, and send

(ID;,(X;,)”,Y;, t;) to user p.

41 Xp= (X)), D= Y5 /X5
where C;,= h(X;, ,t;)

User p authenticates user j’s entity by using information
obtained from user j, if ID,= Y}, /X ,; authentication pro-

cess is succeeded.



Theorem 3 f IDi = Y /X ic“, then user j gains confi-
dence that information for generating a

conference key is transmitted from user 1.

Proof © Y IXS =(Sixg™ ) [ (77"
=S¢, if C, = C;,. Since S$i=ID?, (DY) is ID;

by Euler's Theorem.

In order to compute a conference key, user p utilizes his
own secret key and Xj,'s transmitted from the users in block
p. Since each secret key and e appear A times and A (v-1)
times in X;,’s, respectively. Then, user p calculates a

conference key below.

J
€ X 7y

K=(X;x Xjp =% Xjpoy) % &

3.3 Analysis of the proposed conference key distribution

system

The communication protocol based on (vk, 4 }- con-
figuration is now analyzed. Since the first and second
steps require v X (k-1) messages each, the complexity is
O (vXk) by Theorem 2. According to Theorem 1, k is
determined by the values of v and A. In case of A=1,
k becomes approximately Vv. So, the complexity is O
(vwWv).

Security of the protocol is now considered. In order to
reveal secret information S;, given e and n, d can not be
computed since no polynomial algorithm has been found for
solving factorization problem. The secret key ri should be
protected. Given Xi, to get ri is a difficult problem because
finding discrete logarithm is generally a hard problem. There-
fore, security of the communication protocol is computa-

tionally secure.

4. Conclusion

An efficient identity-based conference key distribution
system is developed for group communication service, on
which only participants in group communicate each other.
To accomplish this, (v,k, A )~ configuration method is ap-
plied for generating a conference key and then this key is
distributed to participants through authentication technique.
The communication protocol requires two rounds of
message exchange and O ( vWv) messages in case of A=1,

compared with O ) messages needed for one round of
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message exchange.

The security of the protocol is a significant problem in
the construction of secure system. In this paper, it can be
proved as computationally difficult to calculate as factoring

and discrete logarithms.
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