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High Speed Secure Session Technology for Web Server Cluster

Seung-Eui Jin'- Tae-1l Kim': Hyeong-Ho Lee'!

ABSTRACT

The Web~based e-commerce causes the exponential growth of the Internet users and makes the security on the Internet important. To
provide scalability for these increased bandwidth needs, it has been proposed that a pool of back-end Web servers are clustered and
load-balanced by a dispatcher. Guaranteeing the security on an open public network, such as the Internet, needs time-consuming handshake
protocol for authentication and encryption. Therefore, to avoid unnecessary bandwidth waste, the previously negotiated secure session should
be reused. However, in the server cluster environment, load balancing mechanism conflicts with the session reuse efficiency. In this paper, we
make close investigation into the TCP Splicing and content-aware dispatching technique and propose the method to improve the secure session
reuse efficiency in cluster-based Web server systems.

FIHE : @AM BIAE(Web Server cluster), EXIAH(E-commerce), JIAAHEY(Virtual Private Network), H9t ZZEF
(Security Protocol)
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compression niethod, cllent_random)

Server Hello
(protocol version, session 1D, ClpherSuite ,
comprassion method, server_random)
ServeriHelioDone

\ 4

Finished

v

Application Data

(b) zto] FEHZ A
(2 6) TLS #4032 Z2EF
aziy, AR AAEAE 94 AEETd A4S
E=RE7] 9% o]l RE HEY o HEHd= A
& ol B =844 ndte SoldE-NH HE
g 7zA ¢ My Z2EH M AYP AL A

B MH BHAE BZ0IMS HotMY 13} 7= 385

AHge REad e AL 5F Ao AaA e
Aoz A Hol, EY Y {FA4U(idle resource)o] UL
Az 78t YEYo EZFaA He FdFHQA 8o
ol7ld &= U gEA, g Ao Riagd A
A AAE o #8E ol F e WE 1YY
HEYS FoldES} AW & T4y HAFEE A3}
€ H43g F de =z gagFE AR
id2

52 TLS fi=Hola Z2EF It

712321 ojojtjol AollA 7]& ¥ TCP Splicing”l &%
2 2E JAAY f2dy rled 23} EFAL 7
Yolle AAE AT 71502 HAF=Ho] e A
MARE 27|38 Fo24 FANE Fatd & 0 7 A
vl dele Rae 4 dYE o|FL UAEEF = Ao
t}. ojd) HEof, Fr1Ho2 AHRARE x7]|3¢o2MN PFS
(Perfect Forward Securacy)[25]& #A1& 5 giAl €t

SYN

§l§§3 g

r 3

~afpagatal

(T8 7) MM AR E 23i0] HEHSE M TLS
#edola z2E2 E0|Y Clojof 2

Aotet: d=4ola ZT2EF MY AAHA E=
L2 (29 Dol YERUT. 2gdA BE AAYTCP A
YAE dAsn 2 folA olfoixE AAMHA dHolH
W ge TCP Splicing7'd¢ wEch BdAM Ao de
g A Aol 99 dlolejE TCP Splicinge® HFAHE 1%
o] ¥¢3(forwarding) A2E F#38A Hch olgA o
24 %o 293 N2¢g Z2HIE AYE T
89 fadgy Mulx AT §8E 4 gtk B =
oA Agshs ZREF QAL ZEoldES] do]
B wghd 8" AuE MFstn AYHE A= 7
Aol M) Ak F, (2¥ 7olH B message parser
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AA server finder2 olojAE A HH3r Adse
ofojtjoi ¢} o] Hr}.

FFe AAHY 558 & 2ok tauxs} Eato
AEZRH hello MAAE WoW message parserg E3
NA ZeteldEsE 2 ¥ HA AW RH(session ID)E F
23 Wk ol MAH AEA7L nulleld ¢AE W= o
3 #HFE& AAxL, EFY &€ AW 2 g Q92
st A vl Ho]E(server mapping table)& 3 AM%ch,
B eiedA Agd duzFAM FM4ARE F99 o
AU E AASA Gt ol fYe AN E AA
A & el M AW AMY FY2EYE MuE 3
d Yardol AR A¥Ae] EAsA Hr7 "ol
et B =8 AU GunFAd dedge A5
T UMY FRES tFoz AFse H4e Hea,
server finder7} policyE& H&3td o|FojA AZY 3
o AH & MdAste BA& Astdct o, 3-E3l= policy
of ¥ad¥ol nE ¢ JEE g, FAT e
< o AdA d9gEr 2 s olgA A Mulg
AAsan ¢ F, dasdxe MHEE EHol2: Y
BEg F3o ZTPoldESG ARE AW e FAHHY
AYRAE vhgo] Fo] X99E 58 149 doH A%
o

Ll

53 B8 Nt MuMY g

gL aeisly] std M vjg weolEg (o9
8)7 Zol TS 2 k. 2ol el Holge 7 g
o it AeolE s oS3 Al AW FEL
session IDEtE 58 Eo]EE 7HAn QlEd, FdoldE
s} £4 My ol Aol JAE u Ro® MM Az
E AR Aoz My w9 Hold& HAFE ddx
7t vt sever IP address®t server port numbere I Al
A HdAg D EFoldES AL AAE MY §
£ T A2 AAH PFAS TCP XEWNSE el
t}. timestamp ¥5& #F AHe] FrE AH9 daw
A ANzdel Al2g AzLE AR Aok B3, o] A%
oA X Aladl A7tE RE MM HEEr] HE
oA Z+ AW el B3 9% dxe Fujst "aglA
He F4ol Atk vlA % server state 3HE- HA 9 D
A Zg A2 AeiE veldEd, BUSYE &4 ¢
Zgo|dE T2 A2o] 93l HAHO AL AT
IDLES ##F4Hd 1&g HA8A €t

olg8A Aed My dY HolEE o8 HAels:
HHE g V1 dnEFE gk AH Adxiz b
ojJBE Ao U dFeo AR RE WA AMng

FHE AT, 5, BUSYRHE 712 Ad: BT $8
A AYSA . 2 dgd A A FRE Fo
timestamp7} 7H 22 %€ e - F 7 28 Al A}
SHAW - 234E F AdetE A& AN ol¥A F
L 2R, MY Z2AXE Y RId¥e fAT § UA
o tRol, J1EAIZ ojde B4E AMARE A8
T e T3 Holge Uge FrHoz AAgoer
A HolEe FEE dAHA FAH}L PFSE FEHoR
AEE 4 UA Brh

session ID serv’ 1er ISP se:"ver] port timestamp | server state
122458 | 125. 212. 73. 5 80 20002 IDLE
136267 | 125 212. 72. 9 80 20008 IDLE
122458 | 125. 212. 73. 4 80 20046 BUSY
261364 | 125 212. 73. 2 80 20068 IDLE

(28 8) AMbq ofE Ejo[E2 T4 of

dad A7t Ay AHE A% 2489 € 2gdold
b MY kel AR A9 HYL X7 fE ta
A2 RE EfFe] FFHE ddL AW I 1
293 712 TEE 39 FEY BFoE oYy
231 44 FEE F gledd) Agdr, g, B =
FoAA A 2o H AA AT T}
st F9 A9 getoldEd tigted FA4(trans-
parency)& RZ37] W go2 § My FgaH 7)
ghe] A A Y Aado] 8570 HFE Aoz 7
2 R30=1

it

6. dE o G AF UY

B =RdAE o E828 Ay @344 n49 TCP
AGRE A, 1 Yol HANAE ALAT ZHAA
€402 FAdE W dtd =9siyd ole
9 BehAe AL =89 MFAAR AFF v
o] JAEU oMol AR GASY Faoz sl §7
o & F2% 7IEAHY EAZ UFIA HU B =F
M= AMA AR Foie FaEye FASE F 71
A FE EFEA0Y] el A(trade-off) 2 #E WoE &
342 BAANA dASe F4 ddd FIegy. g2
B AW FE A(front end)old AXE dAsn
Mool H-3hEu A H(load distribution policy)e F33:=
tagAel 9 AuEe AAYRE BYSE HolBS

ok

o



SA8A gozH pud BHos RAFYS FAHY
A AR ANERE FYgEE ¢1aEe FEE ¢ 3
. ol Foz NEHoT FrE ARYAYE A%
28 NH2E %o YEY Ao ARHoE HEA
7 288 AHAAE AT Vo] el gy
ojar.

2 =2dAE fadA el EAsE A wF Heol
23 A4 £ AW Ao EAsE v FHAR
7} RE &7 484 gl A(consistent) FA157] #4% W
Wol Uiy =97} RE}AT oo Y@ ATE NEHO
2 8% dFolH, ol 7ste] o]F AHgaHmobile user)
E 9% W-TLS(Wireless-Transport Layer Security)[27]
T2EZE HYFEE AAGE gl tiE ATE I
sdtn 2.
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