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Design and Implementation of a Firewall System
for Blocking Viruses in the Network

Jun-Ho Choi'- Pan-Koo Kim'*

ABSTRACT

Many kinds of viruses have been occurring in the computer systems. These are able to destroy some critical data and even make the
computer system halt their function. Consequently, its damage was enormous. So we need a more efficient method that detects the computer
viruses, different from the existing one. Most of the existing method to cope with the viruses are to use anti-virus program that probes malicious
code patterns and get rid of them from the infected file. This kind of program is usually launched on the Microsoft Windows system for users.
And also, for the reason that anti-virus program in the Unix-like operating system scans the malicious code patterns into the infected files after
storing them firstly in their file system, it seems that this can not actively deal with virus spreading. In this paper, we have designed and
implemented a firewall system that diagnoses the incoming files through the network in real-time and then reports the results by the HTML
file on the Web. This system can detect the incoming data over the network keeping the existing firewall security policies and function. As
a result of experiment, we found that our proposed system has the 8% of processing time overhead when adding virus probing module to the
established firewall system.
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Thu 11 16:37:59 20061 stop  208.257 103.281  unauth MEM.ENE HLLP.560% 8
Thaa 13 16:3750 2001 Stop  203.207.103.08T  unmAn EXE HULF. 58008
11 1813759 200t 203.297.103.247  unauth MSCDEX.EXE  HLLP.BOO2 B

Thu 11 23:34: 36 2001 stop  X03.247.163.241  unauth EXE HLLP 568028
Ths 11 239513 201 stop  203.257.103.241  unauth EXE HLLP 86008
Fri 12 06:33: 22 2001 StOp 21116941865 unaudn ELAT EE HLLP 50068
Fri 12 083350 2001 stop 21941265 unath  SC EXE  HLLP.BY02.B
Fri 12 06: 3362 2001 stop 2119881866 unath  SCANDSK2EXE  HLLP. .8
Fei 12 06: 2363 2001 stop 11865 unauth SORTEXE HLLP 5068
Fri 12 D833 53 2001 stop 211194 18.66  unasth START EXE HLLP 68026

Fri 12 08: 363 200 FOP 21104.1866  unath GBS GCE HLLP. 55028
Mor 15 1034156 2001 stop  203.237.103.24F  unsuth  CHKDSKEXE =~ MULF.5Q00.8
MO 15 1045 2001 stop 200787103241 unauth SCANMDISK EXE  MLLP.S602.8

(i _E

(38 9) EXIE vjojgis S8o| Yo 2|XE

4.3.2 3% 37}

THE Az oid % Hrie vEYSZE FH A
e gdd dg elelel2 gA&H wlolex €3 B
' B A AA Py Azee] WEAR $H AT

W ADELS FHsq \
(B 3 joj2i~ A A
No. Time Local File Virus
1 [MON 15 13 :34: 56 2001 | 208.237.110.75| mem.exe |HLPP.5062.B
2 [MON 15 13:35:02 2001 |203.237.110.75| editexe |HLPP.5062.B
3 |MON 15 13 :35:03 2001 [ 203.237.110.75 | edit2exe |HLPP.5062.B
9 |MON 15 13:35:15 2001 1 208.237.110.75| fcexe | HLPP.5062.B
10 | MON 15 13:35:16 2001 {203.237.110.75| mem.exe | HLPP.5062.B
11 [MON 15 13 :35: 16 2001 |203.237.110.75| labelexe |{HLPP.5062.B
12 {MON 15 13 :35: 17 2001 |203.237.110.75 | move.exe | HLPP.5062.B
25 |MON 15 13 : 35 : 24 2001 | 203.237.110.75 | mscdex.exe | HLPP.5062.B
26 |MON 15 13 :35: 25 2001 | 203.237.110.75 | fdiskexe | HLPP.5062.B
47 |MON 15 13:35:30 2001|203.237.110.75| findexe |HLPP5062.B
48 | MON 15 13 :35: 31 2001 | 203.237.110.75 | chkdskexe | HLPP.5062.B
55 |MON 15 13 :35: 37 2001 | 203.237.110.75| attribexe | HLPP.5062.B
66 | MON 15 13 : 35: 40 2001 | 203.237.110.75 | move.exe | HLPP.5062.B
66 { MON 15 13:35:40 2001{203.237.110.75| sortexe |HLPP5062.B
77 |MON 15 13 : 35 : 43 2001 | 203.237.110.75| substexe |HLPP.5062.B
76 |MON 15 13 :35: 44 2001 | 203.237.110.75| start.exe |HLPP5062B
97 | MON 15 13 :35: 53 2001 | 203.237.110.75 | xcopy32.exe | HLPP.5062.8
98 | MON 15 13:35:54 2001 | 203.237.110.75 | debug.exe | HLPP.5062.B
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