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The Decision Method of A Threshold
in Sequence-based Anomaly Detection Sensor

Yong-Min Kim'- Min-Soo Kim'" - Hong~-Gun Kim''"- Bong-Nam Noh''!!

ABSTRACT

In this paper, we implement sequence-based anomaly detection sensor using SOM and HMM, and analyze what is important information
in system call and how a threshold is decided. The new filtering and reduction rules of SOM reduces the input size of HMM. This gives
real-time processing to HMM~based anomaly detection sensor. Also, we introduced an anomaly count into the sensor. Due to lessened sensibility,
a user easily understand easily the detection information and false-positive was decreased. And the active coordination of the threshold value
makes the detection sensor adapt according to the system condition.
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Agte Al2" 3% #4F HMM(Hidden Markov Model)
[10] ¢n2E<L ol &3t FAANE Aadh. HMMS &

F& T ALRA ol i dd NHE2E 2D FY
ol WEAGOZN AL P9 FAEE HAE £ 9l
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= Y SEAE L ARM U2 32 FE AHEES 8
AUtk B =FAA AHS Y W2 A2d TEd FEF 74
£ A& T, 1719 22 PPeE HMM Z9o] & 83
71 9% AL 2719 dolHE A7l s SOM(Self-
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A2 F@3 oWE ¢4 § F Yebdd. 33L& SoM9
F B4 & o83ty dolH ¥& Folil HMME o] 43}

AE ZEF w2 AGBH VA28 AAY £ Q)
o E3, SOM £¢o.2 Qs HMMS AMHE &
A At} @42 SOMI HMM9) ol Attlg Aegow
# oHIES] EAo] F3HE 4 Qlth EF, At o] Wolx|
o byl B AAH oz (1714 = A7 A
A7} o} R ol A] ko false-positivert A LiebT)

e, B =2 HMME o/ 8 T2E 8|34
A FAAAE FEsEE oid HFFAE A8 dA A
9] Ao mi} false-positiveE Fo| 1, HAIZFAIE dhed
g, AHEAE 85 M Z FF A res ZeEe 4y
& dA7etnA d) a2z, SOMY o8 ok HMMOo
g% GAg A4 mdo] A s EAEE A4,
o 7] A ALEEIE dAghel Belet diojg e QuE A&
Ao|t},
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2. HEHYY X A2H

Aol AFE/F ALR3HE Ao FAA, vgA, 7HE
A& Adshs dd9] FPE J{E T2 = g
Ao AFEH A2de B AL B P&
gt olg e A FNE dvidd Sokstn on PYPE
thekstE 3 gl

A GA Aladold Al 2w v AANA ALE, 2.8, ¢
£ 5 g A AYo[t}H2 3,8 olHE Alade v
AFHY == EYaz 949 93 AFEHE g5
AAGA A2RE 2718, AaY ol g, YEHA B3}
(traffic) 7159 Ao 2RE] ALz} 9o ) HRE B
Moz Fyd.

A A 2de BEE A4 F /X wyoes 439
ok s At g EHAH ALSS HAIsE Rola
e sue EEY AFEA ] 9% e gol} FEE Lo}

¥ Aelt6]

21 28 ¥

@ $(misuse) HYOI& A2golt $ T2 1G9 oy
2 Fael 29 WYY & Q= ¥ 9L 34 IdE
BHHY, 13]. A8 £H, W LMERLS FAG BFR
AL AHsE Aulz AL FHo] 28 HYel HEHQ
Atedn B+ gt

28 BAE AUA FA) e Aele s ARH
AL A2gol skl A B9l A ol At
dos 2 998 ddoldn wyBh 3 deia HY
He g o §T. oleie A Faolol it Autalent
Ay zzel i e e g duste] A48T e,
o§ gAE F4 /1 BY A Wel 7+ ol A8
o o] WHE $F AT 28 1Y BA PHo

2 Z A% #E(conditional probability), A&7 Al A", A
g Ho] B4 FAEZI(keystroke) BF, 2o 24 A
g A, We WA Fo| 18l

22 vjdaEel &g

H AL Aol HFE AL v AAH Pt A
£ 2A Agle w1, 9, 13]. AE W, AFE FA
o] Ag]& FAl HE Alole] FE7F B9 2% W& S
AR HeE A9E B o4 Qdth F, 9ubEQ 39 deer
FH Hoidg gAse ol e A Pyt of
Yzt ¢ AA G2 A PHE EXE 5 ke FHol
olt}, 281, false positive’} EolA]= ©& o] ok v AA
P9 FA PHoE TAANA Wy, 54 F&, wANHA
g9 SALYH AF, dF 7Hed dE B4, A4 Yneu-
ral networks), Hlo|Ejute]d F-o] AMR-ETH12] 9 gL of
w3k Bl A E A S =Lke] wel EREE ®
BAH R o4 AYE A BHE Zolq AY FA}
gttt o] el Al 7H ol AHE AW U FAH wye
2 AAY FPAHA AgedA JYE @A) i za
o o] BE&FE A A A F vk 2 99
e g 4oy s E ALt ol AslE ©A
g F dtks JheAE Hole 9ot glg ¥ 4o
AHEEdlE BE FAAE HAT Ao EF 7 Ue
SPH0E A | RTE Zh7e] RS nedly] Y8 A
Z Agsle AMR3E o] dadHor BE oY E AFTY
T gith

AME A 2dol A v dete AL A g
S8 Atol9] BE g gelolth AN YY BA Alx2ge 7
T+ Ao s FYPAQA AHEE 7IE0E s AAHe
88 V|ZoR 31 YE ALE UoH18)

3. =M7|E B LYY BXWY

2 =RdqM e gAY dFd &A7 gRE 3
ok dA FEY A A" Solaris 2.4 - 2704 AL
UEE o glvh A7 A3 718 AR2 = AdoA A
THFE A9 2% 2 FH(Solariso| | BSM)E A&
gk whoF W#o] FFEdA FAFYHE, 2 HHd
g AR7 Qe AReA AHEAV 2 Y& A8
T A5l vgdelagtn Badte dde] G olHE
A i, 2E 7|0 A 94X F2 ALY 358 A
£33 Sl

B =EdME AR A S du AAAE /)
o2 37 gio, £HE F EHE & & HMMS A48
712 stglch a9, 718 23 dolgrt AlaY 3&olma
dA Al @& g7t EAEA Fof k. dthy HMM
P E HHog ujPstes APAE F7) gEd e
A4 date] o] Fojzict Bulg A2y 5F JHE BT &



3= AL AN GAE YA TED g, B =8
oA HMM 93 dolE& §A4aA e AA oAz
(28 D& B =794 A A48 gA4dM9 3
A AR 5L B ¢ It HMM 3¢ 2 8§48 $337)
Ao BSM %<3} SOM & 2 $94¢ AAA €. BSM
2 9%(reduction) EE| A+ Solaris BSM 22& BEF
e 35 YA e deolHE TET, SOM £ E
AE BSM %o A#g 14 37]9 dolg g d@dn.

(38 1) HMME 0|88 HIZNYS BXUAM FXE

3.1 BSM &t

Solaris BSM& °|§& HAz 7|¥& BSML2FE 44
¥ BE ¥ BN BUaE ARE AAL 434
ARE Fodte of 20| AYGA A A8 5 xS @
. ol AR £AAQN ARE dF BAREAA AHEHE
Aoz FaArst AAHAY ZRE S FAEY A
g xYs Hug EXd FLY dFe A & AT

3.1.1 AR <

dlolg] 2o REL 3AE 7|4 AYHRE 93 BSM
audit Hlo|EH2HE FLARE 35331 3&¥ FHEY 2
1€ TG ALSHY AR o8 £t} olzd AR
& giFolng HMME o £33 A48 2dgd o&
g 4 UEE 1A E e U3y ARE wgdth F
o2 BSM9 audit HoJEl7L AHEEH ol d Yo
nA27Y dFEge] 2HEk (2§ 2)91A4E BSM audit 2
28 Yoz Y& o, BSM °Kreduction) HAdl 23
AR Hehel measuredto]l Yot A& BoFa ot

M
x
N
e
o
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02
A
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BSM reduction

(222! 2) BSM reduction

olg g FAIZ|Eo] /A EANE AN wg g2
A ut A7) 2e] ofo] Wujsiths Holth RE o[HES] tis
e g S 3Fx 4 W Mbyteoldd] AAEE
A gtk ol EAE AxdnAe] A R A
Aoz o AxE A 4 YA AAL A8 Aok
& AR vHRE UFE Puis Folth uebA o g
A7) 2ol o F HolHE &3t 948 Fart Yok

AAE A Had ARE FE37] 98 &9 A2
dHE A2 3%, BY M2, CPU AHEAIRE T/0 AT
o] 53 AHE measwred FET ) olfH AR
E T oy e Wy oz AlgH vl wet FRe] 277t
Z2HolzoF et AAY ] AHe FHEA o] mea-
sureE 0] 7t & el A% sparse matrix FHE B
ol Al 51 measureEol AHEEE g8 MY Wk HE
g olgstd AR AVE Y F ATHITL

BSM #7180 58 5 e FEE AT 32 7}
53 RE ABE T2 AHEEA ¥ 2ad TS &
slob gtk 7|4 Bed FEFL A FRo) oA &
AN #EEHE 39 AR B 5 vk B2 49 AE
E F&dlo] AP0 22 AN a7EHY HE 49
AR FE2H09W @& AsE 24T & Aok FAA
g2 €4 measureE S M¥HoE F&33 ol& £
Hog gxld AMEsHs Aol dstA<l Whiolth. BSMAAL]
2o 328 AR S A2d 3F FHE Hdde
ok dlo|HE Z& Av|e] AR WA= Fo%o] Ytk

3.1.2 "ejddl| A% FoF
AL 718 i@ HlEse FoE wE Fof Yol

(B 1) MUE A[AHSE S2(Solaris Al2H)

o

[y']

-

event

event

event

;’g‘ event name ‘;;g" event name no. event name no. event name no. event name
1 exit(2) 22 readlink(2) 48 utimes(2) 111 core dumped 239 sysinfo(2)
2 fark(2) 23 execvel?2) 51 setrlimit(2) 183 socket(2) 6147 cron-invoke
4 creat(2) 25 vfork(2) 6 open(2)-w 184 sendto(2) 6151 inetd
5 link(2) 32 cormnect(2) 7l open(2)-wc 185 pipe(2) 6152 login-local
6 unlink(2) 3 accept(2) 78 open(2)-wt 191 recvirom(2} 6154 login—telnet
8 chdir(2) A bind(2) 79 open(2)-wct 200 old setuid(2) 6155 login-rlogin
10 chiod(2) H setsockopt(2) 80 open(2)-Tw 203 old nice(2) 6158 rsh access
11 chown(2) 4 rename{2) 81 open(2)-Twc 26 old setgid(2) 6159 su
15 kill(2) 46 shutdown(2) 82 open(2)-Twt 214 setegid(2) 6162 rexecd
21 symlink(2) 47 mkdir(2) 83 open(2)-rwct 215 seteuid(2) 6165 ftp access
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Solaris®] 4% 0~655359) A2gEE 495 P Ax
g 522 50099720, 4AZ AF AHEEHE Al2E 558
100937 Fxolct orlefq Ml# A28 TFL& 1009970
N2REZAA A4 33 AhejM FadA q7e A=Y
35S AYEa oy TR A2 M FEHOR Hole
Aad 528 AAS e PHE AT <X DolAME
olgA HMud 509 A2® 5&E BHAFTh

3.1.3 & 3712 A 9%

R ALEEE measureES AYGA Alage]
ute} 2ol UGA AlxgelA Aol Ao & FFAH<
measure5-& A U Rk FAF 71HE AHESE Al
2gdME G FE fRE Aol FAE Aon, HMMo]
U AA%E A ASE gX o 983 HA9 measure
TS AMEEHRE Aol o 283Y F UH15). ofdlE 7€
Azl go] ALEEY HA Y HHAAM F23 mea-
sureE 24 BSMoAA #& 7Fs3 measured HAFI Yk

e A ~¥ 3% 7Y : systemcall number, return value, re-
turn status
o T2 M~ F¥ : process ID, exit value, exit status
e 119 AN A 7 : file name, path, file system ID, file
permission
o] g measure| gt Hlo| &g HA i AHEHE #hE
Hol89 HAZ wjPA 7 HAEHA measured] A7E &
A F Utk <BE DA E A2doA F8% AU A=
o tigt HolE&g& HoFa gt} ofe 3t w3y HojEe] A
Quke Al Ag3lnz HolElY A& FY 4 Ut
E =2dM¥ Zt measured) W3 AE &9 (entropy)E

(2> 32 nely =0 g golg

F8AR A |
/.dt /hotjava Xauthority Xdefaults
/.ssh2 /devices .bash_history .bash_logout
fetc/erond  /etc/default bash_profile ~ bashrc
Jetc/inet sete/init.d cshrc desksetdefaults
/etc/mail sete/rc0.d Adtprofile forward
Jete/rcld Jete/re2.d .group.lock htaccess
Jetc/rc3d Jete/reS.d htpasswd kshre
Jetc/security  /etc/ssh2 lgmsg login
/opt /proc Jogout mailre
/shin /tmp .mailcap .mnttab.lock
/ust/4lib /ust/bin mysgl_history  .profile
Jusr/etc /usr/kernel .pwd.lock rhosts
/ust/lib /usr/local _sh_history Makefile
/usr/openwin  /ust/proc core dfstab
/usr/sbin /usr/share group hosts ‘
/Jusr/snadm Jusr/uch hosts.a]]ow _hosts.eqmv
/usr/ucblib Jusr/var imapd.conf index.html
/var/adm /var/audit inetd.conf inittab
/var/crash /var/cron license log mbox
Jvar/dt /var/imap mnitab nfssec.conf
/var/log /var/lp/logs passwd power.conf
/var/mail /var/preserve | printers.conf resolv.conf
/var/sadm /var/snmp rmmount.conf  shadow
/var/spool /var/statmon syslog.conf vistab
/var/tmp /vol/rmt vold.conf wtmp

A dEZdE HolBHE ##(classification)® o, o
F¥ BER UsoAE & A& EA2 dud ¥xa2 ¢
oA AL e 7. dEA, FL measurer HER
¥7t 2A vehds Aold16l].

32 SOMZ 0|83} cizf &of

AN E AYE A7 H3A o8 AREUE 5
&3 Hed 328 hAF dolHE BAFQ Wy o
3 AHeEHolE & AT HMM# & ngdole] Alaa
€ 98 ® 3t PHdAe 34 5 fds @47 stk &,
A7 ot HMM# 2& o] AFATHA el o3
A4PHE 23] M 338 b ARE AR
f FEE APY Fart gled ot gAY AR: B4
A 7ol e o]go] FbsatARt nAArlY AU HHE
83 e WYd e AHEE £ fl7] wiol 1T

F44A-L 3pAR Yol $4 A7 HA AL
£5E measure5 9] #tel BHE AFsn o]y HBE
ol &3t R A& HAWEHAT F, SOME d¥oz A}
£38to SOM9| 7t5X g ggAAt ojdFd #Ao EUd
SOMe| 2t £¥-& o] &35t HMME] 3434 =dd 3
Ho] AT

olg] g SOMY 713 453 HMMS o 3 439 B
93 Qo] FuUdE AA AY AL 8 AEE F UE
o A4 AYeA Adle= HAFE measureES] #%& ol &3}
of A8E9 AVIE U435 SOME 38t QY A7
HEHFES AT olfd dEFEL $A% 2 0]
NfAg2 2EE0id HMMY JAY#A 9o A4t

gxtd ARE dAY ARz Hgsy] deMe E449
o] AMLEH R of7lM= e " ue) 2] 23 skst
o] o]zl 4o EHLE FHHTE SOME o] &3t v
HZA} ¥45 (unsupervised leaming) A7 49l SOME tialgd
24 E & Euclidean distancest #& FALE 24L& 53 =}
7lzAgeta 4 gl 7P ke e R ¥En.

3.2.1 SOM(5]

SOM-& Kohonen©|] A3 feature map .2 713 @o] &
HA AFAT AT gdneE F shteld F2 ALESe
d9e 99 dolgE 2828} AY P T &A%
(spatial ordering)elt}. (1@ 3y A& SOME dut N4 %
Ay 3AFoE T4 + Atk 2 measure gE HHIFH}E
98 A&(input layer), YZ T el FHFRE £ &9 4
Z(output layer), 28}t 7}5 g(weight value)ell whe}h grol
z2AR9e £ARA A%(hidden layer) 2.2 Weth U &
el ¢} measure ko] YHHW £AZ AFAA 2 measurest
7}53& AAEa] feature mape WA BTL o] 2 ¥ feature
map $AA 714 22 g& EH3E FHE SOM %ol
o] ol A},



Input layer
(measure value)

Output layer
arg min(feature map)

Sir = Svmlwy; ~ %)

g ‘ Fou = Sumiwan - x4)

' }c::)arsmin(ﬁ,)

"E m X m metrix (“'a)

(22l 3) SOM layer

SOMel A Abgste dolElE 48 dolg e 7H5gtel
SOMS A7l N XM X LE F#@s+d, N3 M2 715¢
of g ol WA, N3t M FHAN AL g
7% @ Le 99 3712 Ao gg Wzels 4 A
Ax9 WBOZIE Bheh 2700] 7153 wi Nx M X L2
981 JAge A9 g x[L2 Hhd n B
o2 AAWAM AR 2RI o7 E AYRE 0
~49 Alo)9) o2 AT T AEE 2RFnz x[72
Mes ot 7 Axe) ou)e ofzsh 2rh{19]

x [0] = system call number,
x [1] = file system number,
x [2] = return value,

% [3] = system status,

x [4] = argument length,

x [5] = file permission,

x [6] = filename and path,
x [7] = directory path

3.2.2 SOM 8ty ¢xald

SOM& o] &3t HolHE F93t7] H3fAE BSMeg
Be 229 A9 278 Asiste] SOME Y og A}
£33t SOMS o3¢ dARE & £/AW] AHME &
&3Ao] dastd. SOMY AL AdFET 7t
g z7)%3tn 0] HEY dr7ix| Y volHY #
A Aoz tEge] AAHEE /FANE AAEE BHE
JHog B 5 gk

gutdel SOMe| sy dmEEFe o #rh

@ weight vector(W)9] 2713H(n=10)
weight vector W o}2s} go| 2349 wjda 7A€t
W, = {wij, waj, *, Waj}
@ input vector (X)& 7142t}
X = {x(1),x(2), -, x(m}
@ FAIEE vt
$At2E feature mapol] A 7ggrh

Lo
Fmap ; = g{:} [x(t) — wy(2)],

L : input size

FM7IE HIF AR BA WA AKX 28 g 511

@ feature map®| 71 L W] 4 A ¢} j & 7}
iand j = arg min (Fmap ;)

® weight vectord] i, j A ol ¥ FHAE F3ct
dw;(8) = 9;(t) - (x(t) — wy())
dq71eA p & gEES 9 Erth

® weight vector?] & Aol
wi(t)=wy;{#) + dw; ()

@ 49 dvol" FuF @oiH @7A wHE i

33 HVWM Bg 2

AFYPAE 2APsE A2 AR A AR AR
£ HMM®] Baum-Welch A544& AL&8iA T3
HMMe| 8oz Axad o) dei=n 94 At
o] =42 AAYY dlojHow &2 #F 2dzte] HMM
g 245 Aot (21 4)E olHTd AR B
2L g HMME ol &3 A4S BoEr

SOM &2 5,(0<5,$M-1) HMM model (M X N metrix)
Sequence s, = arg min( f,j )

e 0
eRe @
= MPTER] o S48AT score

(0 < score < 1.0)

ehw =

(2 4) HMM 2

3.3.1 HMM A9

HMME g404e A8 #2 AMgEf e AdgAd e
A4 & ok HMME 4434 A4Ede 4 +
@A A4 Afdxd JANT FEHoE A5 T YT
FEAQ A2, AR PAAL2E 220l #
£ £l dtute] Al N 9 7HAe BdE
M 5 Atk T2 AL AHLE ARHoE YT
= Rdg A4se A AdAaE & Y5 EE 2YE
3k Aol

HMME 2" g @& Ad29 Ho|, Felg, &
9 Stgo] o3l AT Ao|BE, AZYE, 2VIVHEE
2 7ol €tk Ho|HEL & AHelA TSR BT
252 vehle, 3538 ¢ A4 £ HEc] BF
4 8¢ Jepdh 27 A 2EE AS AT e
A A& #Ee vebdch HMMS ofefist Zo] 251,
2d A& gl o8 2YHe BFEE Y] (A, B, 1)
2 uehiirH4, 11,17, 191

o T:BF NU29) o) (AA clock timed] F°)
o N:Ed9o] e 4
o M:#E HEY &
® Q={q,qz v BH
e O={o1, 00, 0m) : 7V T TF HE oI
® A= {a;},
a;="Pr(gj at t+1|q att)
D Ae de] BERY
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® B= {b;(k)}
bi(k) = Pr(o,att| q;att)
HF AE GEEX

o r={rx;), r,=Pr(g; att=1)
1&27) AE X

HMME o8 714 ge2 F4€ 4 St Ergodic 29
< & Aol g dez vz g8 o AN s
FHE Eolg FEo| TYT FHo|t}. Left-right el 2}
7] AEolA 272 HEoL AL o] F AR ] Holuhg 3
g3k Pejolth, YubH o left-right FEle] HMMo] Al
Toly &A% ARE & FEIIT LA Ut (29 5)
oM HMM Rde] Heg 2=z BoFu gt} o)A
& gFyoF vy oLy o}

e ¥F ergodic 29

25 ap an AQy
A= |8 Gx an ay
a3 ax ay ay
aq Qg a4 Ay

o left-right 29 (Bakis £49)

ay ap a3 0

=10 an an ay
A 0 0 33 Ay
0 0 0 ay

(b) Left-to-right model

. (Bakis model)
(a) Ergodic model

(22 5) HMM model &El

2 =RdAE 571 B 25 v @A &
gt} Bkt 28, left-right 249 3¢ AHEAHE ALY
A Al 2ol @ g 237} vied A YEUA, A B
g we] 2ol A Ueth mebd, B Aol da
L ergodic £EE AHEA7IE U 94719 A
HEE] A3 SOMAIA dejdst 43448 AAA €

3.3.2 HMM model

HMM Rde (28 6)AMHE 4712 AAE F3A g
9 ggo] o] FojAr}. ) Al 2(behavior sequence)’t
o} ¢ 9 forward procedure®} backward procedure® &A1
Pr(012) && Fauztt} o34 Aidd g 7vtezm
Baum_Welch ¢ n8]&o)A AF7tol Bas & Adtsrt
o2 H7t e HMM 29 & F4std A&t o9
2L gy oY oy uE ¢dsY o ARE A
¥ HMM 29 AN B4 o] 48t

Compute P(O[2)
(3% 6) Zude 2y 2§ X AUz

HMM 2ddME dukd o forward procedureol]A] A}
AEE #ozA 1Y 8E wdsiA g0 de 93
Ho2E Viterbi dxnelFol AUk gurdoz HMMS #
AL Pr(O 1) 7M.z o] FoAtt

ol Mg HMME 242 348 o g A 7HA
F8 EA7E AlviErt

(1) 2235

Pr(O1A)E HUZ 7] 98 24 sgIWE 1= (4, B,
)& 9A 2AHE AYIY FAlolt) o] 4 Rdg
Z BEI}EE HVIME &FA7]= Aol

Forward-backward procedured] M+ forward ®<¢l o
9} backward ¥4 88 AHE-EIA JEAA2TT HF 2
2RH Ugs &% Pr(0|1)F A4l Forward B35
as Nt FEFA ANE2 01,0 0,00 5 B3 AH g
d A& FEolth

a; (i) = Pr(og, 02,04 i = g,R)

o] oo M2W o7 (i) YYANEL 09 ZE HJEES
cAol BA M oA HELEIT i FES YEPD
toar(i)8 2ZE " id d3f 23dE Pr(ol)E T
& # .

Backward ®4= 8& Folx A7k ¢ol] FETE Adx
0w, Ong, o7 & B AH ¢ o A& FEE vy
forward ®4* o ¢ §7 QJ8¥AIE2I G RE25EH Ug
£ §E& Pr(0|A)8 A4g). Backward procedured] AR8
He ¥ 89 AL foward W] Adat A4 2o
ofsjA & 4 gk

(2 NEx/2d g7}

F AH BAE oA #F AE2 0= (01,02, 01 7}
2d i=(A,B, )9 FoAAH ERH22 Pr(0O | 1)& +
87] $l8) oj|d WEL A AL ol o] HMM2
2 RdE 75 $2 F 3qE AP} 7 B2 o)
A BES Aste Aoz A4 £ gt o8 T
FazRE Y49 AdE27F dohd HMM2. 2 g &3
Hoz RYYP=XE Hristeds A48T & Uk

AAge mdge A Gl AR HA4AA A
2& 7|¥ro 2 HMMS #elr|E & ZAse fA otk HMM



o Bavg 2L FojA ANB2 07 A% 2 123
Uste &89 Pr(0|A)3ke] A7t HEE A= (4, B, 1)
g 248t} ol& A HNA wEe LA YA
gu wEHor 1§ ZA%: WY Baum-Welchd
AxRA o] ek,

Baum-Welch A& ANAE 5 79 W57} 2712 A}
ST £,6, ), AT tol AH gl gThE, A e+ 1
o el giol & HEZ AoHn Ws o9t BE ALE3
o 7% 44k 9, ()= AT ¢ o Helgi ol UE FEo)
W A4 WE g% ST ARSI TE ¢ Aok

e Nz e o WE 22 e Asd sube Ada
A Zz AE oM j2 AE Augks dd ol 9g 7
Ugte 78 5 A 99 gol FHAE T 40 93
A ED A =(a,b,1)E FE F Utk

7= A% (t=1)9 S; el & WUE = y (i)

71
— ol j2 Aol AYsSF Z_Jlé:(z,f)
a; = =

i Holg 3l

T-1
t‘gl 7:(4)

T-1
b, (k) = iAM kE ¥ IARE Z:l (i), = s
’ a jol d& Nu3

T-1
Z ref)
t=1

ARA OS2 BAF ARE 18 T8 F Pr(0|)S Pr
(014)8 vlugch 5 o] a}o|7} £(0.0000D) 8.tk 2w
S5 T dAHd sdgonz QARA AL £EFG

(3) HAZH+H

A A EAE Fox FRAALA W& HHe FHA
A2 Q=(q1,qz ", qr)E oA%A 49T AA7e] A
olth. HH9} ojnjE o7 7HAR AT F AR 7)A
E Pr(O 1At 307t H=2 3t A8 AL T

(4) Scaling

HMM St es SP889 d402 FH37| 4
Fol A4 FAol Bl wabA, gto] A&sAM AXNAY 2
oA A4t Wol 2AE o2 ¥ e XAE7 ARA
scaling #3&¢ ARl Scalinge FolA Ao G
F Ade 3S 89 2 10gE o2 Yastoq HEH
& oAl AXsA ok F, ol FAHY NAjo] wido] 7
zZt BEFE /M da 2 g §o] 1] Hojof T,
N7HS wjgel &8 Tt 2 Fog 7 ujd 848 UE
o o lE o ()N ()& FEE FAolth %A T
A2 Z,()E B 0,2 I

a i)

N
igla'(i)

—~ .

a, (i) =

SM7IE HIF A BX| MMl AKX A% 2 513

o] scaling® 1 AAEZ F712Y A& Y] o
ol A+ gte AL wigFsA Z3vh 2y, Had o
#& HMM stgo wtgsiof tee shute] 94y Algad
e grgo] 39 wrtdd forward T @, backward ¥
& B, 27|18 7 & scaling@rt.

34 ©WH 28

TEH e AYAY 2dE AR A AYE
9 A& wdde FAoln A7|Me FHL AL 9
& deAa o AL B9 dlolEon| 2HE A A}
&7 97t A4 9AA v FENAAE vehdt (2
H N ol¥ HrREY FF AUYLE HAET

BSM reduction E’e ight

Behavior sequence

I

forward procedure

or

Viterbi algorithm

HMM model
(32 7) HIEAHY DEDE S5 AL

B A8 BN E ov] FEH = FAENE HMM
of ALEAYAANE2LE YHOE Yol 7 FAAHAA &
A BA7 AAHAS FEE T FES File YL
2% forward-backward proceduret} Viterbi &1 a]&2 Al
£% £ Qlth 2 xddg 7 5L AYREY A
5ol viAYPAAA] BA L

Forward procedure® AAA F3AE e #22 Pr(0[4)
& 7% 4 Aok A7 F3 Bk scoreE of# S} 2ol
Askgr}

score = max " [a 7(i)]

Z, a7(i) BANAH 713 & FE& Adste ot

Viterbi ¢ 2% HMM EdolA Foj7 #& Adx
o dig HHe H2E = iyolth wabA, Fojl
APz dg Ao e g 78 5 Aot forward
procedure®} FALSIY A2 E FA5] A8 ¢AFE AE
S AT xpol7} bt

g2 AR forward procedure$} ¢Fzhe] Zo|7} JElN
t}, 27L& HMM Zdo] ti& &<5o] forward-backward
proceduredl] )& 8= 7] W&o, forward procedure®]
A7t o AEsAt
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4. At v £

41 7|18 A

dA SOMAA AH4HE 44E € F Ut £ =Fd4
= 174 23 A A abF@AARZ 55X (A 2E &
2 AR), 6x6x6(HY T AR), 5x5x8XN2¥ &
% H3d HE AH)e A7E ZEIMA SOME AHEE4Y
o a2ga g g2 028 AHE35th SOMA A AHgE= 4
FE HMM 7x9 3718 FdAsE 8i0lrh 5X5xX39
A9 5x5=250122 48 eje 27]7} 2571 ©rt. 18
a2, A E A J33 B A% 27171 o] grell wlslgct

HMMel A A5 & 445 HMM 729 2718 Yehd
t HMM 4+ vAAPAEE Bt Ad29] 4
o|7} itk o] gk (171014 o|v] Ag& AR 7% HAF 3%
& AAUc HMM 48 5 100]2 Ald 2 Fole 302
2 e, of gte H&se 44 gt gEkd F U

B =2 A HMM #REENA UYetuys Adatg B4
B Ay o4 & ol we Aiygro] AFse A7t
288 ¢ & A ol ©AAAMY Rz (sensibility)2t
' AYE HEstn 29ge]l REXA ¥rE WAL
FE A9stn 1003 HANYY BE o @& A3 ¢
g Aolt}, (29 8) HANYY FE HALHA YL &F
score ## A g (threshold) 0.291419] Al AW E, A
g 0314 HALYHEE BAF T It A7]4 score

& Aad 3% Ald2rt 1Ed vt S48 HEE
& 4= gtk utgle] vl AR FE AL oM e A
AH Ao] P& & 4 ik YAGol wod wgLY
9 #BAGl 4A Eom vow A EokAR ¥eth
olZ@A AREZ E94 false-positiveE £Y F UUTh
He dAge 2AHL g dASHE #4 7% HMM
o] &3 o] FojF=rtel whet kA 4+ AUk

["=#="5core ino anomaly countl ik anamaly vakie (thrashold = 0.2) i~ anomaly vatua (thieshold = 0.3} |

1
09
o8
Q7
0.8
0.5
0.4
03
0.2
01

0

anomaly value

1 5 9 13 17 21 % 2 33 3

system call sequence

(J8 8) BlZagslz &3 d3Hol)

42 SOM 7+ aHweight values)

SOM weighty= A28 &, HY A&, =9 587
B Axdd i 2tz vt WA A2" £& 8™
SOM weight #t-& (18 99} 2t} (27 PolA layers o
& 7} measureE HEHATE A28 5% FH SOMoIA layer

18 A|l2" 32 WFE layer 2F A|2¥ &2 Eg layer
3 A2d 3& Y Add 9§ G gn o Hytge
2 A" 3% W3d /Mg & 9L 4L o F

SOM (5X5X3 : 1) SOM (8X5X3 : 2)

SOM (5X5X3 : 3)

(212 9) SOM weight 2t (5x5x3)

By AN2" B8 SOM weight #&& (213 10)914 B F
1 9tk Layer 12 Al2% 5% ¥3 layer 2+ 582 94 o
E layer 3= F2 UHED o|F, layer 4= w7/ H do),
layer 5% T A2€ W3 layer 65 %Y ¥ 719 (permi-
ssion)& YERATE (¥ 10064 & 4 ARl 7Y A 2d
FHAA F8 B olFol} S Holx WaI A
vehta ok ol Re AAE 1 YdEey Y s
= 497 HolA & dolHo F83] wgd=A] 7] 9
Folt}, kA, B A28 #d SOMY gL BASE F
£ 84 N2d 38 W3, F8 YdEL, a3 3d9
371 (permission) ¥ & & & Uth

SOM [Bx6x6  2)

SOM (8x8x6 : 1)

50.00 50.00

40.00 40.00
30.00 30.00
20.00 20.00
10.00 10.00

0.00

0.00

SOM (6x6x6 - 3} SOM (6x6x6 : 4)

50.00 50.00

40.00 40.06

30.00 30.00
20.00 20.00

10.00 10.00

0.00 0.00

SOM {6x8x6 : 6)

SOM (Bx616 : 5)

50.00 50.00

40.00 40.0C

30.00 30.00

20.00 20.00

10.0C 10.00

.00 0.00

(228 10) SOM weight @t (6x6x6)



Ned 553 % A2UE 2 SOM weight @2
(2% 1DAA 5x59) 3349 EW ITHLE BoiFT Yk,
o714l Layer 12 A2d &% W3E Layer 2= A9 3&
Wt Layer 32 Al29 £2 8 A, Layer 4= /iR
4 70], Layer 5= 8 HY o] &, Layer 6= 34 JdEa)
ol &, Layer 7¢ % 8714, Layer 8& #Y A 29 WEE
Uehith d7)oA @ 4 gle AE A2 529 Y AA
dg 288 BANNE A27 52 U5 F8 UdET olg,
agn B Alad WE 2% 247 §2 € £ Aok

wetA, s dolEel e dEzNs e AR BYE
W A2" 33 W3, 20 UdEd o, #YAAY 93,
39 7k, A2d 5& Bage 5 4 Ao

SOM (8518 1 1) | SOM (8a5x8 - 2) |
i |
i

SOM (5x5x8 : 3) SOM (Bx48 - 4} :

o N T
SOM (55548 : 5) BOM {5x6x8  6)

50.00

400

30.00
20.00
10.00

0.00

SOM (8«8 - &)

SOM (5:5x8 : 7} ‘

(2% 11) SOM weight 2t (5x5x8)

4.3 HMM mode! Hi0{E

(28 120 & =2oA rootd] g HMM &Fe +3
g dn Y4 2dgE vebdth (38 1244 Hzel 2

#2 fgo] ¥ 2715 29 4% 4dAS oldARA 3§
g7 F2 AEe & F Atk 27] 7 994 AFE
e o e A2 $EL aut M E2EE YH
42 1 E Aoldth AeHelst HEo] ¥2FHOE o|FHT
A g9l A E Aelx, FEol FEFH2E )T
gord n Ao Ak A APAAE oA
#Ed M A& dAk(threshold)& Y3kl 28T 22 &
go] vty BAAYe & S/, o F HBYH

=M7E HIBAE? ©@X MM HAR 2E S 515
$ 7 A 3 ol FhetAl HE waming HAIAE B
WA =1, 28d ¥4 §e 352 S8 alert WAA
g 2uidl gk o8 @ v F4A FE HMME o] 83 |
AAYS A Bl WREE AYsde 847 Ao

T(N)

(32! 12) HMM model o (rootoll thet x &t A)

(1% 13014 = & =§A root]l e HMM d5&
FYF 47 Y49 2dge] BE Eo9Fn o (2¥ 13)
AN AA| Azo] NEFE 1 FFgo2 AP o] 5
s A oujgth of7]e B #EL2 Fej5 103 AA 5
250 tigt Wgolw, ofd Aejdq AA7 debd $ES
uigtt. ol Eof A 194 7H¢ $eol vebd AAE 4
Ao Aotk 27] ngkdl A&HE A JEH B YL =
oz 4 Adzel ug FEE AdstA Eot oA @
gl B4 deus AL 399 29 s ¥
oz FggtE e YristA "k

B (NxM) M=25

000000000 90000090000
005008 005 009, 00000
B M
9000000690 ‘0’0‘0’0‘0’0‘0:0:0:0: X
300000-000 0000 0009
0
o

100009000000000.", 000
0000000000000, 10
1000000000.:. 005004
;1 9000¢ 0005000080

(21 13) HMM model Gi(rootoll CHEH BEYE 2b)

44 Mol &Y

AR E A2 Fgolu FURA el wet 24E +
Qe golth. HMM #AdlA 3% & de dAAZ:
thresholds} B 71 et (29 8) M5 thre-
sholds} ¥l 489 & we} anomaly kol GEA Yebd
< B Aok gEbA, o] g fd s we AgApds
gE2A 43 & Avk 2, A2g FEd web 538k
e WMENZ + Aok 53, s HolH ¢ SEAE,
measureo] et AERIE FAH & glon AHgAd o
g Ad oz 1 BAE 8 £ A
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5d B

&2 =EdAME SOMI HMME o] 838t Alad 88 +
FAA A7 N AR "X gneFel ditd a7
sttt &AM 7] NALYY @A A A T8 HY
A 2 A2d 55 AHE AHEAEY P9 Aga uF
A9 E wEd A8 Z3 Ao 52 AR FAA gg
of & AEEZH} ¥& measure’t FAUA & & U3}

£ =R ME SOMol M2 BEY 733 2o F3&
A 43l HMM#] 98 2718 €94 & A4 ol d &
& HMM7)3 8] 3489 gx e AN HesEE B34
o =28, 039 et AdS =8t HMMe ¥
A g 9 EFAAA, AR gXAHE 4
A ol8)& 2 false—positived Eol= &7 AU 281,
TEH 2R threshold #H& 2AFA A 29 g wet &
A7 A & I E Yok ol AHNE w2
RERN 7}t BL A W49 measured] thale] HRAME
AFAste] 1o did gE E&E Foln AN BA B
e =Y + Uk
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