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An Improved Detection System
for the Network Vulnerability Scan Attacks

You II-Sun'- Cho Kyungsan''

ABSTRACT

In this paper, an improved detection system for the network vulnerability scan attacks is proposed. The proposed system improves the
methodology for detecting the network vuinerability scan attacks and provides a global detection and response capability that can counter attacks
occurring across an entire network enterprize. Through the simulation, we show that the proposed system can detect vulnerable port attacks,
coordinated attacks, slow scans and slow coordinated attacks. We also show our system can achieve more global and hierarchical response to
attacks through the correlation between server and agents than a stand-alone system can make.
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7:  if(IsTherelnSourceHostList(crtPacket) ;
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9:  srcHost = getHostFromSourceHostList(crntPacket) ;

10:  cmitTime = Getcurrent Time() ;

1: /8A A3l AgP Aol A Wl EA =7

12 if(crntTime - srcHost —> thelLastUpdateTime)
< Normal_Threshoki)
13: { // &232E8 A A$AF7H QAN E doAN =712
14: if(srcHost~> Connection > SCAN_MAX)
15: return DetectNormalAttack ;  / #Z &=
16: else
17: srcHost -> Connection++; // #Z #4314 Z7}
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EAY F3A
19 )
20 else
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HY 7}

3: }
32: retum Normal ;
33:}
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17 : srcHost -> Connection++ ;
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CPacket RecentPacketList[RecentPacketMax] ;
int nRecentPacketCount ;
int nRecentSourceHostCount ;

1: DetectStatus CheckCoordinatedAttack(CPacket* Packet)
2: 1

3: CPacket *tmpPacket ;
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returm DetectCoordinateAttack ; /M 2E BFFAEA
}
return Normal ;
}

cERInuEs ¥

// AAE fo] 2
Packet = PacketCapture() ;

/o AEd 3FAA
eStatus = CheckNormalAttack(Packet) ;
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10: eStatus = CheckCoordinatedAttack(Packet) ;
11 :  if(eStatus != Normal)AlertAttack(eStatus, Packet) ;

13 tmCrnt = GetCrntTime(0 ;
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16 :  LogOldPacket(tmCmt) ;

18: /=¥ 34 42577 494
19: if(tmCmt - tmSlowScanChkTime >= _SlowScanPeriod)
N
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eStatus = CheckSlowScan(&attackReport) ;
if(eStatus != Norml) AlertSlowAttack(eStatus,
attackReport) ,
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eSatus = CheckSlowCoordinatedAttack(&attackReport) ;

if(eStatus {= Normal) AlertSlowattack(eStatus,
attackReport) ;

tmSlowScanChkTime = GetCrntTime() ;
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DetectStatus eStatus ;
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SendAttackReportiToServer{pAttackReport):

CAttackReport* pAttackReport;
AttacklLevel eAttacklLevel:

white(1)
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» it(ReceiveAttackReportFromAgent(pAttackReport)

{

// BAO et H 5% LogDBOI 2Dt
AddAttackReportToLogDB(pAttackReport):
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if(IsCriticalAttack(eAttackLevel))

{
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blackiPs = GetBlackiPsFromLogDB();
blackPorts = GetBlackPortsFromLogDB():
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, SendAlertToAgent(eAttacklevel black|Ps,blackPorts):

}
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if(IsThereRequestedBlacklPs())
blacklPs = GetRequestedBlackIPList():
if(IsThereRequestedBlackPorts())
blackPorts = GetRequestedBlackPortlist():
/ HOIMENN B
SendRequestToAgent(blackiPs,blackPorts):

AttackLeve! eAttackievel:

while(1)
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if(!ReceiveAlertFromServer(8eAttackievel,
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}
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