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Design and Analysis of Role-based Security Management Model for
Policy-based Security Management in SNMPv3 Network

Gwang Ro Joo'- Hyung Hyo Lee'"- Bong Nam Noh''*

ABSTRACT

Policy-Based Network Management (PBNM) architecture is to meet various needs of network users and to provide effective management
facilities in distributed and large scale networks to network managers. In PBNM, network managers perform network management operations
by stipulating a set of rules rather than control each network component. On the other hand, providing security services such as authentication,
privacy of messages as well as a new flexible and extensible administration framework, SNMPv3 enables network managers to monitor and
control the operation of network components more secure way than ever before. Despite of its enhanced security services, SNMPv3 has difficulties
in managing distributed, large-scaled network because it does not provide centralized security management facilities. In this paper, we propose
a new security model called Role-based Security Management model (RSM) with security management policy to support scalable and centralized
security management for SNMP-based networks. Also, the structure and the operation of the security system as well as the efficiency analysis
of RSM in terms of security management are also described.

FINE : BB HOIHR| (Security Management), AH7|gt BAIY M3l (Policy-based Network Management) HOHE2|H 3 (Security
Management Policy), SNMPv3, AlBX}7|Ht HOt E(User-based Security Management) #7(¢t M8 28(View-based
Access Control Model), Si7I¥ FHDEM(Role-based Access Control) ii7|¢t =oiptal 2fi(Role-based Security
Management Model)
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Ao APYAFE AAY F U= AHEA dEHolA

e A3 AAMW(PDP : Policy Decision Point) : #2] 4
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A 71580 #7152tk SNMPv3 BgMu| A= H]9lr}
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uthPriv), ZE2E MIB ®, 7 EE(read/write/notify)& ¢



576 YEXMe(=2=EX C MB-CH H5=(2001.10

oz AT B A YR dF 2
BA 715 +RRG20]. 53], 54 MIB HHEZ o)
27 7€ A48 REY A9 AEE =98 FA
7 gEAEE g ARdE P28A Ve AFE.

32 SNMPv3 2otae| 2HH

AW #RANAHLE AT #EA AF, FAY &
A 438 2 dF B9 VA9 BAH| s AFET
o el Hetgd AHHe] obdd #E], F8 AR 4 AU
& HZ5A(access control), 283 ¢F/9UF g
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3e, A% #eAe A dxde dAsEd A
HA#EARE A%stn de 2E YA 2" A
e AN 9F7/dE7E BAsE AUE AH T
of ot Tl UF H A "o chajAiRt A2k ol
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SlolA 7]&€% SNMPv3e] Hetmal BAHL & 449
g9 HARWRA HZ 1 AHgo] FUEHI e 9%
719t HZEA(RBAC : Role-Based Access Control) 24
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of g HITARE AR dAl & Rostm, Aleat
€ oo WAFozH gL e @FFoE THY
Al2de netgele] AP Hold 1ym, 2d TAS
28 BA3E B8 4 2 AL = A(policy-neutral)
e §H0E Qlsh Al Axd@ed A FA
o] 27l

o] FolXE SNMPv3 netdEr%se EAHS shAs
7l 98 RBAC Zde] HQIEAE o|£3 SNMPv3 98
718t Bot#@E] 2 Y(RSM : Role-based Security manage-
ment ModeD®] 74, 71% 2 97w Botwe] mdo)
F7H9 SNMPv39] HtA Ao thaf 7143}

41 RBAC 2@ e} BolgM

RBAC 299 714 & EAL AL Hod3E= wsgiv)
AHEAZE ohdE ALY F¥ste slsd we 2E
A&olgt= AHolrH10l TatA, AMgAte REda Fru
Aol g Hed@g A7) AdMe 7 dSdde
74 Qg WA A s o oF gtk AR 2 #He 99
7F ALY ol dEtolele o] BEAL We Algxz P
AE 8A0A f1&d ATAAE AsaA @t =g, o
3t AZT2E T3 S 9o wigE Ao Ay o
ol o3 A2 & A= A ¥4 (permission inheritance)
548 ATdch A4 5AE o8&l AZpxre 7}
A 4o g APV E AAYoz AP 4 )
RBAC 292 ®d F4H84 AFAHL 7ld B @
7t 2E FHe4EY THYEE WAToEM U B
AHAE ZdYT F lon, THLL AelE B N
£49 A7t 7b5d 540 A0, 271.
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q¥7I Rt Rde F4HFE SAY Hen g
g% FEHFPYUE AT wotde J%e ATe =2y
22 ¥ o8 A, T/ wetwz YL e £
AL FAR2(FGA 2, B ad)Ez HotHg
ARE A3 delshs W gA A% Botgal i
g3 7led BARHFAd dat AA FAT FH_ 2
g rlsel £Y5: AYr) nwE JPe o4
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BA7G FAY BB gAY FALE ng5Fe
B gHo2 Hoghe ledold B T
AW AP Pz gy RARHAAE APss
Htde] MIB Hel7t g44o)n},

(1) Bddz3y 7484

AL Btde] RddA HoHE notpelgde @
A BBl XY TE FHRAEY HAYHE B
FHolm dBAHUA EEE 5 Y& 24F(high-level)?)
Adolg 7lgs ool 8, UL e FHALEL ¥t
of g},

° 37 99 BHUY FAFE TAHIE THLAR
AA 2, B =S Ay
(o 1 =W olF, IP T4 %)

* TAT AAAYL AT AIYR Y AT B
dagds A9 Wige 54T B 4dn

* SAY AYQY} ALAF WF  FAT BYde
=9 WiHE AT B

* TAY AFYYN AF An: BIYAPY Y&E4
£ Agste BT AYqed AsTx

* AT 7AHL4Y VT YU BN FHLAI F
dahz s 2=d, R ad) A

(2) BaEAy 7jedd

HABHAALE gd At Y wokw Tz #
A HGPHE ol 7l&stn HEY & Y 2459
71€A02 7)gEool ok au, ReBIH AL B
B T4% Qe E A A48 T 3u4M de
o AERA AgE FA|ue FAY B hREe ¥
A 4 R Jsded BHL T3 9leni8 9,122,
21, o] B9 AL AR PR WA A%
dao] g dEARE 71&87]o] H5He ECA(Event-
Condition-Action) 7#3& 7|%te.2 3 gIcH14, 16, 30, 34).
aEy, B4 RduAAL BAY BFAY dFAN,
Z2EZE Holed 459 AF, BeAR dF HZFA
AE & ERHoz rlesty AYsted £50] gom
2 ECA t37)4te] A4 2= Aol7} gt
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2as Ay sledold o3 Jied AL TG T
daxrt A" &+ dE TAH Yy MB 722 HE
¥ ¥ Bgtde MBA AFd AR &2 g3 #aA
29 g0y G2 ER A7 AeEn Bddeld
q 7ledoldl dE FHL 5 Zo

(3) met@e] MIB 7&

Hetge| Ao Al AHE M4 de §oldE AT
A8 zeEor Jed EGHAYL HFHor B
FErlsE FYste AHNaEH el dA2gol I
g & olE wg T BEstE BYAN ¥R W
gslojob gt RaHAAS FAH s AP
2% MIB 2= (18 59 #r

rsmUser ToRokeTable rsmRoleAccessTable
Object Type Access _Ooject Type Access
rsmUserName  SnmpAdminString reed-create rSmAoleName SrrpAcminSirng  not-acoessile
f pf Btring read-create e not-acoessble
not-acoessble
rsmioleHierarchyTable rsmAcessConteMah  INTEGER oac-creale
Object Type  Acoess YoroseFe o reac-orocte
TS RoleName_ SHpATIINSUing read-creale larme Sy roach recto
rsmSeniorRoleName ing read-create e Tve
rsmengineTypeTable rmAccessStatus RowStatus ma-oreate

Object Tyoe Access
rsméndinelD  SnmpEnginelD read-create
rsmengineType INTEGER read-create

(28 5) Eotdz| MB Holg 1=

‘rsmUserToRoleTable’ $41% #eizte} #2j9@¢ WA
ARE AAGd=d AMHEHD, ‘smRoleHierarchyTable' %2
AP F&EAAE EAS /HRE 48T AFT2E AR
& A#Rgo 12]3, ‘rsmRoleAccessTable AHEA7]HF B
ot do X FAY #HeA 2Fd FHIEFE FAF A
FAVEA Zhzhe] AT #Heg e oW @@ Fo] Fo
Ho] 9J=AE READ, ‘WRITE, ‘NOTIFY H& 7ITeo®

rsmRoleHierarchyTable

vehllz ol oA 9o 2 ‘rsmEngineTypeTable’2 E41
T FA8A7 YA LY, BRI 2E, BE A2
3 g dqdA2de 715 e #4 S8 gleAd o
o AHE AFPr)

FAF 74847 A Ve we FREG: B
#e MB A7t deeg Bokde] MIB 34 382 s-
mEngineTypeTable’& #zx3e] S4YF TAHLL 393
£ 7%l wet i Bekge MIB ARE Ao

Z, ‘rsmUserToRoleTable' BR = F49 #Aeixte] o
¥ 487y o48E AAE 9 oS5 ER THALHE
A A4$5H1, ‘rsmRoleAccessTable'# ‘rsmRoleHierarchyT-
able’ e BYARY A HIFA YA FzHez B
YA 2dEsE A48 rsmEngineTypeTable'ol & £
A AEdge] gd BE diNada gejoidax
g ZRE A s gt

(29 6)& ratgeAd o3 7ied BAFHo| netd
g MIBoZ ®#gsn, o 715 oz Fejazdad #@e
gradoz A4Ee 728 el gk

(4) B3 BN2Y FA1E

Agty|uk Hotdayl Rde ARgA/w Holvde Hel
B2 HAFAHE BgdE 715 g TR, A7)y 1l
B AFste WAA AFH 43 AHH|2E o) &g
Agrigt Hotgel Edo] Frbg HAANAHeY TR F
2t Axp= (29 1F 2ok

(2¥ 7 AR AFH FE HANHAE BT AL
st A%HE WA A A Jell 9los, FA
FEAE ARy 9874 wotda] Bdo] AggoRzA F7}
# AREolth BAY AMEAY 57 viAS PAHoR
7187 98 (28 DY dolg (Dol d&o|&o] F71H
deow, o] Jut AUAPAEL FIYP3= 4G Bzt o

gy

rsmUserToRoleTable

rsmRoleAccessTable
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8 AYEct G714 B 2de o g FolA b
ole] (29 hal ALgA7E HEe] wjFE S A=AE BA
st 1 AE V@G TY, AR G ol vAHo
gled doly @)l AY FUo|EFE wHste wAA
e AFH 93 AFE Ay, 28R gL Ao
AFE FAY FA7} o 2E HHAAE FX & o
g WAAE PEEnt

(]

olAIZ] MEl 2% choie, sit] ololel, Eolelo|g,
scopedPDU, H# Ol &

@ AHBX} 0B, 288 AE olE

@) HEE HE olF E= 2F HAIX

4 2%, scopedPDU

(5) 2% ofris, 2E8HE scopedPDU

©) 2AF7, HH ojAlx|

@) AZE M HAX|
8 AS/ATIE HH oAIX), Y ofAx] Hol 2AF,
HE A
(28 7) SHg7|H Hotdz| 2Uo| FIHE Hot Al SX
i

(5) W7Ad #7t d2EA Ax

9879 Bty 2de AYd] A8 4% s
BAEAN FHHE Fo8 H2EA Rl o ¥
°of &7¢t. SNMPv3 EE<e H7dk H2FA dA:
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A#4¢ ‘IsAccessAllowedinRSM'8] gz a]&olt}, o] ¢
a1 FH FEHE IsAccessAllowed TFE gHo=
Foizl AEofA R FATTNE o] &F HIFA ¢
T& uj3t}, dYgog Fojn o] HElHro] g
HoAge] HEHA Fe 3, g 2d MIBA A
¥ ‘rsmRoleHierarchyTable'¢ o438t 3|3 &9 &
9 9852 A HGetJuniorRoles))# ¥, 7+ J&d] A
¥ #ATES HAHY,

Algorithm IsAccessAllowedinRSM
Input

role : SnmpAdminString

context . SnmpAdminString
model : SnmpSecurityModel
level : SnmpSecurityLevel

op : 'READ’, ‘WRITE, ‘NOTIFY’
oid : OBJECT IDENTIFIER
Qutput

TRUE // access allowed
FALSE // access denied

Begin
if (IsAccessAllowed (role, model, level, context, op, oid)
==FALSE) then
role_fist + GetJuniorRoles(role) ;
for each role r in role_list do
if (IsAccessAllowed(r, model, level, context, op, oid)
==TRUE) then
return TRUE ;
done
else
return TRUE ;
endif ;
return FALSE ;
End
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& 3o #At s olAte] BN AN BEIFS
THL F YOBE Nugmin < Naamind BA7F 4GS} 2
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Nadmin < Nodmin' < Nadmin o0
Nrale < lee' < Nrole" (2)

Nrolv < Nadmin, Nrale' < Nadm'n’, Nrole" < Naﬂmin” (3)
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[ 8] RSM RotEa|Fy G0 ¥

RSM_Policy : == [ ‘RSM DOMAIN' RSM_Domain ]
‘RSM_UA’ RSM_Role_User_Assignment
‘RSM_PA’ RSM_Role_Permission_Assignment
‘RSM_RH’ RSM_Role_Hierarchy

‘RSM_FA' RSM_Function_Assignment

RSM_Domain : == Domain_Elements Domain_Element |
Domain_Element

RSM_Role_User_Assignment : == UA_Elements

UA_Element | UA_Element
UA_Element : == Role_Name ‘ :’ Admin_Name_Lists

Admin_Name_Lists : == Admin_Name_Lists
Admin_Name | Admin_Name

RSM_Role_Permission_Assignment : == PA_Elements
PA_Element | PA_Element

PA_Element : == Role_Name ' :’ Admin_Perm_Lists

Admin_Perm_Lists : == Admin_Perm_Lists Admin_Perm
| Admin_Perm

RSM_Role_Hierarch.y : == RH_Elements RH_Element |
RH_Element

PA_Element : == Role_Name ‘' :’ Junior_Role_Names

Junior_Role_Names : == Junior_Role_Name
Junior_Role_Name | Role_Name

RSM_Function_Assignment : == FA_Elements
FA_FElement | FA_Element

FA_Element : == SNMP_Engine '
SNMP_Engine_Function

Domain_Element : == IP_Address | Domain_Name
IP_Address : == IpAddress -~ defined in RFC1155

Domain_Name : == SnmpAdminString -~ defined in
RFC2571

Role_Name : == SnmpAdminString
Admin_Name : == SnmpAdminString

Admin_Perm : == Context_Prefix Context_Match
View_Type View_Name ViewTreeFamilyNames

Context_Prefix : == SnmpAdminString
Context_Match @ == INTEGER -- defined in RFC1212
View_Type : == 'READ’ | ‘WRITE' | ‘NOTIFY’
View_Names == SnmpAdminString

ViewTreeFamilyNames : == ViewTreeFamilyNames |
ViewTreeFamilyName

ViewTreeFamilyNames : == SnmpAdminString

SNMP_Engine : == SnmpAdminString
SNMP_Engine_Function : == ‘AGENT’ | ‘MANAGER' |
‘AGENT_AND_MANAGER
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