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2 ¢
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F71ER Qe A0l £¥, o] @ FAEZREH HEYAE 5] A8A AU 2L i) AYFHIAN A, Aol A
T WS HEAES] A R ALHT Yok 28 o3 2t AT HE BE AHAE BE AP u)go] Ladn) B, ol B
GAFEA e E&H dejot Advd B ABE 4T & Qe A 9 FPRGFNA 2] AR o] YasA HYc) B =5
He AAAZ NS 7oz FAARY 24H0 D AdH AHE urt PAHA Yoo AY o2 AAl(refinement)ste AH7| ke B
FEEA A ASH JARLE AN FHo AYHY FHE 9814 Z-Notation® FLaged ol 84 =29 HHolge
Jigte g A7nlye]2 FHEC,

A Study of Hierarchical Policy Model of Policy-based Integrated
Security Management for managing Heterogeneous Security Systems

Dong Young Lee'- Dong Soo Kim' - Tai Myoung Chung'"'

ABSTRACT

With a remarkable growth and expansion of Internet, the security issues emerged from intrusions and attacks such as computer viruses,
denial of services and hackings to destroy information have been considered as serious threats for Internet and the private networks, To protect
networks from those attacks, many vendors have developed various security systems such as firewalls, intrusion detection systems, and access
control systems. However, managing those systems individually requires too much work and high cost. Thus, in order to manage integrated
security management and establish consistent security management for various security products, the policy model of PN-ISMS (Policy Based
Integrated Security Management System) has become very important. In this paper, present the hierarchical policy model which explore the
refinement of high-level/conceptual policies into a number of more specific policies to form a policy hierarchy. A formal method of policy
description was used as the basis of the mode in order to achieve precision and generality. Z-Notation was chosen for this propose. The
Z-Notation is mathematical notation for expressing and communicating the specifications of computer programs. Z uses conventional notations
of logic and set theory organized into expressions called schemas.

7I84E : Integrated Security Management, PBNM(Policy-based Network Management), Hierarchical Policy Mode!
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1.4 B

AERFAG HFEIed dHos Jstof BYAen
A AH Haot HAFH vlo] A Fo] AF Ar)%o] €2
F7Fsta Al 2ol ¥ MAZHA vYEAIZ AFHo
€ AR A2del AE A9 94 F5¢8 I de F

Alolth. ol % o] F2 MY, A8 T HREIAH| 2
o d 877 = AREIIE E ARHIAF o

3 4 gaadga g B7)dx

3 4 4gadqga ﬂ]qﬂ "*7173_
e *di? ’d
g2

& 271 A2 s tngloll

2y HZ EHAY A2dd BE 237 (cracking)
ol FXHE 27 T AF s AtlE AEHQA R B
3 A2ER AYASA (L ge)e] dAE WE
A4 =rddAE Bol dAstn gtk ol AF7HA A
A 2o Ao YEHIE GHstA BE + 3l
02 23 ge 9% B¢ FHANEL FF2UA BEE 9
dolle EHUT. w2, B FeAs Ale] #ejstazt
She Ve 2y 8733 Aue 85 et AL &
HIlL ofof gt g HAAF S X, LHsteiol g}

ojFe] BAFA A tFd B2 g LAY
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B B2 gsA BEAE H AadEe dAE HE
93 Ao P AAe] A net A4 & 3t glojol
a0, Ay dENZ §39 3¢ A2L BAA 2o
ZHEE A2e B A s HEHok @k ol A
A 29 7l@el B #E u &S AEANIY AAHn
AL met A 9 y|g FHEE B/F5EA 3o 239
Bt FAE oA V%S 298 & Ak 28, B
ob AE 9] Aws} FFo) ey FEA A TFHE
2 AZ Aolg EAS ziEe Nt AAHER FAYE B #
2 72 E&AHQ 43 FA BT ool AUtk ol
of B3t vheFg Ao wotge] ¥ 4% B AA
A% Az AAARZY AG, 28T o|FLY B
AiESo gE FHA #HHE A A HErt 27H
o ieH10, 111

A @gee 4L GFHd AL AFoR ¥ ¥ ¢
Atk A2 A 2 £ 49 AF AYE] 3
9] A2 HAe) ABA(subset) Bl M F&sA EHol
g9ex gz Aty AR EAH FH A g e
ghaatA Aol s E A A2 UL FIM B
o] 753t

wetA, o] 2 A3A A9 AFd A, AAE A AF
o AY g1 o8 & HAFHY 7H A F olE
o #A WM AP FHo| BRI & BARYF
Ble] AdAoln 34 HHAE HFHAA 2Eo] o]F &
§3t7) e AHore) ARE AT AAsE A AA,
Ao BH 283 AHe @TH] A Ay 24
o] Aol AasA HArt

B =79 FA4L A9Bd 23 E A7 YESH
298 (PBNM : Policy-based Network Management)$] 7\
W3} 710 A4 2do tig dTel disiA duiE, 33
Me A 7)ure] 2R or#e] A 28 (Policy Based Integrated
Security Management System)®] A& 59@& A3t v}
Auto 2 4% A8 2 FFEAY dsiA dFstuA
g}

2, @ o7

2.1 PBNMS} 7i2

A3 714k B4 A2de I[ETF 8538 #4115 “Policy Fra-
mework” ol 7150l A@Ho] QItH2, 3l AH 7jde] vESY
3 #M)E VEYINA AFeHE QoSE), BEret # A
AL 5P YU AFEL, o] E&H R BYsl= dl
it ojo] A 7|ute] ENA B N2 FY 73
(Policy Rule)& AA# 3, A wet MEHIE $I317]
Y= BN FARAE AR RUHAG Y, F
o WasEE YRE ASsA FH 719 By A2

Aol gt

IETF9 A4 ZyAdH 2 FHolME 7154 AEIER A
A EHPolicy Management Tool), A A K A ZHPolicy
Repository), A3 Z A (Policy Consumer), 3 &8 d43
X (Policy Targetd] 4712] 7% EE20& FAH g (O
F DE AA s g ade) Y3 E e Rl
o, 7t 29 44 W42 d&d 3o

Policy Specfications

l

yyge?
(PMT : Policy Management Tool)

| 1

AltemateiPolicy |
Communicagion Path
(e, g, HTTP, COPS, SNMP) l

Repository Acpess Protocol
te. g, LDAP, COPS, HTTP, SNMP)

HUXY
(PR : Poiicy Repository)

Ay
(PC : Policy Consumer

Protocol_fortatfecing Policy Targets

{a. g, HTTP, COPS, SNMP)

Fatol Husw iy

HE (PT : Policy Targets)

(Z8 1) Hay7|g H2jA|Ae] Z 9T

e J A7 =T (PMT : Policy Management Tool)
A wke] AT B 9 dH 74 5L gelE A
A3 #Esle, g WE 2 AF AT A FA,
adggez EAY FYFAE BT AR A@HE= T
9] 71%5& FYe. ojd, T FAH EE Az ol
a7] A& Fejols FAujolelwo]2r} o] + U= A
YPurwde] FEo2 s golguo]xe] AgHrt

o AAHAAPC : Policy Consumer)
PDP(Policy Decision Point) & A #Auetnxsiy, A
Fdojefulol Ao BRI AP A At HA
gloleiulo| 22 RE AAPHE HM3L, AL FA F
glo]A BV} wolEY F e U FROZ BT F
AY ggoldER AFr

o A A (PR : Policy Repository)
QA AA2(Policy Repository)s= AH 73& dolgy
olag AANAG Adol Yzsd F% T AYHew
2Aaggz A% 2 # g g2dh

o A8 thAHPT : Policy Target)
PEP(Policy Enforcement Point) T+ A3 Zelo|dE#H
2% 31, AAFR 2R AdH A FAYRE A
N2do g P2 AP olg FY¢ct. ¥
9 A7 A7 Mud 2 AY & FHoE A
g 228 ARE Bude 7)5E P 2F, F
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A vEHZ FejE 2UHYs= 3B AL A 34
MHE FA4U

22 PBNM2| H& =9

2.2.1 IETF9] B4 =4

[ETF 3884 YuwdoA A 22 4 Fust 3
A A7l 1 7= Y& 7= G230 BAE &
AT A Edaz Ao ZYsigth A 7He
A <HE 1Y, A 253 FH wet TR Yoz
TESt dAAA AF lwke] YA AAEATHIL

¢ 57|43 (Motivation Policies) :
71 £& AV He oz HA EXHo| g
AFH et dagle]l @4 A wde] Aok FAA
i} ALGAREL F7)HAY & TRE JJ9). dE
W 24 8ARE oF A7 9 9o A= Wy
oY AZEE g}

o 733 J(Configuration Policies) :
#HAdd AA(AE 9, VEYZ Au2)) g gut
Al A& Aoj@ct dEA A2 JEYA YD (for-
warding) AHl2 B YENI ZUE 2189 O A
AQA Fol Ut

o 473 A(Installation Policies) :
A4g A¥se dAYUF A pRT oy 74
844 A2 A dAsof 8] &L x| Gopof
& HAE de Afode FHE A%A soF & AAs}
o daA el dF W FALA: A AAEY
H8ME WAy FALs: B 7AHLA C/F HEHes
AA 7L ol glofokgtet.

o 979} o]l EA M (Error and Event Policies) :
AAE Au7t 9.8 BANE 2F 94 Alojo] Ao 9l
A%, A=Y #8A E£= Help desk o dZdie

o A8 d(Usage Policies)
A og “usage"dlolHE vjuto 2 Heud AH o] P
Adg Aojgcl A HAEL “usage policies™ 3]
A WAo A& o] 7hsditt dE B, AREA7) “gold”
M| x 1§90 FYos £9& 22 F UEYA X999
Mu|29] GAE wdF

o 294 H(Security Policies) :
s 2ol g AHgRY IS HEFA, 9F WA
Uz A&, 183 ZAHauditing)9t AA (accounting) &
g % A S TPt

e AH)~ A (Service Policies) :
WEY A g Mul2gd oig AL 2. A&
9, F99 717v49 dgHol2E FUE (quening

type)& Aol @rt,

2.2.2 Rene Wies?] A3 =g

Rene Wiest #AZRH Aol 43 44
A% Aoz iy @ A AJMO) i gl AS
o BPoZ HEL M YT FHE BFstn Ao
(transformation)# 3 & B84 FAAL APoz FA Y
o 282 AAFE A AL WE S (template)3te] HE B4
gedid A2 disiA ARE H LA E 4849 AS
A AY F2E ANIATE (28 2)= Rene Wies7} A
FAAN 2" B A% AFH AL 725 Y Aoy
2t A% A EL g3 26, 7]

o AAA/ 4 A% A3 (Corporation/High-Level Policies)
AAHQY B-3 AHAQ #Ao] glon, v2=(Task)
o 237 AFTE Hul29 5L HdH, A A
FHAHA EXz A #do] v,

o A& A %A A (Process Oriented Policies) :
##] &9 % (management platform)53% ¢4 59 H L7
AHE e dEiM gt

e 715391 A A (Functional Policies) :
#E) Aulx9] Abgo] thalA He gl

¢ 34 A5 A A(Low-Level Policies) :

#el A HA(MO : Managed Objects) A& E2d
W YL Fogtt

IEEEECTETH
1
HECECEELEE.
l
| 7|55l Y |
Heit | o
) T o Ass g | | B

(32! 2) Rene Wiese| H &= Ziz{og

2.2.3 Masullo & Calod] 3d 2¢

Masullo & Calo[8]9] Ad RdL 6415 4 mdg 7
A9tk A3 A A3 (Societal Policy), 2184 43 (Directional
Policies), 2] A #(Organizational Policy), 28l3 7153 A
A (Functional Policy) 5 4%l AZ& MdHoln 43
AL 1A, Al Aol Feos 1 17t ofHA 3
gt} olo wkate] 71534 A H(Functional Policy), 483
3 (Process Policy), 712}3 A3}/42] A #(Procedural Policy)
5 39 AFL TAHo|T Axdld JEHY Yoz 3
gt (19 3)2 Masullo®} Calod] A3 3 24L&
et Zoin, Z} AZY 44 W& og 2o
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o A3 3 A& (Social Policy) :
A8 A YEold A & A ol dafA Ao :
AFL Y% M $AFe s A AU #H )
o A &% A al(Directional Policy) :
449 g AR, 2AHo|2 FHAHA EAA o
g A o] £yslojo & W AAHWL(d; AF 5F

9 53 Fe 574)

| A8iE FY
[ xm; y
as’-‘JISI ¥
| Jss-sgal o

| iial| y |
| aml:ec 3 B

S

I

(2! 3) Masullo} Calo2) HIEX Mz T

o =& A A3 (Organizational Policy)
A9 9] AZel 4ol HEAQY AL olF7 =&
FH AT, AYe) +P AT o] Y3 28x
Ackate) @) T Tz B3 5 A 2 o
A FABh
e 71539 A M (Functional Policy) '
gl Az AGAHY AAL AEHA Yo R}
71 daA g E 33 FI5H, A9 FEHA =
2] AAL 2Ae1 o]& K} FY3E Hel2 FH
. & 59, FAA g a7ARE JEYA A&
gl TAd g #3 Tt AYFY FH Fol A
e A& AA(Process Policy) :
A9 Ao FAaAelm AYAHl AL AeH F& T
A Mds: 715 S FRdt 4 ASEE 2Ed AF
& FZ3E Ao PseudoRE, 2 E(macros), o1&
FAYoez ¥@, aelx dolewo]s 27| uk(schemas)
o2 R & A AY AZAME A2€9E A
a7 9% <lagde] Pt
A4l A H(Procedural Policy) :
dangd Ao thF sjMo] huHW, HAFEIL olAT
F e g9 dolg A & F4HA i F
A9e) AL B A A2dE Addte 2ZEHY
Fuo2 A
o} 9133 ‘Rene Wies'sh ‘Masullo®t Calo'7t At A
grde FAA0 Ady 49 AL dAERE A2ddl

&M Ao FAMANIE EFL 2L oy, o=
FHAG BAAE A29E 430 FPE Rdo|t} 1
21} Masullo$} Calo®) Z @& 44 A9 AAGgAGo] B
izt A3d 24 P FAE N8e FdEHA gL
9dg 23 Qo) [ETFY FARdL EAA2HAA QoS
(Quality of Service)9 FRE St #AEH TAAS FARY
& ANED Qo ofF FFH Ay dAd slon, A
Bucka AAF AN FH| EAVL QoA olE A3}
71 98 23 A7 AYH 2 Y& deEoth

oo BEolME Beot#Ele] SHA o]F 9] Het@eA
Aol tiF FA7|wke) EudF A 2HPB-ISMS : Po-
licy Based-Integrated Security Management System) 71'%
o H3e setAe AZ2H YIS AL, ol 74 A
24 A3 A g o)F FHEY A% A ZHYd
A, Ade| BF 2 F¥Ys}t 183 Z-Notationd ©] & 1B
kg Ael FHE Fo dAN A @

3. PB-IsSMS2| HH =4

3.1 PB-ISMSS] 7H®R

A A 7)uke] EFH R 2-(PB-ISMS : PB-ISMS : Po-
licy Based-Integrated Security Management System) 9]
Zo) BABANAN o Bt B A2YWg T #E F
HA L MRy THPAEE 7152 s, 2o A
oA MEYA 2t FHY AAHA F(ViewE AT

£ 5ot Ao g AEHQ] N o] FEF AR
o A AW AA 7o) dsiA BEnjdA o
g 33y, 2712 B 2go ddN g #EE su
A & Aol 7|E9 B AMEHEY ATFEIY FAH 0
ga glo] ol HAFete o HE[12]E F71Fo 2N ofF
& 588 5 dE AL 23 Qv (29 4 B =F

Pokcy
Establishment.
ContralPoicy 0B e Uer terface
P Assert
Secrty Poly praid g
- &
e | S
Mansgement Protocl
Tntelligent Agant Inteligent Agent
e
Moduie Module: Mocide

(2% 4) PB-ISMSS] A =
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A AAEE B4 ZHQd FHAA cheFd #2 AFMO
: Managed Object) &, AYAFAI2(AE : 43d), FY
GRAAH(IDS : Intrusion Detection System), 283 7}
A4 (VPN : Virtual Private Network)N2® & $3#
g3t PB-ISMSS] HAMTZE Jehd Aot

32 PBISMSel A&E I oF

A gelo #AHL FE FHHA Aoz g F
et AZAH A 2de EAHL Y AFY AHEC] 3
9 A% AA9] MBAM(subset) Bl oA B&sA EH
ol HAeA 22 ALE FA9 ZAA FA A& YIE
o] ¢HsA o] A5EAE A A% T TN
EAo] 7b5 sttt ol& &AM 49 AFe A4, FAE &
A A% B 2R )59 FFH HFHA 7d X
T o159 #A dalA AHE o HWasrH6- 121

PB-ISMS9] A3 AL DL 49 342 L Mddeln
FAAQA ule] AAE ez, 39 2% AT AN
Aste oojxEst #dd AA(MO : Managed Object)
E F HAAN2EE o#fE &+ Ue FH AL FY
ok (19 5)% AA7INe] FHE AR A2 (PB-ISMS
: Policy Based Integrated Security Management System)
o AZA A4 24 Yed Aoln, 7 ASE 4 W §
& &3 2.

[ s/ He Yy ]
l

] SE UGN Y |
{ Hg EHlé! By |
| x{axlgau |
[ si9) 7415 B |

(T8 5) PB-ISMS2| HIEX HMRY

o N3 /A=A A A (Conceptual/Strategic Policies) :
FHAZRE Y AdHoln FAAA A G

o 23X X3 A (Goal-Oriented Policies) :
H3F Al 2=dof tig A A 75 Pl A A, &
v, Ao 3 s}, AR, 4F, 28 A 9] F.

o =3 & AlA" AA(Target Policies) :
A AL o] He A2dEoY #e i =
Sol dg B4,

e 38 A #(Process Policies) :
HE AL FY3l= T BAA LS B s deld
E A2"lo] dig AH. ojif FHL ojo]HE A|2do] o
A = e Y2 @ ok 319, SNMPH OSI(open

o

M 780 SEEANMINLH A FHI WO 2ot ¢ 611

system interconnection) A=§ #2 7% o] oo} 3
Fe.

o 319l A3 AA(Low_Level Policies) :
#E94 HA(MO : Managed Object)ell & 7153 2}
A g g F4

(28 6)2 A AT ASH 3 ZdE 7]9E PB-
ISMS| AZH A ZHYHIE YEA ot} A9
et A4 dF o FAo FHh P FAE W
< GEAdN 77 A1, PB-ISMSS] do|dES %
AYE OFE AY dolgwojzo] g WEL & =§9
Aol RojupA thF2) 4712 3

Based on
Pokcy classfication Conceptual
Cteri C g‘; ,ﬂ“_.

Pokcy Transiomaton L adomewpoicey
(Refinement;Contiict Analysis) Notfication .- Moty existing poiicies |

C aW | oo gy |
L B SOt aIEm0Ix
Using of formal " Notfication

language /

C . £y }

. BN
Pokcy Enforcement
Montoring
Contral and monitoring
Based on Policy
€—— EnfarcomenyMonkoring Flow

-+ iy Posul ow

(212 6) PB-ISMS HIEX Ha =93

3.2.1 A9 go|ZAlolF

A9 gto|Zato] E(life-cyclel> THFe Feje] Wz A
oldrh (2@ 7)& PB-ISMS9] A A< 2o ZAte]E-& Petri
Net[13,14]2.2 B8§ Zio|th

t1 : Policy Transiormation

t2 : Management Instructions (active policy)

13 : Management Instnictions (active and passive policies)
t4 : Policy aceptation / change

t5 : Changes lead to new monitoring requirements

16 : Policy becomes obsolete

(37 7) x| 2lo|ZA|E
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PB-ISMS9) A4 9] go]xAlo]F] T3 AHuy, ¢4
pl& MdHolxn 442 FAL A (definition)3} L ©lE
o g AA HHE ARM FAE HEY F UE BFac
tivation) 412l p22 Aoldch ¥F Felel FAf wekA
A4 9] A& (enforcement)’d 1<l p3¢+ 2 H % (monitoring)
Ae] pd2 Ao} o|F YU FeolA FAe] AHAL
go] BT A4 A2 E ZUHH 87 AgE ¥R
ol8 £¥F F o] TR

3.2.2 ¥ BH

A RE AYHA AL 1w olsar] A B
3 o8 FalA ABL HAs) AT Fuze) AR
49 AFAL Aoe) AT AA%e] FAHH o) ANY 7
2ol Maslojor B}, o|E $iste] Al ¥ £F/ B
280, (29 7€ PB-ISMSIIA 4% & 9= AgH A
Hol dg £HE e Foloh

Polcy Classiication

[

|
Target Systems Adtivty Domain Enecution Mode| | Functionalty Protocol

Hosts (1) Erkrcenent (1) | | Office (1) Obigation (1) Tl Mgt (1) Tehat (1)
Sarvers (2) Morkoerg (2) Department (2) Permbsion (2) Perknrance Ay, @ | | FIPQ)
v () Reatry ) Gup() Preiten () | | swunty HIT (3
Router (4) Enterprie (4) Faut jocztion #) SMIP (4)
D5(9) Gobal (5) Accouning &)
Frewsl ) «

N (T)

Virus Detector )

Trigger_Mode Sesion Data Lile_Time of Polcy| | User_Domeln Black List
Constartly Acve (1) | | Unsecured session | | Plan_Text (1) Short-erm {1) Sec._Bqat (1) P Mddress (1)
Perbdc (2) Secuped, sesin Enovped (2) | | Medus-term (2) Sec_pamin, (2} Doman Name (2)
Asyn, Tnggered (3) Long-term (3) General Marager (3) Users

Perinanent (4) Researcher (1) S Instalation (4)
fkees | | SO
oree Fif¥hs) &)

(38 8) Fye| ER

Poicy Classificalion -
Targel_Systems : Server (2
Activity - Enforcerment (1)
Domain : Enterprise (4)
Execution Mode : Obigation (1)
Funclonaity : Securly (3)
Trigger_Mode : Asyn;_Triggered {3}
Life-Time of Policy : Long-Tem (3}

(32 9) By 28| ML of

(2% 9E AdA AA “Aujd F23)7] AT A2Y=
HAAA O - 2FAE EFAA 674 ol o)A of - 2FA
Egol obd Agele Holx 87 ojolojol ke H
= A4 A3 AP g FAL R} o & YT
& el Hojo.

3.2.3 349 HEH

#HA2REY AGHA A g e olg
o2 ot 44 38 REE AHA AR AT A
A9 FEL FHste $3E FHA A9 AF 3 (template)
< BEE (29 1002 (29 99 AH E/RE 7oz
dd Ao PERE Uehd Aon.

POLICY TEMPLATE : workstatonPsswordPalicy
Author(s) : D. Y. lee
CreationDate : 08/06/2001
StatusOfRefinement : completed/applicable
DerivedFromParentPolicy : generalAccessPolicy
ManagementScenario : systems management
ManagementFunctionality : security management
Service : data processing and authentication service
LifeTime : long term, until changed
SubjectCharacteristics/Domain : system administrator
TargetCharacteristics/Domain : all workstations
TriggerMode : asyn.Triggered
TriggerCharacteristics/Domain ; triggered by exec passwd

(38 10) 24 HES HE of

3.2.4 ¥ ¥

A7 el EdA B QoA FHef FEE Y
dojo] Aue olF FoF FAZ dFHL Aot AF7HA
g gdste dojx dgsiAl A7 A= T A5l
A o3 FHe 73 QoS(Quality of Service)#z ol
A B2gg 299 722 Fdo| /Mesh, [ETFINE A
BHoHE 9§ 7|02 ARFor FHo] oy HAR
AR Eo AAFHL g Yro Aol YAoR Fst d
T AY Fol Aot

B =FoAe AXego] AA9 Hole AMS-H= Z-No-
tation[16-18]012t= A& AlL-3H¢ o} Z-Notation 1980
) 4% $23¥E tfst9) ‘Computing Laboratory'dll A 7i%
7] A #s)A 1999d 8¥oll ISOY M Draftste HAFH T2
a9 g F3Agstn Fds] st FEHez ®
A3 gste dojolh

Z-Notatione Setol&3% #3834 =g 7[¢tes 744
of slom, FHs A} st i ojge] EAE MU -
o}(declaration - predicate) W€ <] 27|7H(schema)® R@E
F Aok 29 Ed 270t ot 2& #3834 Fe(hori-
zontally form)<}

S2 [sl:T1;sl:T2;55sn:Tn\NfIAf2N < Afn]

YprHog @ol ALt F33 e (vertical form)E ¥
qY + den,
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— S (schema-name)
sl:T1 n
52 T2 | declaration

sn:Tn .

f1 ]
f2 - predicate

fm -

si - Ti(i=1+-n)E A3(signature)ol s, At &o(pre-
dicate) 271%} fi(i=1-m)9 =2 FE Yehd Ao} s
(i=1--n)o AL AR 89, Ti(i=1-n)& Y&
ouigch a28ln 74 7 fie A REY &AM s
= AGYE veld RHolth B =FdAME £33 dy9
27]91E o] &AM AAL B

Z-Notation?] 53& A HH, $4 2doj & AHgsis, 9
Aoz A7 Ao M N2 HAs T, FAA ¢
= AAZ HAEAE FH7] 98 31 R AR
o @4 AANAE AAS dd #34 228 A4FAI7)
A8A 21dIE ALE ) ol MSE i AAY oy
(naming)? F4& A 4 + 3on, J&3A A9
 7RL AHEAZ 8¢ 9§ HEE F UA =9

%4, Z-NotationZ AA9] EF& 23 Qo). AARD]
TA% 7€ FAE AAF] A A F8F o
B ERIE AHE A Al2"EE EE oS A BA 7
A& THA A9 HEAHE Hotstn, Alad FHE 4o
A & F dd (28 1) (29 12)E Z-Notation& ©]
£ 2AAY B oF vEpA Rolr},

Dom_A Enterrise

ul Al T2 Dom_B Dom.C
Secutty Admin Fiawall VPN 'D,Dm,,,,m Office
/  pom.B ';" pom.c .
U2 T2 u3s (123
General_Manager % WQM EWD B
r~— Domain_ISMS
Dom_A, Dom_B, Dom_C, U1, U2, U3, U4, T1, T2 : Qbject
Pasagraph : : = R,
Dom_A & Domain_Objects A
Dom_B € Domain_Objects A
Dom_C € Domain_Objects A
Ut € User Objects A
T € Target Objects A
T2 € Targel_Obiects A
Object_Set_of {Dom_A) = {Dom_B, Dom_C, U1, T1, T2} A
Object_Set_of (Dom_B) = {U2, T2} A
Object_Set_of (Dom_C) = {U3, U4}
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B2 ZH(SA : security administrator)] ¥l ¥
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-Managerol| Al User_Acl t@ 2159 A¢E ¢ 3L B
A oo

——  SA_ManagementFlowContro!

SA_1,GM_1, User_A : Oblect ; x_Auth, y_Auth : Auth_lds

(SA_1, User_A, x_Auth} € Auth

3 ga: Given Auth + gaauth? =y Auth A
gasoruce_user 7 = SA_1 A
gatargel user 7 =GM_1 A
gatarget_object 7 = User A

(GM_1, User_A, y_Auth) € Auth
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