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ABSTRACT

Recently the use of Linux OS is increasing to tremendous figures. But due to the fact that Linux is distributed on an open-source policy,
the need of security is an upcoming question which leads to widespread development of security on a Linux based environment. Cryptography,
howe\}er, can cause various problems because of difficulty of key management. A lot of researchers have been concentrating on the key recovery
techniqile to eliminate the reverse effect of using these kinds of security and to promote positive aspects of using it. In this thesis I am
suggesting an mechanism based on the key recovery technique, as a method to save time in recovery ‘and resetting a disconnection between
two end-users through IPSec (IP Security) protocols in a VPN (Virtual Private Network) environment. The main idea of the newly suggested
mechanism, KRFSH (Key Recovery Field Storage Header), is to store the information of the session in advance for the case of losing the session
information essential to establish a tunnel connection between a SG and a host in the VPN environment, and so if necessary to use the pre-stored
information for recovery. This mechanism is loaded on the IPSec based FreeS/WAN program (Linux environment), and so the VPN problem
mentioned above is resolved.

FIYE : IPSec, SG, Tunnel, Recovery, 7| %3

L

FEEA Fx29 AGAAL o] 88 AA Azt DAFA

BuE1 JE Aot A2 4~ 3= FA% B

A AAY AFEE VEQIZ ADHEA HFoH

upo| g 29 2 HE Alnso] HWIA FAHS ¥ ¥
#7F ¢ ek oo wel A 2de A dF AY
T Z7h3te) AAq @AM Bk V5 FElEE =9
E 7189 g o8 @ A2¥E F Linx’t 88 B

t & 3 8 e g AFESS
H FAs4: neddeta FRE YA 25
=EAES 1 2001d 84 17¢, AAE 1 2001d 119 16

A9 5 ATz g4 FAl JPede B AlEE
o AHgo] AT Yok o @ ExA AAHE 7HAL
AFEY AY =R AT 7Y AR vEQR
TAol gestA HE F9 719 dEHIT A3 FdiHo
ol wel S A R desA HAT YEAZSY
Fdig} g HEQI dFE M2go A AL 3
71 913 AHgE 2| Agde] FAoR s vl gH 1



776 B2M2i==2X C M-CH Me=(2001.12)

0E £493% #7t AgE 47 S fld

VPN(Virtual Private Network[1lo]& oldl EAES &
Ag 9% Ute g, 71Yge vEYaE T o A4 ¢
g3 A& ALgste Aol ol FE%Y dHUFE o] %
&t Aotk VPN2 Hagolgt: 7[H& Algdid
Yl AF 22 BdL PAso dojg HAEL H
de 353 dAsA Addd. ol vHdHE FHI}E
714¢2% PPTP(Point to Point Tunneling Protocol), VTP
(Virtual Tunneling Protocol), L2F(Layer 2 Farwarding Pro-
tocol), L2TP(Layer 2 Tunneling Protocol), IPSec(IP Se-
curity ProtocoD[2] F¢] lth £ =EdAE ogd By
g 7]'] & IPSec2 2 THE VPN @74& 7ytez &
T3,

IETF(Internet Engineering Task Force)ol 23jA TP A
2 Bog A% AL F22 AAY PSece UEHA A
29 Bgtol gEAM HgF 2 GTFHYA 2 E ATH
PSece 2549 ¢33 d1YEL 5748 & s BY
ol N2¢ 43dEFe #48 5 Utk

olgid 45l A& ARY ¥E R 28F FAGL

Aol A FAg AssA gozM Lol P
AAFAAY AA A% AsdA e 5 Be L
A3 g 2AY gEE 2 AT Ax 7 @YY
ojEle wWEd B FA LAY F Yk oy HE
AZ57) A% ANE P 7] BT 7wk wAelet,

7129 [PSecolME B0l ZREAL A A AR
718 93 AYAS e HYe Bysol @ AW
e 329 AAY SG(Security Gateway)olA & AA
B7E 3y B Az 2Rgd odg FAS
HAs7) @ WozE SGo| 7] BF HAg o8
HAUZE ez 44 AARA AZE 7 278
olgstedl A4 718 BF HFo2W 32ES SG 1
AR AL AFSAh ol F AR BE AP
ARE FolEE AA B g2: AA ABL FY
% 9t

2 xge FAL g8 2 2FINE ¢E 7] A%
@8 7z PSec 7]ute] VPN FZo disl 24§ 3
RAAE 7] EF dAUZE AL o) swes )
Z IPSec 7]¥ VPN 72| g SG& §38. 434
= A WAUZY HA5e BN 5PeME 28 2
% A7 FAE AN B

2. Hel AR

21 4% 7| 7|Y &2 =
ZE

gdx 7 7% 8 T Apr oz AsEe 2HA

7t obdAZ e AlAo] ok&E oW BAY zUsA
7t AR A BEE JHsEA s Aladez A9
¥ 4 At B 7] I Fe TRV 719 BHol &4
EASE F g 24 0 9 A 59 Ae
olf2 7ol Fo¥ ¥aUt 9lg A, ¢t 28
A A Qe FALY KES HAS] e ¢
a3t

AA7A At &3 7 BE FAL 2A 99 B3,
413 TTP(Trusted Third Party) W4[5,6], A&3 247,
gleg Yi & gtk

A e A3 E E33tE ¢ 7] 2T 79 248
< Mg 7@ Agaa YeAd 2 AREE A9
Yol 718 BrHule 4oz AN B4% 7 857
7} 73t Aol Utk WA o] WA fgsEE
7 71 2ZEL ARAEY udylel #dE AECIRE

- AR ZgolWA HEE fHME AEIde] AHY

o] Adj¥ oz Hgs ool e AL Atk olE AT W
gtog ujd B4 w4(Secret sharing scheme){9]o] F2
AgE 3 Aok EF AR 97 BFEHUAE A¢ 719
AHE71ZHE ARSE AT A9se AR FES AQ
& U8 A dAHoF & EAolth

TTP ¥4 & N5# 4 A& A 349 TTP7 578 &
B3 AHgAY HWU7E A4S T AR A Eeide
oz AAHQA 71 AL dojuA goy AHgAs
LY BE& o} st 718 TTP7F 34 Eudtxy emzg
JdgddaE & £ gk o] Wy TTPE AR
HAFE BA - FWSER MY BPe] AgHoR F
a3 o] Wae AHL TTP7 AHEAEY HLIE &
5 73 glevz gaAd TTPA 4% 7] £57F &4
3 BAEY TTP Alele] 7] A #4& Y3 =71
Fgo] Folsith= Aot el & TTP7t €8s
TTPS AM&# 223 TTPS TTP Atele] HE&AGe] A
3o 3ol gl

A& AL AYSHE 449 G3E uN 7] &7
A8 AAs 43EH ¥4 Ad £ ARFE ¥
o2 B3HE 71 7 949 HdE 28 A4 Floq.
o] AN E BTFHE JI7t A4 Flel2z 7Y 7iad
BE35EL AT § 9ol 7 98 HARGE AEAY
ZolwjA] HEd {IdY 7|E ZREZY ¥F Y=
g o] &3 eEA AHEE § g o] dd. 2
g 7] B0 "ed AUE ALAESe] AYHER X
golu} WzE F3 7] E7 5L 44 ¥ & o=
A4 7F ot

(29 1) A& By 7] BE7E A 43519 ¢35 §4
& e T AEA 9T AX Aol A3 FEE YEr



2 ok

o $Aoj M= WA EX7E BT JestA 3] 48
A SR g A U] 7] BT FR A4 J15e B
Fle] g3= 71 EF AHB(KRI: Key Recovery Infor-
mation)& 43 P& & F AW AR g
A2 FEEY g A4

KRl 88

MBI 2ot FHRA

AR 2ot RdaL

e

=2 0% P8 24

CiOlE| ®3 38 Q4

(g )7 87 F=x

2 =24 AL WAUSE o2E dE 7] & W
A F A3} 4L Mo Agyd.

22 IPSec 7|gte| VPN =
A RdoA [PAFS $E9 BAE AF & + 4
A Ge Aotk MEYA A Ko T2EEL R
A439 AZYANAEE FAHA &1 [PHOHI
e SN 2utEE ZE 4959 &l dHelg
of thaiA EZH HAL AFHL olHF olfE B
VPN #i])E& [PSece 2 @S0 Uk
2 =RoME 94 W2, & Host-to-Gateway VPN &
A& 7iwtog &t} (29 2)& Host-to-Gateway VPN$
djolt}.

rir

rin

ESP E{W : Host~to-Gateway Destination

AH &g : Host-to-Gateway
(32! 2) Host-to-Gateway VPN2| of

(28 2= ¥3 32E to|¥-9 ¥, ISP(nternet Ser-
vice Provider) 2 Box, AHY, Was a3 Apdgol
de BAA T2EE XIFPT TFY 94 H< 4A3& 4

PSecOilM 7] =7 7/&® NM8T S&NQ o2& 2| WAHUS 777

g3t ¢tk

93 A8 ISP/ o738t dAs T2 EEE A
A A9 ISPAAl 92 23 @ ISPEL 43 32AES
o} PPP(Peer-to-Peer Protocol)d AH&3ti A <] o
2922 2 AAE 8lse HE 878 F2Ed g
9% HAAE 7% ¥ FHoZ P F48 e

47 3289 EHYL SGAA A%, B33 53 97
32EE 159 F9d ¥4 874€ SA 4L dof @
o $Ho2 ¥FE P FaE W ¢+ 9] dEd ¥
39 £ 94 Z2ESA AN B o ALFHE B
Fz T2Ed U3 SAE g dAN FE Ao BiF
3t} ISAKMP(Interhet Security Association Key Mana-
gement Protocol= |8 $13) SAS WE7| A% RE &
23 719 27 AA, 2En olF FlEdd U3 A&EHY
AL 7] 4% EF3 @ WiE AFdd.

o] § Host-to-Gateway VPN A4 27 nig A
ol U o7 Atk A7 Uk (2Y % (2Y HE
7189 VPNY A4 7 EAHE BeFx i (a9
32 32E7 Y WEHR @7 &oA PSec B &
ol g3te] M A HAAL £2FA Ble AL Y
i Aol

Tumel Security Gateway Host N

Host N PSec 22| H% /
()
[ HhoO - s L
w“\\,\/} Jﬂm

Internet

(23 3) 7|&2 IPSec2® 848t Host-to-Gateway VPN

ol YEHZ Fejo] EAA T4 oJF2 I2EY SG
Atele] HY dZL EF HAE Aol BHdAZo] BF
Fadt. (a2 HE VEHI Hurt 43d0E 579 3
$ ASFAT G AN AYE vkl

(29 99 SG= 7 32E9 A A e} T &
A7 W Z B A BRE ¢ 4 8tk SGE
AR ARE R2ZE 32EE d3A oA AHEE 8
Hatn 8357 oldd 7 Y ZZEEFQ ISAKMPE
Phase2 #49 ANEE 5 A2 A4 ARE HE 3
FratA "ot

(2 oA BAFE dde) AAEL 93 AY 2
2E7F A4 Q= @ UEQR 4 AHHA 23
o olHE FANE HEHY] AE WYAee & &9
He 7 BF Ade =Y PSecE A% AE2L SGE
A



778 BEM=AEEX C Hg-CA M6=(2001.12)

Host A SG

HASH.3
0, M-ID, N, N)

HASH_2 <- HMAC-MDS(SKEYID.
Soorty Assoclon Poyced <- P
. -
Kay Exchwngd Paykoed <= Qun' Progoesl Payload’ <-
PROTO_ISAKMP
Phase 2 Translorm payioad <~ KEY_CAKLE
\\ B

M1

M

M3
FRIES w.

(38 4) MY =T A

3. 71 B7 o3\ Jlgle] SG HWF=

£ =RdME Z2E7} SGAA ESPel d@ E333
71 948 7] E7 ARst @2 quE Fkeke @E B
Hog2H SGe o HAY FAHE AT F A
SGWdl AZdt. MAe] dejHez Fdd A+ SGH
od AFE 71 B+ JRE o&3}d AQ E7E =
AUFE AL, of HPoz A AAA 342 74
27 83 AAE AYAE 9l ARy £22E €4
+ itk

31 HotE dizUES AN =258

2344 71«3 VPNeIAM Y SG £ARE HEs7] 4%
HAFgozH AR FARE AZHAFANE A4 dFo] F
e 35 A8 BTE 48 AR 718 AEE 2] A
7] 4% AANESE Aol ohdal, Z Host7} vlg A4l
AR ARE SGol AFANATRA wrde] Atgjol AFE
7] FRE o] &3td AL Bt 1A F§oEH MA
Brol e XD AE Eolua gt oy WAUF
2 93] Hostd M4 H2E IP packetd] 43t SGlA
A4e7] 9T Wi eE Key Recovery Allianced]d At
& @A PSecl Mg 71 B wWiAUFE 2 KRH(Key Reco-
very Header)[111& SG &% wiAUZd ZA #4& ¥y
3te] A 2§ KRFSH(Key Recovery Field Storage Header)
& A

o|2]# KRFSHE 7] EF dolHE IP HolZ2=d 4
Y3t A$suz eI FE2A WHFL 2TA
¥Ev. & KRFSHE AH43tA4 &= AN2¥2 KRFSH
§& FA#Y. oy % KRFSHY X+ (29 59 ol
End-to-End$} AH(Authentication Header)[12] #, 18
i ESP(Encapsulation Security Payload)[13]9} EW#2¥

E 3t Ao 1AM o|H¥ KRFSHE 7| %78
437 918 847 KRB(Key Recovery Block){14,
1518 JENZE §M A8, £A¥¢ & A 8.
% KRFSHe ¢&giHo|d #E<¢ ESP ¥&d4 d@
SA(Security Association)$] FHE @31 Yoo 2 KRFSH
£ ESPst &% ¥7 A#sie] AHg32 ESP JdE =
#t A e HHIPAAE A48 F U
A& HYFE BB 2RY BEFI] A AHE W=
Al Abg3 ot @i,

ESPE A¢ SAE &¥d AEElE& KRFSHY di@
SA 9 &H#fort @k SA &Hol@F KRFSH/I B
€ IPSec #Z o] FE22 REGAHA A$H= RAo] ¢}
Yzt [PSec tiutol&9] 28 Ao wa Af W7}
AHAE Aol7] dEd olH@ HHo AP SA FHE

e,

EsP | upper Protocol
(a) 7129 IPSec #HA

[IPHeaderL AH ]

KRFSHel 924 15

I | .
‘IPHeaderI AH | KHFSH‘ ESP |UpperProtoool
| A

ESPof ci?t ptasl Y2

(b) 71 IPSec A vs. &3 AA
(3% 5) 7IE 1PSec T3 vs. &Z T3

AL drie T3 4dE 9G53 2

e £’} KRFSHE ¥¥3= HAE Bujy] H@
"KRFSH| % dlo|HE& 4&3ste] A4en

o FAAE UF dole& T KRFSHY ¢UF dlolg
€ AAted.

e KRFSHE %2 IPSec dElEl= KRFSHY 734¢
A5 FAA %7 JAdE Elg¥ KRFSH7H
=4 W74 [PSec HAL 47| ¢t

(29 6)2 KRFSHY TZ& Uehdd.

Naxt Header Length Time To Live Ressrved

(32! 6) KRFSHe| =



(¢ 6)l- Next Header 9=+ KRFSH ¥4 2= %
o|ZEg R Y3lY Length W=t RUE HI= @RI Key
Recovery Block ¥=¢ Zolg uYgWtk TTL(Time to
live) B=¥£ KRFS{KRF Storage) Databases] A3 9&
ANzZHe 7180t Reserved WEE 343 2 oogd ¥
coli, SPI ¥ ol dolHa#E SAdA A¥E
AE 32 HEY uj-AY grojth. o] =T} 0% FHele
‘KRFSHE #1% SA7t EA8A ged'ste 3¢ Jverd
t}. KRB ¥z KRF(Key Recovery Field)7} 9] gle
® KRBE ¢ ¥t A¥g $13 BSojth KRB e
KRF7} 495e] glen] o] KRF el 329 F717]
st A4 718 YAF 43 gnYyFSE o)Edq TER
433 € 7|7 29Uk

32 Heket SG #F oiFHE

KRFSHS 8 832 o] #u Wi 7] F7 JRE
EA¥So2A, o HuE AYE HAol 32BN SG
2 A$Hod 9, SGlME o] JRE AFHAF22A o
EQa 4He E4AoR AT AR &M Ao Fo
AL A9 ARY Z 32Ed Ug AA FUE T
32EA BYo2d FA M B} o] FoAh

olgi#t 7| BY 71&& FAY SGE o] 8% PSec HY
g VPNe MR ojdo] gle Aol FadIe (2H 8)
3 2o

Y A% ¥

DBol X%

KRF# 7txi 32
ESP %28t

(38 7) Mokt SG A H3HUS

(29 8l 32AE7} KRFSHE ®Hule P HA
A7l BUA 9 TTLe] w8€ wW7A KRFSH
&9 KRB ¢ 3= KRFE 22 F29 34 A% &
¥eoh

SGSF dZol AAE A% TARE | AL SGE
743 IPSec EldolA e A4 AdZd AXAE (¥ 9%
kig= 3

PSecOilM 7] &7 7|2® NE8T SEHY HE #2 HAHUE 719

(28 9t 293 A4 X¥| KRFSHA e 44
HE ugoz Z} 32Ed O AAE BT 3 F&
€ HAFch Z2EE TTLol ©%8¥ w74 KRFSH &
o] A JHE X KRFE 22F49 4 YA A
A 3 ¥=o At dogs A AFEHY e A
ARE /AL 379 32E9 HE AHo| %A AH+
KRFSH +ESP 3402 A43A 9. 18d 32EA
£ KRFSHZ9| 9l& A4 ARd @A 938 oA 87
Lia=8

ho )

(T 8) Mt MM 27 2| HHUE

o|FA ¥o2W 7t 32ES} SG AlojohA AP AET
€ 9% WAA 312 THE ARG ARE AT & +
AN AHAHA AL Ade] FAE HEE F AU o
# SG WelA9 71 EF WAUSE g4 U TEx
Eusd 2d

 ad

Rauting Table I
oute add - eth0 extends Routes

route add <host, net> ipsacd| (SAZH Al 8tE AN oto) smidst.
&2 SAE <destHP, SP>of 98l

No No

FPETED module
Ipsech addrt sro-IP netmask dst-P netmask
<sidst> | SA-dst-IP SPI
KRFSH I
module M
SA
A0l oG %E wnAHE
238 Aot Y=o Uck (%{
Yes) No dstSPI Setsa SA-dst. -IP SP1 [ip4, ah, esp]
‘ parameter
No
T
(SPt group) | spi~Group
of M3 Hujoret K& Al IPSac

AHHF WM MEY AAXE B
Spigre SA-det-1P1 SPI SA-dst SA-dst.

tncfg attach ipsecO eth0

(38 9) Mot HAHUZRS UR THT



780 MEMRISB=2K C MS-CR MEZ(2001.12)

4, 45 "It 9 B

41 ¥ ®W7}

EEAA A AHEAY AHY GRrE AT 7
B 7)4ke) [PSec #A€ Linux9 2 #W4<Ql FreeS/
WAN 18[16] IPSec® 339 TR, 48 &
A9 4L 93 SG 9473 T2EZ FAHRAY. A
23 ¢33 $2L& AHE MD5, ESPE DES-CBC ¢
1YEL ALY F A2l AGES <E DI
Z,

(E 1) A2 Y REHHL S/W Al

Security Gateway Host
CPU Intel Pentium III Intel Pentium III
500Mhz 500Mhz
RAM 128M 64M
Kemerl Version 22.12-20 225-16
AH MD5 MD5
ESP DES-CBC DES-CBC

Age] g AF A 4 Adges tEd 2ot

e SGE 9% 7] BT "AUEL AAZE £ T
g U@ Aoz £4%9 A3 &4& 233
A &3 A3}

o SG Axdo] Mulashs 32EZ 4gE 7HES
o 10709 92 HE ZAES SG Aladd H&3
£ Ao FAIA

o Aot wWAUEE SGo| HANA ¥ F$ A4
EZ A gARE WY AH BF AE F33
o B - EH T

Agal U@ (29 1008 THTE 7] BF Qo] AgA
o 48 #U4 ZAA7L SGY AAHeE ARY @
$ s2E%e AAF ALE FHselA ek 2@z
7] 7 71%0] gl& KRFSH 2&¢ SGI A4 SGB
golXsh T bAZ ARRHL YN B2ES AQR A

e 2RF4 22 vehd Rolok.

(29 109 adzE AL AAUZES FAE SG7H
dedq scrT A4 B 4% $Ho dee ¢ 4
Ak BEE 7} Wobdol et A4 AdQel we
At AAUZE FAS SGS A% Baol F2%2A o
Sge @ 4 Aok B¢ 7 27 #4 F A& P49

22 A% ol A3 UHE & UE A3%E A4
o o8 37} Asach adn $2h ASE AL ¥
Al deiAol7 AR A3%, & FAs B BT %
He AV & g0l 48RS TehoMA nEd FA
& %% 9

time per retry Session$ —i— Bare SG under VPN
(miisacond)

(3% 10) M4 B2je] AlZt BlD J2H=

42 HetEl HAHUES Hs &4

WA $2E A7} nle $2E9 dAHY Jddn AAF
¥t} Phasel #AAA 28 EE NS ty, Phase2 330
A AHEE AL b 439 32E AAY URe T
ZAA AL ot B3, T SHE g 2
e AL thume, G2 Z2EA {749 dolH ZHY
£ Uty AAe] FEEHUES A5 AR BT Ad 2
g & AT AQ F& e 2o

T =nx ( ty+2twz+ toroc * Elit,m,)

a(a+1)

=l'lX(tp1+2tp2+tproc+ 9

tframe )
714, n>0, tar>0, >0, twracKIOIEE §] 2] o}ej9
4 (LI Ao

_G(Lz"’_l_)__ tfmme ) (1)

¥ =nx (tp1+2tp2+
dhde] (2 9)% Z& VPNelA Zge Ad At
Aol dg Fgo] glenz F AAANL T'E

¥ = n x (for* b+ atframe) (2)

ot}

getd 7] B3 7lue] e A7t gl ARt A4
A 4Zo BE 438 £ de F A% BY 42 o2
Z2t}



A= ¥ -F=nx (4t 2 +" g tazl q,...) @3)
flel A (3) A o), Au) whEe AZME ek
4+ Ao '

5 dWE 9 & AFAH

Az FEHF AHES A A oA @ HE
e AFsA HAAT HH Jdd gF 45 4%
B 79 24 92 &40 4E Y3EY] B35 Eie 2
< 2A4 3 A dFdn ok ol 439 F3F
£ol dF 98 A gH LA FeAd A AA 7
FAAE 7] B d@ A77F 843 AP Qo
B =8dAE ¢33 | A4 dZ0 F4AE 99 &
Ao i@ HFdHe2M SGE 4T 7 EF dAUEE
At get,

B E=EE [PSecl? AAE Host-to-Gateway VPN
dx SG7t 2E £% FHAA AEAE o FolW 44
o ds AP dd AAIE & b G2 ATA
AR otFo ohgg HAdY HAHMA 48 A 7] &K
T A2" FoA gEHA He3t $2A KRFSHE A
ctaled AM FRE APFOEZN SGY AFHA AP
Ad BZ2E APl glol BF 75T E Ao,
olo] W& AA AR% HAdAd F ¥ TLHYE K
At

g5 AT FA2E FAHNAN ALgAe] A4 718 4A
A B7d & QE I BF A2dd og@ 7] 7 A
28& o] &% VPN AAelth

#ned

" [1] Dave Kosiur, “Building and Managing Virtual Private Net-
works?,” John Wiley & Sons, 1998,

[2] Atkinson, R., “Security Architecture for the Internet Pro-
tocol,” RFC 2401, NRL, November, 1958.

[3] Matt Blaze, “Protocol Failure in the Escrowed Encryption
Standard,” the 2nd ACM Conference on computer and
Communications Security, pp.59-67, 1994.

[4] Yair Frankel and Moti Yung, “Escrow Encryption System
Visited : Attacks. Analysis and Designs,” Crypto'9%. Sprin-
ger-Verlag. Lecture Notes in Computer Science. LNCS 963.
pDp.223-235, 199%5.

[5] Ross Anderson and Micheal Roe, “The GCHQ Protocol and
its Problems,” Eurocrypt'97. Springer-Verlag, Lecture No-

IPSecGilM 7| &7 7i@® MBS 88X Q@ 2| HHLE 781

tes in Computer Science, LNCS 1233, m134*—
(6] Adi Shamir, “Partial key escrow :A n
software key escrow,” Key Escrow ¢
[71 S. ]. Kim, I S. Lee, M. Mambo and S]'
Difficulty of Key Recovery System,” )
Information Security Workshop. Spri

{8] Brigit Pfizmann and Micheal Waidner, "How o Break
Fraud Detectable Key Recovery,” ACM Operating Systems
Review 32, 1998.

[9] Adi Shamir, “Partial key escrow : A new approach to
software key escrow,” Key escrow conference, 1995.
[10] D. Maughan, M. Schertler, M. Schneider, J. Tunner, “Inter-
net Security Association and Key Management Protocol

(ISAKMP),” RFC 2408, NRL, November, 1998.

[11] Tom Markham, Charles Williams. Key Recovery Header
for IPSec, Computer & Security, Vol.19, 2000. »

[12] Atkinson, R., “IP Authentication Header,” RFC 2402, NRL,
November, 1998,

[13] Atkinson, R., “IP Encapsulation Security Payload,” RFC
2406, NRL, November, 1998.

[14] Sabari Gupta, A Common Key Recovery Block Format :
promoting Interoperability between dissimilar key recovery
schemes, KRA white—paper, 1998.

[15] Michael J.Markowitz and roge S.Schiafly, Key Recovery
in SecretAgent Digital Signiture draft 5, June, 1997.

[16] FreeS/WAN, http : //www .freeswan.org/freeswan_trees/
freeswan-1.8/doc/index.html.

A, -
= o =

e-mail : gston@netlab.koreaac kr
20008 m@{dietn PRI AL
20003 ~3 4 neldty AFEH

MNA A A
A4 2of : [PSec, Ad-hoc Network, Key
Recovery
o 2 &

e-mail : genuine@netlabkorea.ackr
d s Adigta Aaga g
1998 £t A4ea HAt
2000 ~ @4 ndia AFELH
whAby A8
fARL: AFH YEYHZ, HEHA
Bel o]E84A ¥




782 M2 |BtE=FX C Me-CA X6z (2001.12)

L H B &
" e-mail : nspark@korea.ackr e-mail - tykim@netiab.korea.ac.kr
1008 RASFojin ARE T 19819 nd%n AATHt A}
AL 1983 ©F Wayne State University
2000d At Foldgn FFE T Aasterad 44
At B 19874 U= Aubum University 43
20004 ~d4 nadse FAFES a3} dha}
uhAl g A& 19883 ~dA s n HiEs}s 2y

BARCH: MEAD B, AY 4§ A2€, YEQR BUF BALE: ARAY, PFE U=, EDL o FEN, )
L ultie}



