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Mutual Authentication Protocol for Safe Data Transmission
of Multi-distributed Web Cluster Model

Kee-Jun Lee'- Chang-Won Kim'' - Chai-Yeoung Jung'!!

ABSTRACT

Multi-distributed web cluster model expanding conventional cluster system is the cluster system which processes large-scaled work
demanded from users with parallel computing method by building a number of system nodes on open network into a single imaginary network.
Multi-distributed web cluster model on the structured characteristics exposes internal system nodes by an illegal third party and has a potential
that normal job performance is impossible by the intentional prevention and attack in cooperative work among system nodes. This paper presents
the mutual authentication protocol of system nodes through key division method for the authentication of system nodes concerned in the
registration, requirement and cooperation of service code block of system nodes and collecting the results and then designs SNKDC which
controls and divides symmetrical keys of the whole system nodes safely and effectively. SNKDC divides symmetrical keys required for
performing the work of system nodes and the system nodes transmit encoded packet based on the key provided. Encryption packet given and
taken between system nodes is decoded by a third party or can prevent the outflow of information through false message.
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