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ABSTRACT

With the development of computer systems, there has been a sharp increase in the threats on these systems including attacks by malicious
programs such as virus, vandal, etc. Currently virus vaccines are widely used to thwart these threats, but they have many weaknesses. They
cannot guard against unknown threats and sometimes, they also cannot detect the existence of malicious programs before these malicious
programs make any destructive results. For lack of an efficient security model, the existing security programs have the problem that they raise
many false-positive alarms in spite of normal action. So it becomes very important to develop the improved security program that can make
up for the weakness of the existing computer security program and can detect many threats of malicious programs as early as possible. In this
paper we describe the design of an improved security model and the implementation of a security program that can filter and handle the threats
on computer systems at the kemnel level in real time.
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Next Physicat Driver Object Pointer 81— + 4 o
Physical Drive Filter Driver Object l

c{»—»...

Next Driver Object Pointer
Filter Driver Object

Driver Resaurce Next Pointer o> cee
Driver Resource Name

Driver Resource Lock Object
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ol £ AAAHY FAFo] FYHE AL HAIEE 31'%‘4
ol WH Egojy QLHAEE caoly] 2dd &I F
% 3=(Pseudo Code)t (28 8)3 (¥ 9ol yeht} gt

1: PDEVICE OBJECT Disk[10]; /+« &4 tlxz =gela
QBAEE AANZ ARSI Wy ¥/

2: physicaldisk p_disk[10]; /* €83 t2a& Y= A%
7] 1 b5

3: char diskdrivename=HDA ; /* E83 tjxae Az
HDA~/

* int diskdriveindex =0 ;

physicalDiskDrive p_tmp ;

4

5

6:

7: Dol
8

9 PDEVICE_OBJECT D_tmp ;
0

1

&Y t2a =deBg e diHes A

HDA.+/
12: if(SearchPhysicalDiskDrive (diskDriveName,p_tmp) ==
TRUE)

13: {

14: P_Disk[DiskDrivelndex] = p_tmp ;

15: GetRekatedDeviceObject(D_tmp, P_tmp) ;

16:

17: /3 EEl4 taa seoly €] Hidol A
Y3,

18: EAEYY O3 sgolHy B taolwE F
E32E o) +/

19: ToAattachDeviceToDeviceStact(Disk[DiskDrivelndex],
D_tmp

2: DiskDrivelndex++

21: DiskDriveName++

2: }

23: else{

24 break ;

25: }

26: Jwhile(l);

27

28: Diskdldg =elol] Z=9] AY HWyE 43,

(3% 8) BN CiAa3 =ejo|ve] =2i0|H Ao HE
=elof e

99 (29 8)9 SearchPhysicalDiskDrive §4=ollA A
B84 f2xa ceoig 23, olg FE3 g23a =
old Wil BUAA IoAttachDeviceToDeviceStack <
oA AA cjulo]x tetoly] A€ dE =eloly] LHA
EE Azt o84 A9E UE =tely 2B AEE
Zt B3d tja3e st FEld didelyd R A4
W3 €5y 7% P

1: PDEVICE_OBJECT Disk[10]; /+ #=8l3 tyxza =glelx
LBAEF YA Z AFsE UF. «/
2: LogicalDisk L Disk[10] /+ =3 tx3ag dA=2 AR
37] A A +/
. char DiskDriveName =‘A’; /* 583 tj239] AJZL A «/

int DdiskDrivelndex =0 ;

Dof
LogicalDiskDrive L_disk

O~ O O W

Windows 20007|512| Ml ©3% AlLE MA % 78 751

[ 9: PDEVICE_OBJECT D_tmp
10:
11:  /« 884 23 =efo|ng Fed didoz Az
A
12: if(SearchLogicalDiskDrive(DiskDriveName, L_tmp) ==
TRUE)
13: {
14: L_Disk[DiskDrivelndex] = L_tmp
15: GetRekatedDeviceObject(D_tmp, L_tmp)
16 :
17: /¢ 2& =23 tlaa calojy "o Hgdd 4
g ste],
18: 54 =33 dx3a cgowe ¥E =doluz
AEHEE o} v/
19: ToAttachDevice ToDeviceStact(Disk[DiskDrivelndex],
L_tmp)
0:
21: =83 ta3 seolre @ ARE £3, A W
Fof At
2: F3 dide] He FRre BY N2 =7 =i
B, 3 Al2d YE(FAT NTFS §),
23: ge =eolHe] £ o859 7jgt 713 AR
olt}. o5& HY W<l DEVICE_EXTENSIONY
24: dlojg] A2 AFsA |t
25: DiskDrivelndex++ ;
26: DiskDriveName++ ;
27: }
28: else{
29: break ;
30: }
31: }while(l);

(38 9) =2|y C23 =ejoje] =2j0|e) A=iof HE]
Ezjoly oY

A9 (2y 90l Uehd m=E =83 daa gd Aj2d
=golwd] " =golWE AYAIE Rt ¢ (29
9)9] SearchLogicalDiskDrive #<olA A =23 2z
cgolHE et 183 gopd =83 fiacgeug
w8 f2a zgtold Wie BAAA, IoAttachDeviceTo
DeviceStack $H4=elA] 44 tiulo]2x =elolw] Ao W]
cgoly] QHAEE AQJAZIY. o|FA AYY ¥H =g
o] QHAELE 7} =83 fazo] oidte] UutHQl
A diHgl7), #7], 24 dibel dig "E Y 7)5E +3
@ ddl 29 (28 9% (2 YA AUE Y BE
AN2q Egtolni7} AA) £¥sie ¥E BF 3= 49 o
S (29 103 Z (2¥ 109 UH 2§ 3sdA 43
Hog 2t u3 2do w B9 N2y F2E& 9y §
e (39 1009 17, 31MA 39 ApplyFilters#4-°]
o] 4+ HAAY 4 BE 24 g A FYFQ

2429} GetFileFullPath$ol A 3t mtle] & A2
7122 P& s Aok ol ApplyFilters e WA
dA9) B Alag H2o] B3 R sjutsx] goul
o 51%511] , AA4E B3 2l ¢utd A% 53
| AUZEE F8to] ALERA gEA g oldf A}
F e %—"‘J AAYEL o EeA oM A Aol

ool N ln __:L iy

m\*lr>'f‘UrE

%
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tA g diole] mgo] B F lojof At o] T WA
UgEoeg: F# "= (SharedMemory), Ff o E(Sha-
red Event), %X (Pipe), MY &%(Mailslot) 28] tju}
oA 91,2 FZEE(DeviceloCtrl)5{4-6l°] 3t &4
9 WAUEFE Axde] ¢AdE Az 1Y
7] 2o & wjFAYFol vls} HAF DeviceloCtrls o] &
sgich aela ojEgAolA ANad HE 8% At
pending¥ o} ATkt AMEAe] tigo] AARHAE I il
A4e 884 9t & ApplyFilters# 47t S8 Al
219 dlggkel wel it Y Ryt AAEE WA
U 7HA dh

1: NTSTATUS WallmtFileHookRoutine (PDEVICE_OBJECT
HookDevice, IN PIRP Irp)
2: A
3: PIO_STACK_LOCATION currentlrpStack
= JoGetCurrentIrpStackLocation(Irp) ;
4: PFILE_OBJECT fileObject ;
5: PCHAR fullPathNarme ;
6: fileObject = currentlrpStack ~> FileObject; /* &4
Z2Aart A2 BY 39 PUE Y5 v
7: hookkext = HookDevice -> DeviceExtension ;
8: GetFileFullPath{fileObject, hookext, fullPathName) ;
/+ @A Z2A 2o o] HIo] AxHE 399
9: A9 A HA(FullPath) s et
10: switch(currentlrpStack —> MajorFunction)
11: {
12: /e B A L 9] BHE ¥/
13: case IRP_ MJ_CREATE :
14:
15: /* ApplyFilters@4 WelA ZF 5t AJ&d B
3 Rdg Hgdo, HT HE A4%E 2
. A
16: BE AR = A& AHEAA A
o9& 22 dAE ReturnA7th «/
17 : if(ApplyFilters(hookext, fullPathName,
I0_READ))Z
18: {
19: /x B A2doA g7] H2o] ARH
t A% 449 IpE AWk &/
20: Irp -> IoStatus.Status =
STATUS_ACCESS_DENIED ,
21 : ToCompleteRequest(Irp,
I0O_NO_INCREMENT) ;
2. return STATUS_ACCESS_DENIED ;
23: )
24: break ;
25:
26 /* BY 27] B3 ¥/
27 case IRP_MJ_WRITE :
28
29: /* ApplyFilters¥4> WelA 2 5 AlA9 B
3 59¢ FHgdd, J2 7§ AL
30: BE AAd sl A& AHEAA
HE 22 AHE Retun A7t +/
31: if(ApplyFilters(hookext, fullPathName,
I0_WRITE))
32: {
3: /* 3G NagolA ¢l7] 2ol AXH
E 3% A9 IpE A @) v/
A: Irp -> IoStatus.Status =
STATUS_ACCESS_DENIED ,;

H: IoCompleteRequest(Irp,
I0_NO_INCREMENT) ;

36: return STATUS_ACCESS_DENIED ;

3. }

RB: break ;

39:

40: 0 e /% 0|8} A */

41 : }

2: ofx Ol3} A &/

43 :

}

(2% 10) Wallnut.sys HE =2lojt] #id ZE| 28

#9 (2¥ 100N A2Ze) switch-caseFoNA Yehh=
ApplyFilters#571 1 B3 2dd gutge 42L& 3
g AMEA Ae F(Queue)dl] AFET 28l Al2¢ ZUE
Z2aP0RHE o' F71HQ 8Ad wet ol§ AHE
Agdoz Adte A2" AMGAY f§ AAE ¥A €
ok ARSARe o B9O FEA Y, 4AE ug PHE o
Al ApplyFilters& WA EZ(block)H o] UE ZT2ZAH2
o AL AMNAA =z, A g& 2dsA gk

oldl L ol we FA T2A29 AY R}
AAdD 89 (2§ 10)9) ifFo A ApplyFilters9] €
gol FY A4, dAl 9 A2dd HIE Axde 24
29| AL AR=A fArh ol HY A2¢ B3I séfo
HE Al2&g A8l A 259 Traymonitor.exe®t AH-2L QTE H
o]~ RE9 Controlpannelexest #7142 #AE /A= =
3 Bt} o] F 53] =gtol¥ s} Y FAE Bl =
olH 9] AL A5l Traymonitorexe RES HA BB
¢! TimerHandler¥ ™8 (238 113 2o

(Zg 1D)9A Yelds WallnutFileFilterModule GetVi-
olatelnformation¥ F7|H 22 A|2d Eolnjd] 9fsdo
S50 A4 Selolwe Mot A ¢uk Fol AAHY
Ae FRE AY QoA oFFAolA d9goz BAgL
A |k

VOID CTRAYMON:TIMER_HANDER(UINT nIDEvent)
{

/¢« 238 30y Al2d "E =gl 9wt dlojE 7t §L
o9 AgAte] gl geo] aFdt +/
5: if(WallnutFileFilterModule.Get Violatelnformation(this,
&LocfileViolatelnfo, &ViolateState) == FALSE)
6: {

7: StartCheckTime() ; /* LocfileFilterd X @& A
AR7 A& Aol Eojn g oAl A
A3

8: retum;  EBolo] #EHE ALAHA, d§E Bl

W o|flE7} HAE WA drl@ct &/
9: }

11: if(ViolateState == TRUE)
12: {
13: Cstring ProcessName
= LocFileViolatelnfo.processName ;

14: Cstring fileName = LocFileViolatelnfo FilePath ;



15: Cstring Media = LocFileViolatelnfo MediaType ;
16: UINT UserReaction = 0 ;
17: J+ 27 0 A2de] o] i AT A A E
ApgA e A 2o} ofok diE d3-& AU v/
18: UserReaction
= WallnutFileUserReactionMessageBox
(ProcessName, fileName, Media,
&LocFileVialatelnfo) ;
/% AR AR dE B9 28 =gl A
AEY dole 4949 788 «
switch(UserReaction)
{
case USER_ALLOW : /+ A Z2AAN9
of i@ AL siae Fy v
LocFileViolateInfo.UserResponse
= USER_ALLOW ;
break ;
case USER_REJECT : /@A Z2ZAAMs] #d
of e A2 &3t A% v
LocFileViolatelnfo.UserResponse
= USER_NEXT_REJECT ;
break ;
case USER_SESSION_ALLOW : /*¥A =24
Ao Bded A H2g HEE AS v
LocFileViolateInfo.UserResponse
= USER_SESSION_ALLOW ;
break ;
case USER_NEXT_ALLOW : /+«#A Z2AA
9] e} Ui 2 & e F¢ v/
LocFileViolateInfo.UserResponse
= USER_NEXT_ALLOW ;
break ;
------ /* 7]Ek o]9] Z2ANE ZAHoZ F8A
7le B & UgE B v/
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}

fe SRS Y& 208 Wrln ol 23 ¥y
=atolwe] A&, «/

MakeLogForm_Register(&LocFileViolatelnfo) ;

WallnutFileFilterModule ApplyUserReaction
(&LocFileViolatelnfo) ;

588 B9 88 k¥ ¥

}
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