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A Digital Image Watermarking Scheme using ElGamal Function

Jean-Ho Lee': Tai-Yun Kim'!

ABSTRACT

Digital image watermarking is a technique for the purpose of protecting the ownership of the image by embedding proprietary watermarks
in a digital image. It is required for the digital image watermarking scheme to pursue the robustness against water marking attacks and the
perceptual invisibility more than usual in steganography area, to guarantee not a hidden watermarking algorithm but the publicity of water—
marking algorithm details and hidden use of key, which can protect the unauthorized user access from detection. In this paper we propose a
new copyright watermarking scheme, which is based on one-way hash functions using ElGamal functions and modular operations. ElGamal
functions are widely used in cryptographic systems, Our watermarking scheme is robust against LSB(least significant bit) attacks and gamma
correction attack, and also perceptually invisible. We demonstrate the characteristics of our proposed watermarking scheme through experiments.
It is necessary to proceed as the future work the algorithm of achieving at the same time both the pseudo-randomness for the stego-key
generation and the asymmetric-key generation.
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1 oluAEE AHESE Aelth FAAE AW onA%
g3 oju|X & Yoz Ha¥ ¢ dvkn AFEd. 34
Ae tge 2Ha oluAE ¥& F U AW ouA%
AHa oA E wjnE 4 glvth woF YEwta A9HA
o AMEHEE 7] ol Bdstd FEAAE FEE 279
Avl oM &L ALEEY A& 2HI OMAERYEH ¥
Ejoj el A5 dold = gtk FLE 2719 2HI o]
A& ¥ AND 94HA71d 543 Ao EAdts H
Ent 1oz FAFHN g 4o HEEL 0¢oE X
AE7] gEel $YF YA FAHE HEH0aE & F
Aok A Yeiky AN E &Y HE 439 JF
o8 AAHE At e &9 ALE A A=geE A
B ojrjRle] LfAte A 7] olefe] AW ofn| oA
e nHAEag AT AW o|v AVt WA EE

ElGamalz <& AtS6t= CIXIE OlOIXl RHEUHE 719 7

it B4 ¢4 AFol A2 22 37 2HI or|A
o Agd HAeviaY A3 M2 ESAA du. FU@
3719 2H3 ojmAEE ANDIMAIAE HEntaE 3
g + ok wdA AL YER e WY
ok dsiet

&4 FF3Y A, F4AE 243 ovARE ¢ gl
oi g FAAE 2H ojuAd AYHo dE
Aemtag &3A717] A8 §¢ez 2E3 oA Y 4
& Ao BuEHA GxE LSBY MSBHAIY HIEGES
% 0fte.z2 BAAINAY 499 geg wEAd ¢ 3l
o Hgd 2H3 oA 2RE HEHW AErias 49
AARYD 98 HErtazt obd &4% AHUE Ho &
A YEHvaE 4& F S Ak AL AE0 R U1
dxe Heut2E AW o|nAe] LSBY MSB #Ald 4
Evt2 g AdEA ¢7] d&el, LSBY MSB 9124 HE
s AARAY HINAR o)v] AdE HEriAE ofF
d gge A e w2 B LEa oA R
B 248 HErtag 4 F Aok whek At AE e
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gobd FAAE 23 olu|A g LSBY MSB7t obd X
E SBell ZA e WEAA P ojAL 2l oy
A AA e A &4 NHHLA Ha FARY &4 F
7 Aol FAHER FH0 ddstA ®u webM A
¢ AErky 7Ee &4 FHLERE AT

58 &

2 =EANE ElGamal $#48 AH8d: 99 a4 @
ol At YA olvA ERlg 1Ee AdsAT &
=gl Add GEwg e 44d W FENR A
n4e B fa 374 Ade F9aT A WA
A A%z AR AdE 2D olnAg A
A ojulx) Abols} PSNR @t ¥$i7} S6xx Aolojmz
olujAls) sl Aole ko THs] oHTH: AL
Bgth % WA AY e 2d1 onAe A4 #e
WAAA AE AEsAE SANAR &4E dE6a
7} x bsstez Pury Fh AneE 2T Al
WA A9 Az dd Add Qeug AEe A&
LSBZAd otde AnAE Halskan

Aker Aelvk) Ade AEA e A Aew
2 7Me 2A¢ BEUT ElGama 358 AHgeks 9
G @4 47 AHeE A ¢a £dol e HE 9
Ag AN7] Wil S Fe AT &Y HE
o9 9XE Uohhi AL FEHHA Asdd EAd o
gatnz Bobsat. dEnE 234 Q¥ oA Al
718 AT AEFZ MET AW ol SBE A
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