JHME T OHENIOIEE 0183 CHEY HIOIML BXI 8y 149

MAE 7 ol Edlo|e| & o] &%

A wholBl & ®©A] Hy

;1111

.2

= nl‘

[ =

21
=

e
e

T_g_q

=
= £

e o

He & %‘&iﬁ—‘; Ao A Z2aRe GES vol A, ddy uielAg FASe | ol gl AUt
ol ZHE duick AP a2, o] violBAg BAS] fAsAE ol BME AR
Aol £85E Hol dtHolrt. §3), wiolgx AT} Hiel2 A ¢E
g4 Foo ME A8 $E By wgvhd V& HYeRe olf BV oyl ¥ RAME oY vy nojH2E ©AFI] A
A HAE duelEg ol4d dEHCHE ALYt olF ol &3t tEA Hlol22E AN A}, 7|& o EolEd & ti¥y b
o2& Aego] o 2%6AE FAEATE £, MAE YA wolzl: Y A28 MS-Windows ¥ o}H2} Linix ¥ Unix AY E3F
ANE T2 F A Pl Atk

223y W vlolzx 3=
g velglxz dEE AANe 2=
dasA 2=e YFE FHA R} 3}"1. SE FAHA B

=

A Detecting Method of Polymorphic Virus
Using Advanced Virtual Emulator

Doo-Hyun Kim'- Dong-Hyun Baek'!- Pan-Koo Kim''!

ABSTRACT

Current vaccine program which scans virus code patterns has a difficult to detect the encrypted viruses or polymorphic viruses. The
decryption part of polymorphic virus appears to be different every time it replicates. We must monitor the behavior of the decryption code which
decrypts the body of the virus in order to detect these kinds of viruses. Specially, it is not easy for the existing methods to detect the virus
if the virus writer has modified the loop count of execution intentionally. In this paper, we propose an advanced emulator using a new algorithm
so as to detect various kinds of polymorphic viruses. As a result of experiment using advanced emulator, we found that our proposed method
has improved the virus detecting rate about 2%. In addition, our proposed system has a merit that it runs on not only MS-Windows but also
Linux, and Unix-like platform.

FINE : HIOIRA(Virus), OIE0IE{(Emulator), CH M (Polymorphic)

.M B

AT UEZR 71¢ Bdd gl dHY Bao] H4
ol we} el A LHE vlolglxazt B AL AE
dME BAHI gich oA Hiolzixef B A I3
¢ z2¥93n JuAY FFE HE T 2 AR 2A
HEHI A

durdQl wlolgx Ak

AN 64

oz HE EAEE HR

I a8 Ag EoA A

(string comparison)3}= Y

t &3 4 zAdqga FaAdes gd
t 4 3 €: (P 7adra 2%
th 4 3 o =d0¥a JFe Ty as
ERAT 2001d 89 04, HAIEE 12002 24 8%

wote %55 Pdol Aok BAEE Madte YEe o
A 54 94 FAYH W Zzad AAdeE v
% R WAL $E AEY 2239 e 543 AR
AFe vpolg gl BAdel EASEAE AAsHE B

oy, F WAlE ¢ Ao Augle] RE He ) 2oy A
AE HAsld 1d BAGo] EAEAE A W
B o] tHg, 101.

2353 diugdEe ol&dte WHE uyA ulolzx
(polymorphic virus)& 2€&t7] 9§ 3o|th t}¥A njo)
Hae 5 & vlolgi2 dFAW, dEd XY
Wol AAF W wiolal Aot @i, A wolgie
#EA4 ot} 438 AT FEe] 47 tE HH
& Hola UrH7l




150 HEN2IES=FX C He-CH H2%(20024)

HEY WA Z2ade Holgs 3= AEE ¥
ook e Aoz wrddel By Hielzx @AY
olgl o] Stk o|& AAY] AHA violgi: =S
A€ FH8 & F Ae /PEAY gl o] g8
stk B3, wpolgjx AMZAIL JrHoz viojEx R
o 4% 2858 ¥ FAUE €Y ¥yesx Oy
A ulolgj2g LASA Rk old & =FAME vl
He Agace Agye 53¢ o3 7 HEE
Feld Ty welg2g Addy] A% MEE M 4
g dEHold WEE AUd¥Y 4F A}, N=& ¢az
F& ol4% oBHoEE THAL A 71ES e
HlgA GEA uol2x gA&o] FFHIUT

B =8 742 tgd Zrh Agd olo 23AME
kA wlojeix Ag whde] djs) dotrd, 7|E AE
dolele] EA dajM AEd 3FdAEe GFBAY 6
olgl2g A A% M2 ¢nHFE Holx, 43
AE g vleleix AdE AT A2d THER RS
duEES A4 @ F AY FdHE AN, 53N 2
Eg Ay 28 He

2. #H A7

2 FelxE violg 2o FHG A ulojg A Add
el st dolrm, 7MY dEelely 7@ Wekel o
g} =@

21 Moy slojaia wMekAME CHE Y dlol3{A

dutE o 2 wpoje| 2y Hiolgjxe] whbH wAdl wa} Ao
He EF¥T AL 28T 14 ol 9AY vl
2, 24 vlelglAE ¢33} upolzix, A wpolEaE &
Y upolg) 2, 44 wlol A U¥A wlolyx, 183 5
Ao vlelgaE 23 YPEY vhejg) A2 s + Qlrh

AAY nlolg2E x7|d AFE wF M dedtn
Aol 49 d¥o] HojuA & ofviFo] ZEIYME
o ol#] Aatg vho]# xolt) ¢F 3 encryption) Hio]Bix
ook Ax A¥E #E Tz Ed o8 wEo3
om EZgaPe] d¥ EE dREL 4ZIAA HF
. o] W& 4FE FE= =7 {4 WAHE Aol ¢
Ll L=

TEL R L
Bymu —

Hididd =

(38 1) HE3 Hiol2~

<9 % (stealth) wheldjae RS SHED ol ALE
A A Z2addA AR JRE AT d8 dF
g 71HE AR F, Z19F 40 EASEA BEE 9
de] A77F WA F& AXNF HolA o WA ZTgo
#g £AtH9, 10]. +8 4 (polymorphic) Hlol A& ¢33}
nlojgl 2] YFo 2 UFE Fr FRo] A4 dAH ¢
%3 nolgj2ge g8 ¢3E I RExAE 7A9E
ol Wk 24, of dlolgze] AEE HUE A
237 98 E d9871x dEHzZ BEE dF5E EF 9o
FAdol g RE 1 HYE meldil Azbo] Bo|
g 1 9 =8 2R3l (29 2= 9y welgx
7t 499 dnitt & d3dAz=st ot AE B
oli itk &, £& #U& FEANE de= V] te &
ZHAR= AYE S 9uFoHL, 2, 3]

ZEE Lo
BEHMIASH B

=T OO
HEHEI=N BN

ZEE oo
LEHAICH 23

(28 2) gy vjojixel 2y

22 dioj3iA Beh Wy

Hiol2i 2 Ad3ty] A e 71EHer ExEE v
ot oAl E3) wpolBjao] ZEE AdY dREE dYs
of vz FAGE 43, FE Hey 2239 o] ojHe]
EAqsAE FAe= Aok 2AE v P 54 4
A Ay AA AggeR vk 54 94X Ao
FE Ay g e 54 oA HFH uiol2 29
BAge] EAeAE AAehe Yoy, AN gy
A Faglel FE AHY Y AAE B3 Fazt
g BAgol EA=AE s W oltHIOL

utolg 2 AZAEL o 7HA 1PE AHE3H] Aol
TE wolg 28 WA ZzaYPo] MDA RIEE v
A AEAUY. 27 FEdEe] 43 wlolyx
Eo] $4st7t YA g 4A AQREE TE{HA o]
€ U 433E doly g e 2t UFde
G iR Lot JEA WE 98 Hol2E
A2stgt. od71H tEAd Hpol 2 AR ¢E3 vl




22X #EE wrig delx BAE vPE A2 E
2 d3ddlzs FEAAE 8P HB2g ded Y
Aergigte g A Y F e Holgixett iy
3
1

spolei2o) ool Avkel BAY va WPozE 3
BY 4 g7 MRl HEn nYEE o8 Aw
oF Bt o8 Wuaky] AsiME WA g o Eeo
BE gAsie wlolels e Faald 2=E 2ol
# F UEUE 998 slnes s ol 2AE 1)
© gehs PEe gAYl

(E 1) Hlo|3& RLHibgo| X

sol#l s F auey oo
=% 7 al
gay | GEREAREE ) ge y ene 2y

o] AFEE i
de dzdAz=s) g
A dFsng 4A B

A g F e

of &7l ol B oA K22
934 AYANA Bozq ubo]l | M} dEHE P
gz dd Ad 7bs

dey 4z #A A%

23 714t ol g&ofE{el TE ot

YutE oz o &FHolHE oW j=dojt} LT E
715E thE 7Y st=doly AZEolR Rdie A
#2717 A FAY m2aPge T

z2ad A= dolgrt AgHeH CPust W=t
dastzo] dEHeHE FAsHW 7[EHer J3g X%
BOYE AAst 498 e wRedte] Hasi
g2% A7+ 99 8086 CPUY AA wWxz #7+¢ IMB
HEE FHEe Zo] o] dAHY + dout diolgxd F
548 asA H}Olfﬂ* =9 PEFH A7 E F

A WEeE M, FHHoR 28 HE uﬂg'_a]l: |
(cache) Bl 2 a&3H¢ FHe 4AATTD =3, Hajg =
2a9e 43N 5 = t] 3zt (decoder) 7} %36}\:}. F,
A8 TP vAoE 2z T aYelng HYIR
B A JAE Mt A BAS FYF F e
Z20@g Ak Fribl

3. ct¥4d oiol3jA o

B gAE 2goH GolE oBUCIHE ogE 7
oJ R4 Helda g WEE Bt FAES W
Yol 2 EAHE RO A2e BH4 welg Ag )
&9 543 Ao date] 7| & @

31 2| &2 Egh gy

obef (29 39 &MEE EY, AANEIFNo HF

JNHE Jtet OIZA0IEHE OI8E CHd IOl EHX] 2y 151

& AN Hpolg L EZAgda REEHE BERE g
HEE etk 7189 93y dtelaiz~ g e w4

A& Neg =29 AYSmrt 2oAL Neg Fold wpo]
Ha ZA7E ARE dehua] gob @9 Jdg 3] o
Atke el o83, AYsdd Ao Newtd 29
Aaaor a7] sjFof WA HA AEEst 2A ok

A7l M Nv, Ni, 28], Nt& of#ie} o] @ o,

e Nv:<tsstd 3}0131-’:3 sAse o 2o ¢E
B,

® Ni:ZA8A BAAY 2A% ¢5s 70 A9

o Nt:ZE2qF

FEg delg A @ds AAs] AF F 2dlFE
ofd g} 2t

Nt = Nv X Ni

hAl R, vl s AR EE Slste] wlolex B
ANE AASHAY Nt Newoh 288 ZAY 2A 2H
siobet @& ojvl ),

Brolei A ®e

WE

farw

(38 3) 7I&2 gy Hlola

e #ME

32 Mz? clEy dfolaix Nk gl

AAREIF(NOE Aste olft vheat gt viole
£ 2R AR7t AL 7] sbes AgInid HA
Aol opd Rodadely wWF £yt HolxE AL B
71 S8 EA AR AN F o S HAE) 94
AMolth. kA A 71Ee AehidA B T2 aPds
vith A ARELAFE At PHol #7 g2, ad
g, vloj22 AFA7L wpol s iie] ¢EE A7




152 MEX2|SB=EX C Me-CH M2E(20024)

GA 48 2958 AANEAF WA HALEA R
2 gxAoz Fo ¥ROE 7|& WHeRE o v
H2g v xEn.

agH b3 2 A2ZE AQ PEE Aden.

AA, vlolgj29) A5 E AL W dPYI=oe WEA
go¥ 4849 540 e YAY & Ut YEHA
H o3 2o

@ &4 "2 A4A(F2)e HEd Y PPez A
AseE 4gasyt weA] EA4HG

@ EA A EAsE Q% & FolA 2dE
DEY WA g8 FIAEn

Agacz FaAd 0% E7)(conditional jump) 4
gaert e gy EPFL YoM wE HY
"

(2g 98 SAEE gAY Aede Hd Ve 4
3§ =g WA #3 ANE Aot AdBI=EE
Q%e 231 A2¥Ya=E Q& ¥

714 AARSE A1dgacy A2d89327 §2
g drix el AEH FAAN A AeE 4 ¥y
(Nt)e oldligl Zo] R8T F Sl

Nt' =z N¢’

g7 ARV BAE OEE BEHHEF A

AN
n=0, n1=0, n2=0

% + gtk
Nn < dpolg|x HA4H Y A7) < HHFNK)

4714 Nne @ RZE e JTgeE JAI Uv
utolg}x Wee Ho A7|o|th
E§, Nk'st Nt o8 438 B5En.

e Nt = Nuv X Ni
® Nk’ < Nt

2B, Nog 71&9 Nent Wes a4 44% &
ok No'yeld A 1d8asuy A 248as7t S48
FEdd & U¥y = 453 bolart ol ¢
Ael 7Rt MEEFe] F7HE A BAHE Neol
Newth uj$ Hops Au4Er} Mar,

233 Ne' Wel A 128asy A2289357) $38
W 5E AAS) A% FAolgn B YRS ng
vRstE F3e deld A ¥n YA uzEA
e e F ARNE 3712 wEso du.

D A% 2 F29 e 493=7t GEHEN?
@ ‘A1dga=e dYsiest KxA2AYa=9] 49
& 2HE BEEE 4T K7F EAENR

Z A% 22 A3 Jde F Ag9z=s 438 wed
AN WA BB HeAE AP GEE HAH}2

UM S<n1n2 0
Ee gim BRT

ol A B

(33 4) MBR ChEY bloja BB M5




AT BE o] dwtAelnt. dHAFWOE old T2
o] 3 ¥ dojutn glEXE ¥Rt FA ol grHo
2 298 sd0n e A dgasy A28gasr)
FAE 5T SR8 fo ayug aEgzie 2
ol(=2gg)dl BAQl UAT Zol(Wko #HA ddE
T Atk ¥, dHAFNKS] FAo] AztEE AA
A (NeHSk ng ®laskE §32 o olistr] 7l
of AFAEAFN)S RIAFNOE A ge F
o 7l&o WAE AAUERF(Ne) 2ok ZAY FHot
aYrg, o ¢iHFE o83 WME Jd £EE 77
A F7hH oz gy blelgag BAY 4 Aok

.-
o Ha gz po

4. Y 3 "Il

B oM 9449 ERdE ABRl 3 ¢ 4
£ 80386 Bl E dA € FEF HEE Bolau gk

A49E As9 dEAHQ dFA sl A 57FAE 1,000
Mol Ao ZAEAZ F At A" FujelA wojs
gl 2 oARe] WAl Z2adg olgsle ulolEa Ad
& AAE o ARE vaEAY A7 AP A5
AEE Al28e 99 Pentium M-700MHz CPU, 128MB
RAM, 20GB HDDE 7|2 22 T4 IBM PColz, A
dol& Assemblys} CE AHE-3Hch

41 16H|E o g3joje] MAH % 7H

ZzaPe] Aysisd CPUY dAlZEr Bad AXNY
AEHEHE TASHE AY T2aRS HAsn A
& pde] WEe I WEEe] HAg Zoadg A
YA ¢ = 1 Fd(decoder)7t Ba 3}

b4 vz F7e A7]e 8086 CPUS A Hxzg #
71 IMB HEE HHEE Zlo] odF3d 4 glenl u
olgj&9] F2 BEAHE ndte wolelx e WA
a718 #HA4 WRYgE grsd fdd, aga, FlHez
dad WEae MH(cache)2 HEste] vlnag 78 &
EHoF ALRIIEE F)

4.1.1 7V vixe &3 dA

@A A uie o] 8086 CPU A wixe] FHe
IMBe|th. & o &dolHdAe 7MY Ry AdE =9,
4KBe] wWidE& & oA R 3o 2T 165 0] A (4KB)E
FHlgtdh an, & #HAolAvitt ALE3FE V| Ede
BWTE FolAM dRre Fxrt Y dojd wnirt 14
F7VstA st UFel 2gH(swaplol Bad o 23 # F
AEF Ut IMBS vz gl wfg gHeolEe vz
Fz7h dold Ae, WA FXEHE F4E iF HelEd
g 842 A& I HA9 HolX7t dRee EA
A E #ddch EAQEE HolA] WEE A1 FxHE
FadA ozl We eEAE AEdY HF HolA

JHME 7t OIEOIEIE OI8S Ched HI0I2A BIX| W 153

A Faol HIaA ok
olZg v HolBe F2E Cdolz FHW ofds}
2t

struct Dinfo {
WORD numCache ;
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typedef struct Dinfo MEMORYCACHE
struct Dinfo {

WORD numCache ,

BOOL in_memory ;
b

- typedef struct Minfo MEMORYMAP
struct Minfo {
DWORD fromADDR, toADDR ;
MEMORYCACHE mapl{256] ;
b,

MEMORYMAP * mmap{12] ;
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