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The problem resolution algorithm in ESP protocol
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ABSTRACT

TPSec is a protocol which provides data encryption, message authentication and data integrity on public and open network transmission. In
IPSec, ESP protocol is used when it needs to provide data encryption, authentication and integrity in real transmission packets. ESP protocol
uses DES-CBC encryption mode when sender encrypts packets and receiver decrypts data through this mode IV is used at that time. This value
has many risks of attack during transmission by attacker because it is transferred clean and opened. If IV value is modified, then decryption
of ESP data is impossible and higher level information is changed. In this paper we propose a new algorithm that it encrypts IV values using
DES-ECB mode for preventing IV attack and checks integrity of whole ESP data using message authentication function. Therefore, we will

protect attacks of IV and data, and guarantee more safe transmission on the public network.
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