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An Implementation of Authentication and Encryption
of Multimedia Conference using H.235 Protocol

Gyu-Bok Sim'- Keon-Bae Lee'' - Dong-Su Seong'!

ABSTRACT

This paper describes the implementation of H.235 protocol for authentication and media stream encryption of multimedia conference systems.
H.235 protocol is recommended by ITU-T for H:323 multimedia conference security protocol to prevent from being eavesdropped and modified
by an illegal attacker. The implementation in this paper has used password-based with symmetric encryption authentication. Media streams are
encrypted using the Diffie-Hellman key exchange algorithm and symmetric encryption algorithms such as RC2, DES and Triple~-DES. Also,
128-bit Advanced Encryption Standard and 128-bit Korean standard SEED algorithms are implemented for the future extension. The im-
plemented authentication and media stream encryption has shown that it is possible to identify terminal users without exposing personal
information on networks and to preserve security of multimedia conference. Also, encryption delay time and used memory are not increased even
though supporting media stream encryption/decryption, thus the performance of multimedia conference system has not deteriorated.
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