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ABSTRACT

IPsec offers not only Internet security service sich as Internet secure communication and authentication but also the safe key exchange and
anti-replay attack mechanism. Recently IPsec is implemented on the various operating systems, But there is no existing tool that checks the
servers, which provide IPsec services, work properly and provide their network security services well. In this paper, we design and implement
the rule based security evaluation system for IPsec engine. This system operated on Windows and UNX platform. We developed the system
using Java and C language.
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(& 1) EBH0IZH
Command Syntax
IF £d4 THEN
HYE -
F§ [ELSE]
HYE -
ENDIF
FOR 714, #H &4 [STEP 714
FORE HYE -
NEXT
DO {WHILE &34/
DO¥ HYE -
LOOP [UNTIL =d4/]
BREAK® BRAKE
PRINT# PRINT 2&#&
COMMENT# VAR 2 R
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Name Syntax
SQL SQL (output DB, Query, input DB)
AGENT AGENT (command, START [or STOP])
MODULE MODULE (command)
SAVE SAVE (filename, query, input DB)
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&1 1 A#E output DBl AFH AGENTESE 5
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ESP, TCP, UDP, ICMP, ISAKMP7} 1t} 73 479
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23 DBMS
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Field Name Type 4 4

D INTEGER 7t 48 24 D

NAME CHAR Yot 54 ol§

DESCRIPTION CHAR H7h o g A9

e AH
Field Name Type d 9
D INTEGER | #3ld g nfs
LINKID INTEGER | & #i3luiel 9] AH &=A¥3
SERIAL INTEGER z_:;ﬂamlolvm EREE £A
NEXTHDR CHAR A8 AR Z2EFY 73
PAY_LEN INTEGER | AH#tie] A3Z) o
SPIL INTEGER | SA 44z}
SEQUENCE INTEGER | ©& %7} 7H4H
AUTHENTICATION | MEDIUMTEXT | Authentication Data
TIME VARCHAR | #89¥ At
RUNCOUNT CHAR -8 4
® ESP
Field Name Type 4 13
D INTEGER Azle] dE 1/HHE
SPI INTEGER | SA 2z
SEQUENCE INTEGER | 9@ 27} 712¥
ENCRYPTION |MEDIUMTEXT| Encryption Data
TIME VARCHAR | +8¥ Al
RUNCOUNT CHAR T4 e
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Field Name Type 4 9
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INIT_COOKIE CHAR SA$ A A% Entityel COOKIE
RESPOND_COOKIE CHAR SAd §% s+ Entitye) COOKIE
NEXT_PAY CHAR A el R AA Payload?] EFS)
MA]_VER INTEGER | ISAKMP¢] Major¥]
MIN_VER INTEGER | ISAKMPS| Minort|
EXCHANGE_TYPE CHAR @A A4 1 gl ExchangeErd)
FLAGS CHAR Exchanged] Wi¥ E4 8 degAg
MESSAGE_JD INTEGER | "jAjX] 4}
TOTAL_LEN INTEGER | 3ti& X% 4 Payloadd ol
ENCRYPTION  [MEDIUMTEXT| Encryption® Hel€l
TIME VARCHAR | $39 A2
RUNCOUNT CHAR Fa) sl
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RunRBuie # a info mi

TCPC onn

START agentexecuytion

Syntax
check
T

Run sniffer

Agentw ith rah

CallTCPConn

TCP connection
W ith sniffer agent
{open socket)

fend stmam & to
M DUBTART so iffeyd

Waiforxdata
from  stiffer

Ky
[C 8 L Sniffed

Send the
Command

Connel ti

o the sniffer

Disconnect
w ith Sniffer

AGENT_OK _FLA{=-fale Faiked agent
executinn

AG ENQeO K_FLAG = true

STOP agentexecution

Recewe
message

IAGENT_RE
SULT ALL

Add data into
Module in GUItable

Store the data
SNF DA

Display the result

Store the proweo?l
inform ation
g SNF DB
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4, A9, 28 o Agdc) oA E FHL 73
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configuration 9 #4447 H3 B 5o ALgdt
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Module SR E EESHINR.
Ex) Module 3 : 8428
Module Command : sendpkt
&% Directory : /home/user/directory/
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o Hostss fHE
* Host Name. ! PAddress | _ FEE
ngictiab03 2925410174 :i_;j_gﬂgjjj;{tl_____ gy i Jithes
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PAddess 17325410174 L [zEe=cEnA
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o 7194 (confidentiality) g
A4%5e <E3s ESP #Ale FAd daxg o
& ot & 5 A=A Fddn 99d 72 BEH
LR2=
e 94 ¢1%(Data Origin Authentication)
A4F¢ AH £ ESP H3l& 2ACE £38 ¥
A AR AY W9 Source IP F4E WA B
A2 dA4stn, o FAE EAT
o HZ AoJ(Access Control)
A9 Fl(key)E ol83te] AH && ESP #5lg 74
g BAHAZ A48T, 1 ARE BHPL.
o nAd 48 384 (Connnectionless Integrity)
SRS A B4 HEgE RAT £ ICVHE A A4
3t Mz ¥ A4, o 2AE $4%
o JEFH Wol(Anti-replay)
FAS B BAEY 598 BHA2 Afee B
. =2E £3¥ H39 IPsec AH/ESP #ltiug] SN
(Sequence Number)gt-& ZHAI3HH, Aj 28 SN& A3}
A FAE SNE ¥4so A4stn, 2 FFHE 4
Lia=3
AA Ay HAWIA 2P S ojf8le] ETRINA A
%9l C-ISCAP (Controlled Internet Security Connectivity
Assurance Platform)ol2tn W% % [Psecd? 9 B9
& grelsic C-ISCAPS R4 g Hrielr] €8 757
Ao NHEES A e e AlHFgEL nelysl
Al 2dl g ol gdte] Hristdch HhEH CISCAPS 72
7 e} Hetd #Hrt $E5E Bk <E 5> BAY
BrraE F 5ATE Hrtdae g4 HE2 RARTh

(E 5 2oMd WIS Bidne e

1. Detect modified AH packet (Modification of IP dst) RESULT [PASS}

Hl =======> H2 ICMP Echo request (with AH, modifica-
tion of IP dst.)
Hl <===X=== H2 No ICMP Echo reply (Drop packet)

2. Inbound ESP packet with Fragmentation(Authentication :
NONE, Encryption : DES-CBC) RESULT [PASS]
Hl s=s=s====s====> H2 Send Fragmented TCP message (with ESP)
(1* /2 / 3 - fragment)

3. Inbound Tunnel AH packet (Authentication : HMAC-MD5)

RESULT [PASS]
HI ===> GWI ===> GW2 ===> H2
ICMP Echo request (with Tunnel AH)

Hi<=== GW] <=== GW2 <=== 2
ICMP Echo reply (with Tunnel AH)
4. Qutbound AH + ESP packet with SA bundles RESULT {FAILED]
HL ==> GWI ==> GW2 ==> H2
ICMP Fcho request (with SA bundles)

} AH SA |
H2 <== GW1 <== GW2 <== Hl
ICMP Echo reply (with SA bundles)

IP Security i@ 218 FA7IE BUETE AAEO M % 3 373

5. Inbound AH+ESP (policy = drop) RESULT [PASS]
Hl ======> H2 ICMP Echo request (with AH +ESP)
No ICMP Echo reply (drop packet)

49 B

B =RAME Psecde) BG4S Hrhsr] A48 A5
e TN RggrAlARE A 2 TS Aokt
£ AW 29 ETRINA 7235 C-ISCAP(Control-
led Internet Security Connectivity Assurance Platform)ol&}
T BEE FF IPsec Ao} oig BAAHE Hisin oy
7487) % Eyoz pEEdoY, SYHes EXshe ¥
7N 2ge 2 C-ISCAP # ofue} 7je}l dA) /§L3F2 Psec
Aol AT obFH WA glo] FIE Y & ok

€ Gt 2dE g 22 BAE e
o VEHI 49 UIF ZTZEFE A& Fsa
BN 715 e R
o Jo|HEE AMgE dA IZ2Ed dE Hrizt
753,
o FEAVIWOR TSR AFHE B Fr7) g}
st
o FHo ¥ EYE g &44 FAL A9
g & ok
o BrhtHo HLF 715 e RER HEYIFRE §Fo)
$ol3trt.

A 272 EL 100% AESEAE @ten gR
& Aol 9asH, A% nas U Yol FF 34A)
2A RUHIIIARY FHE F7bto tdg e met
4 WL PhedtEg sk A]dol dasith dA oM
282 Java®h DBMSE o83t TSN FAE 3}
T AZre] 23 HEER 37t o S2Ede] dde] Jo
e @4l F WU )T S=EAE HA) 9D
ATE A AYFoltt. £ 7lee] Add e IPsecd@
of @ HAEE FY3ke AYE dA) APFoloh.
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