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The Policy Distribution Algorithm of Firewall
in Integrated Security Management

Kwang H. Kim'- Yun J. Kwon'"-Dong S. Kim'- Tai M. Chung''

ABSTRACT

Recently, Networks are required to adopt the security system and security consulting because of security threats and vulnerabilities of systems.
Enterprise Security Management (ESM) is a system which establishes the security zone composed of security systems and Firewalls and applies
the security policy to each security system. A relevant ESM is based on the effective policy and the proper security system. Particularly, multiple
firewalls in ESM are concerned with the security policy about each traffic. In this paper, we describe the problems that can be occurred when
we select the firewalls to apply security policy of access control in ESM composed of multiple firewalls and propose the FALCON algorithm,
which is able to select the firewalls to apply the policy. We expect that FALCON algorithm offers stability, scalability and compactness for selecting
firewall set.

FISIE : BEROIM2|(ESM), ISMS, YU (Firewall), FALCON
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FW1 FW2 FW3 FW4 FW5 FW6

FW1 1 1 1 0 1 0
FW2 1 1 1 0 0 0
FW3 1 1 1 1 0 0
FW 4 0 0 1 1 0 0
FW5 1 0 0 0 1 1
FW6 0 0 0 0 1 1
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src_obj : ZEX FAE/MESIY] F4

dst_obj : BAHA Z2E/MEY=Y FA

FWsrc : 94 32E/MENAE Aojstn Y& Wy

FWdst : 32 32EMEYAE Aoj3tn U B3y

FWset : FALCON &2l 9 Hdg Z¢A 52
E/MESZRRY EA] s2EMEYAR 7}
T AR 94X S Ay

PROCEDURE GetFWSet (src_obj, dst_obj)
FWset_result « 0,
fw_init < Determine FWsrc using src_obj,
src_obj’s NET_MASK,
TBL_CONNECT.FW_INTERFACE_IP,
TBL_CONNECT.NET_MASK and
TBL_CONNECT.IN_OUT ;
fw_end < Determine FWdst using dst_obj,
dst_obj's NET_MASK,
TBL_CONNECT FW_INTERFACE_IP,
TBL_CONNECT NET_MASK and
TBL_CONNECT.IN_OUT ;
CALL FALCON (fw_init, fw_end, Fwset_result) ;
END PROCEDURE GetFWSet

PROCEDURE FALCON (FWsrc, FWdst, FWset)
Initializing inter_fiv to be empty ;
FOR Each FWsrc's adjacent firewall DO
Inter_fw «<selects one of FWsrc’s adjacent firewall ;
@ IF Inter_fw = FWdst THEN
Add Inter_fw to FWset ;
GIVE FWset to PROCEDURE GetFWSet ;
RETURN 0;
END IF
@ IF Inter_fw € FWset THEN
RETURN 0;
ELSE IF

SEEHUUSIANLH HBHEN PUE ISt LTEIS  FALCON 471

END IF
END FOR
END PROCEDURE FALCON

®  Add Inter_fw to FWset ;
CALL FALCON(Inter_fw, FWdst, FWset) ;
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