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Design and Implementation of J2ME-based Wired/Wireless
Interworking Mobile Wallet

Nam Je Park'- You Jin Song'

ABSTRACT

Together with the activation of wireless Internet, the interest for various integrated methods of the existing wired and wireless e-commerces
is on the rise. For the integrated wired and wireless e-comrerce, firstly, the optimized security and authentication under the radio communication
environment should be decided. And also the user-friendly usage is important. In this paper, we designed and implemented wired and wireless
interworking Mobile Wallet on terminal that can be used through both wired and wireless methods by developing electronic wallet module for
electronic payment using MIDP (Mobile Information Device Profile} based on J2ME (Java 2 Micro Edition). The characteristics of mobile wallet
implemented in this paper provide the stability through encoding/decoding payment information and on-line usage on wired/wireless environments
through downloading electronic wallet. In addition, we also present safe and convenient payment method for e-commerce based on wired/wireless
Internet.

FINE : DU HXXIZH Mobile Wallet), M-Commerce(Mobile Commarce). XA Electronic. Payment), J2ZME(Java 2 Micro
Edition)
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olEyAeld &9 $HE AFF) JAM(Java Application
Manager)& CLDC/MIDP E3E9 M2 ¢ ojFeHol4d 1
& Y] 9 ol FeAeld #e] AXEHojoja, 1
A2 MIDP ofFe Aol 42l vl Es(MDlet) & thERES

o 4, dadelE, 4%, AdAshe Aot

22 PACS BERER

PACS(Personal Communications Services) T2EEZ&
Megon FAz] 79 QlE ZEEEEL AYshe 7] B
ZZEZolt) o] A& V)Xo A ¢Ea ¢ MEgle]l o
AR AFHuR F 9 ujdy, FAEH7 BrlseA
ey Falel 71AjgelM Esy FRE Wer e
wrel qlelel ol ALEEHA @ona J) diAe ¥5I
F g BEE o a3l

23 ASPeCT 225§

ASPeCT Z2E &L EC(European Commision) ACTS
project ASPeCTel #j3iA 7rE 9l n, UMTS(Universal
Mobile Telecommunication System)ejA] ARg-zte} A2 A
A9l VASP(Value Added Service Provider) Alole] 274
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(1) AAAY 239 BE

TextField okeir] ;

TextField HQ¥ & ; /ololt] ¥ H29E U= 44
new TextField (“o}e]t}”, **, 10, TextField ANY) ;

new TextField (“HAH =", “" 10, TextField PASSWORD) ;

if (2291 OK) /219 A e
if (Poiuiee] Exsie) Aoy HHoe H@
else if (Friuiedel glod) deluy AHOR oF
else if (2719 8) 2191 2§ W44 249

new Connetion{A\®l ip, A8 port); /2129 sfAA d4
Connection.sendpacket(o}olt], ALY E, J=ERE ),

A @A e] H&dte] TR glE ofolte} MY
;WIste] 219 F FEE Fuisin ZAY Hge] EA%
A AgHe s olFsle A& FW, ABY HAo] §
oW AL e gHoE olFq.

2) ABA M ste] B4 BE

public class Connection 7/ 2d2 44
public Connection (ip, port)
#Held A (ip. port) ;
outputStream 44 ;
inputStream 444} ;

public sendPacket(H|e18) // dlelg] £541
cutputStream. writeUTF(Hol ) ;  // dio]E] A4,
inputStream.readUTF() ;. // dle|E] 4

AgMUZ dele] Agsts AR =LA A
connection® ¥7iWF AYsug 27l 2aUARE AEA
g o] Folal connection® #8381 ol FoixA B

(3) ABIE HE FF LE

Public class AddcardForm extends Form
TextField 71=WHE |
TextField % &£713F;

switch (index) /7t #§ 49

case 0 : “BC” ; break ;

case 1 : “KOOKMIN" ; break ;

case 2 “KEB" break : / $4€%€ Jl=¢ ARE AFPdt
RecordStore. Mol B 4 3 (A 47121, AL, F2717D) ;
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AEIE HEE FEHY PRt @=dAA AFshs DB
of AFatm, A47E HEHEE BOE A8 NEAY 3
A d9stA €t

(4) A8y AL §F 28

public class AddcashForm extends Form
TextField 488 Azl FFAL;
TextField 42385 #13% ;
//EE SEe ARE AR
RecordStore, the] E{ A FH(A &7 28, A48, FE77D |

AR ARE 53 A Yre ¥=& 4 DB
of Agsta, At A8 WLHEE B I AE A
of 23 4¥3iA drh

6) &3 A# B 58 2F

public class AddbankForm extends Form
TextField €849 ;
TextField Al#A 3 ;
switch (index) // &89 A4
case 0 3% &4 ; break
case 1: 7|9 &4 ; break ;
case 2 284 ; break ;
case 3: FHLH ; break ; -
/9EE A ARE Jgect
RecordStore. o B} A& 8, Az,

23 A JEE TE3E AR PR J=E | DB
A n, A HEHse 1aE A AEAA AH 99
3A dr.

6) Uy B 2E

/A
RecordStore ; /0383 4% DB
ChoiceGroup ;  // 49§ Zolx HHE el HA|

// DBJA & & Ei3tA el et
RecordStore.open (£ 9 DB, false) ;
for (A 2= A

CheiceGroup.append (1A 42W9) ;
RecordStare.close () ;

=& DBl AFHel Y AV g Huol et
Wit

(N HAYZE 2§

public class ShaHash extends Hash {
private void subRound (int count) // &5 #4 {
int temp = rotatel (A,5) + fI(B,C,D) +
E + wlcount] + KI;
E=D;
D=C;
C = totatel. (B,30);// W49 &5 4%
B=A;
A = temp; }
private void subRoundd (int count) {--}
for(i=0;1<20; ++)

subRound1(i) ; H T aR=g 084 e
for (;i<40; ++i)
subRound2(i) ; «+ /A%

HAnEe] #4 2ES ShaHashel g ¥»Foz v
Hipol Agdeg o)Foly 4749 e 4B 27}
2034 Ao R g08 wkE g

@ H Wy7) 4 28

/ AF Esel Wi "RSA/1/PKCSIPadding”
public void ehgineSetMode (String mode) throws
NoSuchAlgerithmException {
if “{mide.equals (1) {
thisipkesIMode = PRIVATE_KEY_ENCRYPT_MODE ; }
else if (mode.equals (“27) {
this.pkcsIMode = PUBLIC_KEY_ENCRYPT_MODE ; }

else {
throw new NoSuchAlgerithmException ( mode + “Not
supported” )1 } }

protected bytel ] doPadding (int k, bytel 1 data) {
/PRCS#1 BA TEB=00)IBTIPSHOOID
" byte retvall 1'= new bytelk] :
retval {0] = (byted0X00; /3 #A blo]E 00
retval [1] = thisblockType ; // BT

int index = 2 — k + block.length ;
while {true)  // Wlolele] 71Eg A4 {
if (block {index] == (byte) 0x00) break ;
index++ ; }

5 Rutfl Hxixigel 7u

2 golME 2MEACIA FR5te AEHg Z2EZS
Hgg 2a AAAtE T e rle ez
ojdel ARAL BEA 71EHe AE AR I} zZujd
ARG ol 48 F - F4 AAFAYe] AgA E
Holzo] dia) 4ok,

51 Bubel XX PEEY

B i FEE § - 54 dee AARARE 2ME &
AEE Adste 9EE o8t HF AMEH EH o]
28 AFsta AR AQIARE Hedte 7% g 7HE3
How, FHg FA7) EndEE ol4¥ Y REE 7E
3t7] #1# Bouncy Castle ¥707] 43 elolRejg & o] 43}
o & AFFE A Biglnteger 2E, BHI4 ¢35 B
B, 347 dEEEE ol&std FHEAHEL AEMNE
2Ea A Aul dojB ol fste AR ew AR
zzadyg o888l AR ARE HYNEE U, &
22} defsfol iy A} 2ol o] &7 T AW Aloje &
AYE dojl JSP(Java Server Pages)E olg3ha 73}
ke

52 2elg MAXY 7 s
IME E3FE A= ABUHE o83y TEY
2okl AZAze] #e (19 99



(@) ARANF 279l Bl W 2

|
|
)i

At sh

) HEEE WA

o) &

SME 71 5 - B 80| 2ulel MIKIZ AH X PH 6%

(@ V4= 52 Hw (h) 9124 B v

(38 9) 2uigd B 78 89

6. A4EY A MYHI

6.1 ety BY % HEB

E oM =EAM TEY TRESY JE ZREES
Hastel £43 il diE BAL BT 2% A
BE 71E Z2EEH HuHAon, o9 72 34 PUE
EHE 789 TR dig i d9sach 13
I, AFAEEe MuEAAA 4 2gel i gele An
#ol HevuAg HAER AF A} #4445 $Y8
A TAE REEY gviE AFAARE "HaEddn g
1 HA ZREZe] utEA Fds=AE AFsA

6.1.1 &TAG i A BY

PACS Z2EE WAL ¥k9 Y g& ALgsin go
22 7] d84e] gtk o WAL 2-Way WAL Aege
2A, AR BASS SWoA ZEHE wolu glAgh
Hx AH 25 58 2 MRS Soex) gormeg A
2ol A% % RARHZ vFE 9He AXu Yok E£§
AL ke BAREE AYE S o FARe 2
3 der 7Aiate] AEAE agE s ¢
J34¢ 38 & As FAH| ok

ASPeCT Z2EZL A% /A 9% 988 ) 92, 7|
T, 719 AT e FAL AR} My RS
WHEA AT, AW} BAR R AR A AT A7)
= @dol itk

OJEEN AFTREFY ool B BEAF ALEAZH U

EQa 4F 95 9 AW A <HE 1>oA Fa
EREY WY vl @ TRES] BN A4t )
A4 Y 5¢ viasigc

(B 1) 27Agl g oty 24 B

. PACS ASPeCT i |
AREH#| poueg Z2EE ERES
*4 W—P | P-»W | W—P|P-W|W—P|P->W
AE AN AF4 A A o) o} o o)
$EY 9 9% o o) o) o) o) o)
WA 7] Qlaa o] x o x o) x
71 el o] o) o) o) o o]
A7) B O A 0 o o) 0
algzef AEYY ] A x o] o) o] o)
AR 0 x o x o) o)
RolB g a x 0 x 0 o)
BN 2 3 3
SGush R5A RSA DES
A7 YA 74 4 |1 d8ad |71 de A
A7) 44 A4l PRk deojiig

F) W : Mobile Walket, P : Payment Server

® wEe 78 Z2EZAA Signeryption® Gamage,
Leiwo, Zheng{719} Signcryptiong ¢1% 9 7] 38 Ze g
Bl HEsA HAA AL Aotk TE ZREFA
¢} Signeryption Ab8-2 Singnature-then-Encryption AM&
ARG At BA R4 ews=E A1, 12].
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6.1.2 78 T2Egd g¥ Ay BY

S Aol Husold aTARe gl wE FE 2R

EE9 d4g B4 <& 2>9 o

(E 2 FH ZREDO| OIS QAL B
o

; P X T8 ZEsgel ¢
FE | TN aFE 24 A8

ARAN7 B A9 W | - wEh mE Yohel A

zol AAAL) AEE & | H4A® ANY 7H5Ae)

A AR AEA NBA | AW, @A) dE

sl AL ABY £ | 18 YA Re) wEo)

YE | g me 9ANAE A dulE A F et
U | el dFAel Flug

NG ol28 MANE

YHgo M X@AHE <

8 % 9.

ARALAN AGANZ, | - LABOID) ANAE A

ARMEAN ARAULE | B Z2REE Y

®5 WY 7| UFe) ¥ | AE Replay Attacks)

I?}z xu% 0}{‘3 "]’%'ﬂ’c‘] 7] 7}%)@01 ?\)‘ﬂ‘&, xER

|8 qug + erz a | FHME dedd 78 A
NAE | zhq quade ady) | ERRE A ¥AE

7 HEA AmAges | A8 8%

2E AAZ ANE AUE | w7 A4 G 3

gelg & 9o = 718 stohle] ojdel
: gasa oAAE oo
; W hsyel A, MM
Al ARAWS AN | 7] A deld 444

A RE o g AdE dsE | o ele) b odse
% olaA Ao £ Forward Secrecy7} X
7] At Ae|ofzich.

AANYAN ARAME | - EADZ) WRAT} A
ke A8A Yust GEs | AARY AnE AR
Cgolx AFEER 44 | oA WAwe) #AAt e,
ol BAHT, dAAUNN | N sE ANE AgAR

BoEa  ARAHZ 7H AR A | AhRse] MM A
w3 FEE ARAe A | 2 JHedel Ao 29
gmy | BAW) Y HNE ¥ | U AU WA
g % gl "ok w27 W & Az
; & flepy ZREEE
H o4 WHg 47 8

A e,

62 M5yl

»utd Aol EEE HAAEALHY FUHSE
2 g% Brhe B4 A 59 R HAE Yok FEE
Fol Adsigith

- o J2ME 71¢t e 24 28 B4
o 5ule] AFEEIA [2ME olETIHE F3 10008 &
R
o 9 Asy ¢ uY AH%H 97t

6.2.1 Al=dlel 74 #73

AAY Z2EZZ JEAA TEE Nade 4L Abt
879 J2SE, J2ME 874¢ 7Iuteg . AgAHe JSE
o javanet WA E olgsldl TCPHEHNAE THIUS

o, FUE dAAFAME J2ME 8749 MIDPRAH 245
i HitpConnectiond |88tk AMA 29l rjEdol=
A JRUNE Adxste] 9 Avist §A 7158 & A=F 3t
p i

6.2.2 Al29s] A@H7} Wy

AA ANzde] ARYrE M REd R AN Z=2E
go disiy H% 24¢ Agsig Ay 34 Ee 4
g3soh JEgel Wt 7 REER Aws ARAPCR
Uo] BAESD, 2 w8 SR et A%e @Uhet
ek EF AA ZREE JYALE B de HE
EE syt

AgAuealel AA ZREFE A& ol&F TCP YE
#1282 FHE} $4, AR ALY HFEA My 220
WBg FeAsa Felo|AER AER AFHAA Feold
E Zade $x7c oju Fo|dEE AW HFH
o] [P} TEME 650002 HEL AR FEo|dE
7} Aol d&sHAl Hu Q% ZREF] AYEA @t

ANE Wrte AN Z2EE BERAM ZElldES A
), Ztztel A B8 FHHASY A= @&
9 Fadks dAA gEe] nEA AYHENE Huge
24 ol2ojart AE W olF 4% 54 & AY 4 BE
W ES AM L2 ESH U Wb 2] wEdy
49 9E g Hol WS BE Tz AP Yt

of THE FALh

@ ANHE3

EZEE AYANTE AR SAAAE HEFoR B
W 2%E AFHoR MURYEH AF AF/4A AN
& ¥ A7 AT 4 AASEE 100049 e
EE B% BEEE VI8N

(B 3 U455 AEaN

TR 1 123 1~30 1~100
SHA-1 .
rRuEe. 263ms 2T5ms 2TTms 312ms
TE(H E) 3%hit | 64bit | 96bit | 128bit | 160bit | 192bit

DES Encryption

A 6163ms | 6201ms {11379ms|12398ms| 16532ms|16988ms

DES Decryption

yixw 6152ms | 6199ms [11998ms|12646ms|16424ms|17006ms
%

TR | add) | multiply() | mod(

gAY &
Biginteger 19ms.| - 19ms | 16ms
ey
AAAY 3
Biginteger 19ms | 19ms | 19ms
Awad

modpow() | modinverse()

5787ms 1059ms

2381ms 569ms




de HAE ZEE FY 4¥AER doHE sy
BEAY 208 2 Aade B4 A42 HAFHE Aa
dol ute} Aolg Hlon, Aol 4ol wel el
3, A BARY @A4E 7oz ¢ AYE ¢ ¢ Ak
=3, AE Z2EE 53 g AfEE d4 ZEQ
Hash, DES, Bigintegere] tisfixwt d#)7H8 4% g3
SHAS 7<% 99 go] 512niteoh 2& Wi 2 oo ¥
Agle] B9 =717} 51bit2 WYo] o]FojqpE YA
e 4" 2 ool #AglY Ao HEHYA 457}
Uee o 4 e, DES ¢ashs 48 ghe 64bite) W)
42 A3sle adpit B2 G dusing Ay 4L
3 Azte] A9 98& WX ¥ DES ¥E3%E DES
GEHAY AP vE AAFYL AAze) A P&
M)A ggtth PEE Bignteger &S B¢ modPow()s}
modinverse() $48 AeH F-EL ME JUEEE Y
e & 4 Atk 28y modPow()8t modinverse() @
= 9% el BAGA tha Age] FPL ¢ AUtk J2SE
oA AF8 Biglnteger EdlAEThE ik} =eA
% oHsY ANHASEE ATsgh AA e 4
L 24 AR <E o gk 2 ) Yolo] tE S
7+ Z2RARE 10000 BHEHAES B3 FERE 7159
stk

(B & 2elgl HAXY 45 &3 @3

7] Wol(W &) 10 bit 40 bit | 100 bit | 170 bit
7Y XREZ 136ms | 752ms | 1143ms | 1507ms
iz PACS Z2E# 106ms | 8Bms | 1562ms | 1982ms

ASPeCT Z2EE | 159ms | 816ms | 1357ms | 1841ms

PACS Z2EE 9 ASPeCTEZEEL 7] ¥38 228
X HALFd uE vaeXd o8 AARE =
&} <E 4>¢ ol ulwstgdrh XTRIBIIA RSA 1024%]
Ed dgsh= 1708 E9] 7] Hol& 7|Eo2 HZE § 4
#F AA AEAA} AgEE T2EF Ate] 15k AR
o] A|Zte] APk <E 4>9M ¢ F UE RAY B =F
oA FHF TIEEL 79 Holrt FUHl wit 7] 7E
H ZREZY b3 Az 4ol #HD USE dE
Wi ek

7.9 &

2 =RgME F4 AAgAYs 4890 wet #e
i AEA AEE FHY & e 2ukd Hdlx F9
Fg ol4% AL FHIAYT A FH dAAY
& A% Ag7E AEE AP F AE AFE el A
Hl 280 QA @ AlFelA 2ol Auls EREL o8
g AR} A e J|Ee g g83te] Mus B9
o] 7hg stk HolA & Aol stk

JOME 718 & - BN ROl Bule MTXIL gA R 7 687

B4 AAGAH7T S48 E] A8ME B £4 s
o] B4Aolnl dA 2P Y= WPKI 95¢ B¢ A
#2 A4% 3 NEA s A o)Fojdel @k B4
W dN4E 9 Ege Aoz §4 e 34
%l mot Wdo] Wasn olF A X w=ReAE ¢x
2E 8 4571 B23 3L 7] Alo]2E e ¢EE Ax
& Agadon, AEAAl AN A€ AT WPKI
AZAE ol &8 dsuele AN £ HAR
HeEg JdEAl A AFE st 4 AY F A=A
HE 9139 MulAE AFsn UE ol FREE o
£ AR} 4 UdE AAEY f - 54 AAGAYRE
g QEE Muls EPEL RN F8o] VgEr)

4 WPKI AlBjagte] dEo] daz 3y 2ol &4
Ed e AdEAM Aol 7EERE @dvly Ad F #H3
slof & A7k Woh £8 gwrle] Ak gEe] A& A
Ha Yrie st ARG Gde Hekg AF7] 9
A 7] A 2 4E8 LR  Fol7] A% egSA ¢
weZe] AME dasttt 2gn AztelH), Axsie g o
FEAAL Aula F6)5Q AntEdE sluke] £ FA A
A2 Aulzcke) AEL U¢ A4H AF7) YRt
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