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Proposing a PRNG based on a block cipher and
cryptanalyzing its security
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ABSTRACT

Cryptographic applications, such as data confidentiality and authentication, must be used for secure data communications. PRNG (Pseudo~
Random Number Generator) is a basic cryptographic component which is supposed to be satisfied by criteria that are provable security and
randomness properties. PRNG is used for generating an initial value or key value of cipher and security of whole cryptographic module depends
on the security of PRNG. In this paper, we introduce an PRNG based on a block cipher and prove their security.

IINE : L WAHTI(RNG), QAL WM7I(PRNG), Y<(Random Number), 284 (Security)
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2. oAbt W] WAA DALY

£ZES O] oAhds wagr)g dAd 7RHez nY
¥ Abghe ohet 2us, 7l

® seedE A7) JEEF AERVE Fojof @t

® 719 seedol e #elE sokwe.

o Sapke wh7|gk I Ao fE FEEY FHA A
grgol glojof &t

o 77t =2 & Helx, 933 FH APl 3lefok
Lide

o B&Holojo} gt

® 21 F71&€ 7HH ok @t

Ak w7l AL EE FIU seed7t BAAET, At
Gl A4HE dFE 4 el Ho, uezAd
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ohd IC7l=s} Ze st=slol 49 A= Lejstoof 3
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A& estelA dAstoF Fri4)

3. ofAbdts Wdo|e 7=
B Rl AUEE dAaS B4VE 2 39 2
RYFOR ol R MAE T JUZVE YT

sced® WA AU reseeding Y12 Fol, F WA
t seed2HE JAUSE YASE AW dnelFol,

Make Seed

Key Schedule

RandomFnt --i-| RandomFnt
| Randomfnt ]-
—+ Input/Quiput Staie

Pseudo Random Number €@ Update-XOR
(37 1) oAt gMiojo X

T Ke.,,

A A= dy3 dxeEEe 99 ge AEA BAANE
ol dua ot} , ‘
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HE F(IVsume) S o] &7

B Ay dA7)E oAbdE A E duig 718 o
A AAdsle o] oldel, 7iEe A 718 Hd XOR
Aoz duelE AFoEAM FEAL HoEE HAHY
ot AAE A wrle T2E (2 DI 2

3.1 Reseeding &X2|&

Seed®] AEZFE olrtds wA7|Y HAA] vl § F
8¢ 98 Ak 218 BE, seedd] JEBTE Fo|7] Y9
A oMoz AoAY F&537] YE A4S ARE seed
& Asted o] 8F R seeds] AERZHE Fojof g}

£ oahde A7)0 reseeding dnYFEL A HE
ARZRE seedd AA3E YuAFEY seedE ol F3A
718 e ¢neFoz FAHAYY HAE seed A
4 guEF FAE 7] A4 dngFolzta sl

3.1.1 Seed AA ¢18]F(Make Seed)

Seed® 4437 A3 dF EE Aodr] Y& F&
ARE o] &fTt ZraYe] FEHE 7+ ERF ug
AHEE g A g4 AAEY oY 39 #
2 H4 1280 Eojojof gttt AW FHEE FUFA u
E7] 93 dEsh g2 A48, °o]& RandomFnt
(state, key )& 314} stater B2 ¢35 dndZ9 HYi
o #@st= RO 1284 E0m, RandomPFnt &59) 29
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S 128vEg wiHo g ddo|EY state 128HEE
o2 (DI o] 4HIE 11, 12, 13, 48 EA 3},

( Noise |l state ) = (IL || 12 Il 13 || 14) (1
(01 || 02) = RandomFnt( I1 || 12, key ) (2)
(O3 || 0O4) = RandomFnt( 126 O2 || I3, key ) (3)
(05 |l 06) = RandomFnt( I3& O4 || 14, key ) 4)
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E seedZ AME-ETY
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Linear Transformation
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ddolE dneFAM AHZ dneF 29 g o8&
oz, ddst dunEFy 72E oA BE g 4 (15),
A (16)3% 2o

Rand 1 = RandomFnt( state, key ) (15)
Rand 2 = RandomFnt( Randl, key ) (16)

Rand2t AAE QANdS2 AR golu FAA A
A =2€ F 3ith ¢ 7= AEA ddolE HA &
1 FAAGNA =£9d, RandomFnt 357F doz A
A48 A g a8eg 44 AT F 719 state
g ¥ RE YRHSFEL BT 008 273 A|Aoks
o, 7% AFA YdolE sojol et

715 @ #A¥ Update-XOR @48 718 74 g4g =0
AHEEE 1288 EA 128H]E Randl# XOR3H:= Zoltl olg
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E A4 Heo vyeud b 4 (17), 4 183} 2o

key = key @ outputl a7
state = RandomFnt( Rand2, key ) (18)

4. oAt wio|9f [T, 14-16]
gards EA7)9) AP TS e 2AE 3t

o Ay P 24 A

o 55 45 duF ¢4F 243U FHDOCLO
WE A

o 7|E9 oapds LA lo] i FH oig A

o A A

41 SlAfEHe gHTlo) ChE oA
4.1.1 Seedo] tidt AFEA}
Reseeding #7414 AL&5IE seed7}t 12841015, &2
A% UPHoE AgHE USSR 1BNEN R, AR
Apel Qs

4.1.2 Ad/717 4HFH

WA FHATL seedE A 98 Yo AS An
o st B4 goz zaAsAUY 428 4 Achd seed
of & AEzALe] BEst 2%un A9, adeg,
e AEE AU o, THAN 27, 438y YE
& JUE ol gdeio} g},

£, seed® AAEE <elZe| RandomFnt 48 ol
£317] jEol, $siA Fodel G Jug 22E A
<, g o}F e Ho|ZE AHHE seedd] BT FH
£ 7] ogrh

4.1.3 714 &9 33

Yty o2 FARAE oAhds BAv|d o8 FHHE
Al G E ga ZHAEA 2y, gAds 2V
RandomFnt §+& o|&3te oAldsE HAER T
g &3¥02 QY state = 718 Yohy] H8IME Ran-
domFnt -8 FAslopet e}, =8, JAbdyrt LG
H, 719 state® PUlo]E LuFE o 83teiA ddlo]
E A7la, A WREFEL B5F 27|87 BR, F)
¥ 29 gvtez g dgs guFe ¥ ¢ F
gtk o8 ¢7] YA = RandomFnt §& #48tojo}
o @tk Z, RandomPnt 4E BHE & glow, 3749
Z8tog 7|&9 e} g d¥ ol dig oy
FARE dAY 58 F gk

4.1.4 33/9%3 3206]

JAs B47] Z2adge HAS o8 FHo| &
Astel, FART Gabs AT WPASE Fohd 5
slovh, eAbg4 sk BRsks Boe] RAFE 4

BE Yz ADISTIE YAISEMT] Mt N 24 813

o8 7 flenz 4 AT ¥ de 35E AYE
71 1% W digde Hog ¢ dva sHAean
%, shte] JAEFE AT F gy YAGFE AL
&7 $is] H8F 719} stater ¢AIA gk Aol

gk, 918 #ol 719} state’t FAHAANA =EEHAE A
S, 3 Fo BASE At BF FAE € i §
th 2, oAbdse w7 dAFAZAY galgeE A
AatAY, 9A Azl Ad F, AHFLE reseeding S
Fol FANEE st FNHE YAGSFE HaGdoer 2
ook}, %), RandomFrnt #4& G203 A48l seed
E AMsAY, A AAE YA FEE RS
o] ¢ A, dd3t dnelFol RandomFnt §+8 F W
AHE3EE, A A RandomFnt §49 ZAAE ddlolE ¢
agFo AE-h

42 RandomFnt el oMy

4.2.1 JARdT #

Y 719 o, Y (state)o] GE A, 44 AL 9
AGFEE PEE 5 AE 52 2Polojoput gl Ran-
domFnt & 282 E F o] 21 UFAZ,

HA, e FUSA HEEH7| gEol, PFIeE 3,
F&4& shivt Abgsta, FE49 Ades dedn 713
84l &, Fie §lgo] & A, Z7e 7dd & gl
E gge 2%,

state7b ©h& S, Zhzhe] R28IE Y= Ag By, Co, Do
F Hag dFe] gEUE g 9vdd. a8nz, 28
+E F AA7t Ao, Bo, Co, Do B0 9%& ¥a 1 3k
Eo] FE49 8ol € o, FE59 232 Aj By, Co,
D& 7E% & & G877 2%,

Ag = F(Dz @ D[) (19)
D, =F(C, @ C)=F(C, @ F(B; © By)) (20)
=F(Cy ® F(By @ F(Ap)

D, = F(C, & F(B, ® F(F(D; @ Dy)))
%, A,=F(D, & D) (21)
= F[F(C, ® F(B, @ F(F(D;, & D))
@DF (Cy ® F(By & F(ADN]

Tl tf& state # Pi=(Aw, Biu, Cio, Du), Pj=(Ayp,
Bi, Cjo, D2 REl A& A7 F A ¥iA NME Y=g
Ap, Apels & o,

Pr(Ap=Ap|PixP)=2"% (22)

aejEE, MEw HHOE By Co Do) ASAE Ass
2ol EAY 4 U, ol 2429 RHE YE Ay By, C
D:& 4] & 4 9t 48 2% A2 gnw,
%, RandomPFnt §45 28BN oabus 4ol 43
& B,
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4.2.2 Differential Cryptanalysis[17]

RandomFnt #<9] W¥ol Al&5E Fo4 Flg F2e
2% Active S-boxE 47 ol EFIEE HAEHA 9
th, 283, FEge] ALEE S-boxe Hd] A& HEe] J
o 2%] gx2 Hdagdct, 2822 FEse DCA o
& 8o Ay 27%2 g 2t

Zr Ggerdi HaE 1719 FEgol 48 2Eo] 0o
oldgtm 7}43d, 68t 2749 hHA e cJgHeR
BahAE a2y, 4 deEdA s active FEF
7} d&sdA Al ASe TASA ged. a8,
DCEEY A3ae AN 2Y, b5 2& 588=
HE 2R EAL FE 4 vk oW 107 FEFd 9
g x}o] go] opEZ, 5= HHE 3R FgL 270
"o a¥ez, 588z ofyeld RandomFnt 47 DC
of 83 s}

08 (08 62 48 X9 Y o] dAHAE
A4, 715 58 HHE AR x|t X2 A
T aHEe] 00] obd Ao, O EAE Y= aEe]
0%l Aejr},

O X
X O O
X X X x
O x O X
O O X X
O O O X

(2% 6) 522 & 7=

4.2.3 Linear Cryptanalysis[18]

RandomFnt#4-2] Ul Al8-5& FE4 Fl# F2e &
43 Active S-boxE 471 ol T HIEE AAFHU
283, FEd AME-E S-boxe Hu A¥2A 8] §
W 27 952 HdE. 28 2E, FEse LCA B
gge Ay 2% ¥r 2o

DCst fratatAl 5etE= MY 2448 & + A2 10
A F&57} active® ¢, LC Wid g8& Ay 2702
gz EaA g9, 2822, RandomFnt 5E LCY o
st Z3) grd s,

43 thed #HA[19]

4.3.1 ¢4 1A FF

(1) Frequency test

(2) Frequency test within a block

(3) Runs test

(4) Test for the longest run of ones in a block
(5) Binary matrix rank test

(6) Discrete fourier transform(Spectral) test

(7) Non-overlapping template matching test(Zo|7} 93]
148719] ME )& Template® 2 £ F)

(8) Overlapping template matching test

(9) Mauer's test

(10) Lempel-Ziv Compression test

(11) Linear complexity test

(12) Serial test(Subblock®] Zojol wel 2714 =2 £F)

(13) Approximate entropy test

(14) Cumulative sums test(R9] ¥&d oha}
Forward, Backward=® ¥

(15) Random excursions test(Stateel] we} 87142 £57)

(16) Random excursions variant test(Stateo] w2} 167}

A& BF

4.3.2 454 A4 45

G H2EE HE357] $8 dolHE F7/40Z Re-
seeding &nEFe] AREHE AF 184 @+ AL S
8o A e, 42ty deolHE A HF 27 ¢
gozE 0% 458 A48t Reseeding ¢neEe
F 100078 B4 dvitt daeFo] HEHEE ATk

ztzte] BE-E 300709 1,048576(=20MIE F42 74
Hol oltk f94E oF 0018 AHEET

® Datal: 7] Y& 0, Reseeding €nE]FE A4 <

® Data2: 7] 93 W=, Reseeding YxalE ARR Qg
® Data3: 27] 949 0, Reseeding ¢8| & A&

e Datad: %7] 98 <", Reseeding ¢28F A&

7h. 714 4 M 24

e <E 1> 1A 79 300708 FEE sl
ARE HAEAE o, 24 HAER 30079 BRE F 7
g B89 g e Fojd. 7 AA™E 30070 €]
RE F J7l4EE FE29 STt 1 olgte|d dFAE
wEGCH19,20]. A2 7)1ZEE 499 47t Data 29
Excursion Variant Testo 4 State’} -89 3¢ 109& ¢
F Aok @A, dd #4774 11ARG Ao

Nonoverlapping Template 3¢ A% HAY EAY
1487121 9] M2 1 & Templated Hefoll thate] HAHL 2
A%t Zoln, Serial A A% Subblock 2] Zeojol] uwiet
1-Serial A&, 2-Serial FAFL2 YHI, Cusum HA Y
%4+ gide weke] el Forward® Backward®
™, Excursion A3 Stateo] whelM, -4904 4747 0%
A& 8714 Z$, Excursion Variant 732 -84A 87
A 0& AYF 16714 A2 UHo A < > <E
2> #3te BAE UHAA ARE F A 1AFE
e AE EAT Aol

). p-value 9 ¥ £4
AES Round 28} #o] EEE9 p-value £¥7} [0,1] AF -



BE U3 HDEIBETIE ARSSE 7] Mot

(B 1) #¥E o 7|4ER N5

OITIN B 815

Test Data 1l Data 2 Data3 Data 4 Test Datal Data 2 Data 3 Data4
Frequency 3 5 0 1 Universal 0 9 1 5
Frequence M 4 3 4 4 Lempel-Ziv 4 3 3 5

LineaHt
Run 1 4 3 1 Complextty 2 0 3 2
Longest Run 2 6 3 1 Serial 3 6 (1) 3 4 (D)
Rank 9 0 1 6 Approximatq 2 5 4
. Entropy
DFT 1 1 1 Cusum 30 5 () 1 30
Nonoverlapping 8 8 8 9 . _ _ B
Template (110101000) | (010001111) | (110101000 | (110111100) | EXCursion 64 64 5@ 74
. Excursion
Overlapping 7 2 3 2 Vot 9 (-8 10 (-8) 9 (-5) 6 (7
(E 2) W3 32 p-value & p-value

Test Datal Data 2 Data3 Data4 Test Data 1 Data 2 Data3 Data 4
Frequency 0.946307682 | 0.159612843 | 0.062820706 | 0637119423 | Universal 0.275708934 | 0.845772002 | 0.110052146 | 0574903493
Frequence M | 0.474985665 | 0.991467609 | 0.110852177 | 0602457598 | Lempel-Ziv | 0060238635 | 0.000817567 | 0.032922834 | 0.061517407
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