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A Resource Reallocation Scheme
Enhancing the Survivability of Essential Services

Sung-Ki Kim'- Byoung Joon Min' - Joong Sup Choi'""- Hong Geun Kim '

ABSTRACT

In order to guarantee the survivability of essential services against attacks based on new methodology, we need a solution to recognize
important resources for the services and to adapt the urgent situation properly. In this paper, we present a dynamic resource reallocation scheme
which is one of the core technologies for the construction of intrusion tolerant systems. By means of resource reallocation within a host, this
scheme enables selected essential services to survive even after the occurrence of a system attack. Experimental result obtained on a test-bed
revegls the validity of the proposed scheme for resource reallocation, This scheme may work together with IDS (Intrusion Detection System)

to produce more effective responsive mechanisms against attacks.

FINE : 4EY, X NEE, HY (Intrusion Tolerance)
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