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Generation of Finite Automata for Intrusion Detection

Younghwan Lim'- Kyubum Wee'!

ABSTRACT

Although there have been many studies on using finite automata for intrusion detection, it has been a difficult problem to generate compact
finite automata automatically. In a previous research an approach to profile normal behaviors using finite automata was proposed. They divided
the system call sequence of each process into three parts : prefix, main portion, and suffix, and then substituted macros for frequently occurring
substrings. However, the procedure was not automatic. In this paper we present algorithms to automatically generate intrusion detection auto-
mata from the sequence of system calls resulting from the normal runs of the programs. We also show the effectiveness of the proposed method
through experiments.

FI¥E : M2 EX(Intrusion Detection), HHAYY ®XI(Anomaly Detection), Z2HA ¥ Z2MYUB(Process Behavior Profiling),

FEIAMEI2IH (Finite Automata)
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o3 el o] &E WY oo M2E FuH s Y
B F de F9 FHol ] Wi o] A7 &
o3,5-71. ey, TAE Y9 FAE gists Aol o)
T o2, tiFEe old AFdM AAF QLENIEIE A}



120 ZEX2I=D=EX C M10-CH M25(2003.4)

&3] Aol A3 FE FEAUT. olF, FAS FAE
HMMS o83 9771 APy 5o AuAA 2
¥ Es} glom, W3 Hla LA A gx &9
e 7HA g1

B =EdAE AY BA ol8¥ ¢ UES A2"
Age A Y€ 24P, /1€ FAE ¢ 24dY
ZIMES die S8 & de AFsE FA 44 ¢n
2 EE AANEH.

2. A79 WA

Forreste] 7ol e A= T2 A2 o5 #Als
E N2d 2 AHE8E 54 ZolE FHHEE FA A&
A2 F AEdE9 AL AN FHZ Aok A=
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azst vehlis REALY Fdolg Lojg sl 1 R E
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A2 Hrtgch grigtel Zvbste FdelE AsdA B
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33 chE Mg A#EHMultiple sequence alignment)

g3 tLoE, e mjazst FojA Y5 ol uEy
E 739 °]AL Kleene closure E@2.2 Ueldt} Kleene
closure (£ star closure)o]#, x* = {A, X, XX, XXX, XXXX,
""" }ob ol EX Ex7F 09 ol wEHE BE Ex)
do FAEE vehd £ dFoMe 43 ol HEHE
FAE 1 #2449 Kleene closure R 2.2 diA5%t

YE = ExE Kleene closure® X3 g, T
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BALES AP o) A, AR, dA 49 IS E
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|

S1 = ATTGCCATT ATTGCCATT--
S2 = ATGGCCATT ATGGCCATT--
S3 = ATCCAATTTT ATC-CAATTTT--
S4 = ATCTTCTT ATCTTC-TT--
S5 = ACTGACC ACTGACC--
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g dXg Aoz ouig 7tz HH 9] sequence
alignment® T3 4L AAEZES dlS- goEE F
AT A& star alignment heuristic® AHE-3FATH10]

34 RLEO|EIS] MM

B aTdAE oF MY 3EY 2R=REH 9w 2
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Z NEg 7HRE Z2A2 D] &A%t oHF A5
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o, BUE YA Aade Bgg Fx gon, FAS
o34 (polynomial) A}t Sboll zH5o2 AAHE & X, H
Aste £ HoAAE ©A] Al2g & dhto] tiste FAd
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