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Secure Password System against Imposter
Sung Bae Park'- Seung Bae Park'' - Moon Seol Kang''

ABSTRACT

We present a new password system, called dual password system, with the user verification procedure. Dual password system is the first
password system in the world preventing the exposure of secret information to imposter at the terminal. User of dual password system matches
two alphabets at same location of first password and second password iteratively for inputting password. Therefore, the deriving method of first
password and second password from the password is important in dual password system. Related to the deriving method of first password and
second password from password, a new problem, called dua! password derivation problem, is defined, and the evaluation factors for the solutions
of the dual password derivation problem are presented.

IIUE : MAYE AlAH (Password System), 78 MAE(Dual Password), Dual ANE A|AE(Dual Password System), First
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Password, Second Password, Dual Password Derivation 2Rl(Dual Password Derivation Problem)

1. Introduction

Password system is most well known and commonly used
entity authentication system because it is easy to implement,
low price and convenient to use. In spite of its advantages,
the password system is used in the restricted circumstances
because : @ the secret information can be exposed to im-
poster at the terminal ; @ the password system is weak for
the attacks including replay attack and off line dictionary
attack [2, 6].

Biometrics is secure against imposter, unique and immu-
table. Security against imposter makes entity authentication
systems based on biometric techniques [5, 8, 9] to be spread
in a broad range of civilian applications, but the systems
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are expensive, and user reveals rejection symptom.

Challenge response protocols [7] and zero knowledge ba-
sed protocols [1,3,4] are suggested to provide the secure
mechanisms against the attacks, but they are inconvenient
to use on the terminal. For a shortcoming of the protocols,
most commercial entity authentication systems do not adopt
the protocols, as an example, the internet banking system
adopts the password system at the terminal and the public
key infrastructure for the launched information on the chan-
nel.

From the advantages of the password system and the sho-
rtcomings of the entity authentication systems based on bio-
metric techniques, it is important to develop the technology
that combines only the positive aspects of the password sys—
tem and the biometric technique based entity authentication
systems, but no technology has been presented in the world
as yet.
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In this paper, we present a new password system, called
dual password system (DPS), with the user verification pro-
cedure. DPS is the first password system in the world that
succeeds on the advantages of the traditional password sys-
tem and prevents the exposure of the secret information to
imposter at the terminal. That is, DPS is easy to implement,
low price, convenient to use, and secure against imposter
at the terminal.

User of dual password system inputs a password by ma-
tching of two alphabets at same location of first password
and second password. Therefore, the deriving method of first
password and second password from the password is impor-
tant in dual password system. Related to the deriving method
of first password and second password from password, a
new problem, called dual password derivation problem, is
defined, and the evaluation factors for the solutions of the
dual password derivation problem are presented.

This paper is organized as follows. In Section 2, we des-
cribe dual password system with the user verification proce-
dure. Section 3 includes the definition of dual password deri-
vation problem with the estimation factors for the solutions
of dual password derivation problem. In Section 4, we con-
clude this paper.

2. Dual Password System

Secret information of DPS is the concatenation of two
secret information called first password and second pass-
word where the lengths of first password and second pass-
word are same, and the concatenation of first password and
second password is called dual password.

Example 1 Let 213853 be the secret information of auth-
orized user, then first password is 213, second password is
853, and dual password is 213853.

The input of dual password in DPS is done by the match
of two alphabets at same position in first password and se-
cond password, and DPS supports the graphical user inter-
face (GUI) such that user can match two alphabets. Auth-
entication procedure of basic type of DPS is depicted in the
follow.

Let S be a set of alphabets such that each element of S
can be selected by user for consisting dual password, and
X1%3° %, Y1 Y2y be dual password of authorized user for
x:,¥;€S (1 <i< n). DPS is the password system that ve-

rifies user by the following procedure :

(D DPS displays two boards called BB (base board) and MB

(matching board) on GUI where BB contains all alphabets
in S by the increasing order, and MB contains all al-
phabets in S by randomly selected order without repla-
cement ;

@ user matches an alphabet in BB and an alphabet in MB
iteratively. Let the user match an alphabet in BB and an
alphabet in MB [ times, and (v’, w’) be the jth matched
pair of an alphabet v’ on BB and an alphabet v’ on MB
by the user for 1< ;< /, then DPS matches the| S| pa-
irs of two alphabets on BB and MB including (¢/, w’)
in concurrent with the match of (v, w’) ;

@ let {(vi,w))|1<;<1 1<¢<|S|foreachj} be a set of
the 7x|S| matched pairs of two alphabets in @ where

v} is the tth alphabet on BB, v/ is the tth alphabet on
MB, then {w}|1<;<I 1< ¢t<|S|for each;} is send to
the system ;

@ DPS receives {w}|1=< ;<1< ¢t<|S|for each j} and fe-
tches x,xy-x, v, v,--y, from the niemory ;

® DPS accepts the user if /= #, and w/, = y; where u is

a position of x; on BB 1<j</

DPS is a password system, but DPS is different from the
traditional password system in the aspects of : @ the pass-
word of DPS consists of first password and second pass-
word ; @ the input of dual password is done by the match
of two alphabets at same location of first password and
second password ; @ the input of dual password can be done
without textual typing.

Example 2 Let S=1{0, 1,2, 3,4,5,6,7,8 9}, 6,1, 3,8
9, 2, 7,0, 4 5 be randomly selected alphabets without
replacement, and x,»; = 63 be dual password.

@ DPS displays BB and MB on GUI where BB contains
all alphabets in S in the order of 0, 1, 2, 3,4, 5, 6, 7, 8,
9, and MB contains all alphabets in S in the order of 6,
1,389 2 70 4,5 (See (Figure 1)) ;
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(Figure 1) BB and MB before match 3 and 6

@ let user matches an alphabet in BB and an alphabet in
MB once, and 6 in BB and 3 in MB be matched by the



user, then DPS matches 10 pairs of two alphabets on BB
and MB including (6, 3) in concurrent with the match
of (6, 3) (See (Figure 2)). In this example, we assume
that two alphabets are matched if two alphabets are on
the same column. At (Figure 2), 0 and 7 are matched
because 0 is in the first column of BB, and 7 is also in
the first column of MB ;

(Figure 2) BB and MB after match of 3 and 6

@ {0, 7, 1,0, 2 4, (3,5), 46), 5 1), 6 3), (7 8),
(8,9), (9, 2)} are matched, and {7, 0, 4, 5, 6, 1, 3, 8 9,
2} is send to the system ;

@ DPS receives {7,0,4,5,6, 1, 3,8 9, 2}, and fetches 63
from the memory ;

® the length of two password is 1, the number of match
is 1, wl = w} =3 because r, =6, and 6 is the Tth
alphabet on BB. Therefore, DPS accepts the user.

The match of an alphabet in BB and an alphabet in MB
can be done by using the input device. An Example 2, the
user strokes the right arrow key to rotate MB, and DPS
rotates MB once whenever the user stokes the right arrow
key, and the match is completed when the user strokes other
key such as the enter key.

Besides basic type of DPS, there can be various types of
DPS. For this reason, we define DPS in the general form.

Definition 1 DPS is a password system that satisfies the
following conditions :

@ DPS has to provide GUI such that user can match an
alphabet in first password and an alphabet in second
password ;

@ a probability that unauthorized user be accepted by DPS
on the assumption that he knows |S|x m matched alpha-
bets by anthorized user on MB. We call this probability
SSH (success using auccess history). Two cases of SSH
must be considered : (a) (i mod | P;|)th alphabet of se-
cond password is contained in ith | S| alphabets for 1 <
i< m. We call this case SSH of Type 1; (b} ith | S]
alphabets contain any alphabet in two password. We call
this case SSH of Type 2 ;

Theorem Let S = 5,5, 5,, be a set of alphabets, x,x,
%Y1 Y2 ¥, be dual password such that «x,, y; are randomly
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selected with replacement (1 <7< »), then the probability
to make fraudulent use of dual password is 1/m” on the
assumption that imposter does not know any information of
the dual password.

3. Dual Password Derivation Problem

In this subsection, we define a new problem called dual
password derivation problem that is related to the deriving
method first password and second password from password,
and also we present the evaluation factors for the solutions
of dual password derivation problem.

Definition 2 Let S be a set of alphabets, P be a given
string, f be a function deriving first password P; by using
P, and g be another function deriving second password P:
by using P, then dual password derivation problem is finding
fand g such that the following probabilities or amounts are
minimized :

@ a probability that unauthorized user be accepted by DPS
in a trial on the assumption that he knows nothing for
the dual password. We call this probability OTS (one
time success) ;

@ a probability that unauthorized user be accepted by DPS
on the assumption that he knows | S|x m matched al-
phabets by authorized user on MB. We call this probabi-
lity SSH (success using success history). Two cases of
SSH must be considered : (a) (i mod | S, )th alphabet of
second password is contained in ith |S| alphabets for 1
< i< m. We call this case SSH of Type 1 ; (b) ith | S|
alphabets contain any alphabet in two password. We call
this case SSH of Type 2;

@ a probability that unauthorized user be accepted by DPS
on the assumption that he knows |S|x|P;|x » alphabets
on MB gathered by himself when he failed the fabrication.
We call this probability SFH (success using fail history) ;

@ a probability that is SFH on the assumption SSH ;

® number of alphabets to be remembered by authorized user ;

® number of alphabets to be send to the system.

In the above evaluation factors, @, @ and @ are related
to the security of DPS, and @ and ® are related to the
performance of DPS. Evaluation factor @ is referred to
on-line dictionary attack in other literatures.

Example 3 Let S={i{0<7<9)} be a set of alphabets,
P =6137, f(6137) = 61, g(6137) = 37, and let assume that (a)
6137 is selected in random ; (b) the length of dual password
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of any authorized user is 4 ; (c¢) imposter has known 7, 0,
4,5,6,1,3,8,9, 2 for SSH of Type 1, and current MB contains
40,5 6,3, 1,2 89, 7, (d) DPS refreshes the alphabets
contained in MB whenever a match is completed. In this
example, we consider OTS, SSH of Type 1, a number of
alphabets to be remembered by authorized user and a
number of alphabets send to DPS.

@ OTS is 1/100;
" 1 _ 1.
@ SSH of Type 1 is 6“0 =80
® a number of .alphabets to be remembered is 4 ;
@ a number of alphabets send to DPS is 20.

4. Conclusions

Traditional password system is most wide spread entity
authentication system because of its many advantages. In
spite of the advantages of traditional password advantages,
it has serious shortcoming that is the exposure of password
at the terminal. Biometric based entity authentication sys—
tems are presented to overcome the shortcoming of tradi-
tional password system, but they have their own shortco-
mings including rejection symptom of user. For these rea-
sons, it is important to develop the technology that combines
only the positive aspects of the password system and the
biometric technique based entity authentication system.

We have presented a new password system called DPS
with the procedure verifying a user. DPS succeeds on the
advantages of the traditional password system and avoids
the exposure of the secret information to imposter at the
terminal.

We have defined dual password derivation problem that
is related to the security and performance of DPS, and we
have presented the evaluation factors for the solutions of
dual password derivation problem.

References

{11 M. Blum, A. De santis, S. Micali, and G. Persiano, “Nonin-
teractive zero-knowledge,” SIAM Journal on Computing,
Vol.20, No.6, pp.1084-1118, 1991.

[2] D. C. Feldmeier and P. R. Karn, “UNIX password security-
ten years later,” Advances in Cryptology-CRYPTO ‘89, LN
CS 435, pp.44-63, 1990.

[3] U. Feige, A. Fiat and A. Shamir, “Zero knowledge proofs
of identity,” Journal of Cryptology, pp.77-94, 1988.

[4] S. Goldwasser, S. Micali and C. Rachoff, “The knowledge
complexity of interactive proof systems,” SIAM Journal on
Computing, pp.186-208, 1989.

{5] A. Jain, L. Hong, and R. Bolle, “On-line fingerprint verifi-
cation,” IEEE Trans. Pattern Ana. Machine Intell, Vol.19,
No.4, pp.302-313, 1997.

[6) D. V. Klein, “Foiling the cracker : a survey of, and improve—
ments to, password security,” Proceedings of the 2 US-
ENIX UNIX Security Workshop, pp.5-14, 1990.

[7] K. ~Y. Lam and T. Beth, “Timely authentication in distri-
buted systems,” Second European Symposium on Research
in Computer Security, LNCS 648, pp.293-303, 1992.

{81 Z. M. Koves-Vajna, “A fingerprint verification system ba-
sed on triangular matching and dynamic time warping,”
IEEE Trans, Pattern Ana. Machine Intell,, Vol.22, No.11, pp.
1266-1276, 2000.

{9} A. J. Willis and L. Myers, “A cost-effective fingerprint re-
cognition system for use with low-quality prints and da-
maged fingertips,” Pattern Recognition 34, pp.255-270, 2001.

8t & Y

il : sbpark@chodang.ackr

Agdigta A2Hg A g (o] AL
Agdoistn osd ANFA S
(o] 84 A}

Adoistn gigd ASSA T
(e] kAL

19963 ~8A 29dsa PHEHH 2us

BARL: ¢t3 duF, 45 ZEZEEF, B

ap A1 b
e-mail : pshsos@suncheon.ac.kr

1985 Aoeta AAEAT I
19879 Agdieta tste AAE A

(o184 A})
f 1998 Adohsta Wghd AAF AR
(o] gtbAL)
19889~ @A AN JHAHREGR Ay

<l
A Eok: BAALE, $2

o3

Helrte], o] FAFHE

PARE
e-mail : mskang @hosim.kwangju.ac.kr
19863 Aot AZ ATl 8
1989'd Addigtn bl HAAFA S
(o] 844}
1994 Adujsta ojshyd A A
(o] kAL
1980 ~1994'3 Aguista AAS 2o F A AL
1997 ~2002d S E A2 88 =52 AJALIAFALD
19949 ~ @A FFdga Fode AFHAATATEE Fay
19969 ~ A A FTAHBA 283 LZEHAFTEATY &3
A43@HFHD)
BBl AT EHFE, AXTIEI|WE LZE] AL, A
MAGA 2, AR T



