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Design of a effective Authorization Mechanism based on Kerberos
Eun-Hwan Kim'- Moon-Seog Jun'"

ABSTRACT

Authentication and authorization are essential functions for the security of distributed network environment. Authorization is determining and
to decide whether a user or process is permitted to perform a particular operation. In this paper, we design an authorization mechanism to make
a system more effective with Kerberos for authentication mechanism. In the authorization mechanism, Kerberos server operates proxy privilege
server. Proxy privilege server manages and permits right of users, servers and services with using proposed algorithm. Also, privilege attribute
certificate issued by proxy privilege server is used in delegation. We designed secure kerberos with proposed functions for effective autho-
rization at the same time authentication of Kerberos mechanism.
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EncTicketPart = [APPLICATION 3] SEQUENCE {
flags [0} TicketFlags,
key [1] EncryptionKey,
crealm [2] Realm,
cname [3] PrincipalNarmne,
transited [4] TransitedEncoding,
authtime [5] KerberosTime,
starttime [6) KerberosTime OPTIONAL,
endtime [7] KerberosTime,
renew-till [8] KerberosTime OPTIONAL,
caddr [91 HostAddresses OPTIONAL,

authorization-data [10]  AuthorizationData OPTIONAL
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a1# ge=u) Aoksls 87 WAYE M= authorization-
data BB AMA Y Y olB3 HAAML 93t &)
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Authenticator ::= [APPLICATION 2] SEQUENCE {
authenticator-vno {0) INTEGER,
crealm [1] Realm,
cname [2] PrincipalName,
cksum [3] Checksum OPTIONAL,
cusec [4] INTEGER,
ctime {5) KerberosTime,
subkey [6] EncryptionKey OPTIONAL.,

INTEGER OPTIONAL,
AuthorizationData OPTIONAL

seq-number (7]
authorization—data (8]
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AL XE S8 AW
= APA Client : Authenticain and Privilege Attribute Client
+ AS : Authenticatin Seiver
« CA : Certificatin Authority
+ CSF : Cryptographic Support Facility
+KDS : Key Distributhion Server
+ PAS : Privilege Attribute Server

« PKM : Pbblic Key Management

« PVF : PAC Validatin Facility

« SACM : Secure Associatin Context Manager
= SMIB : Secutity Management Infomation Base
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IF IDs in inter-realm THEN
IF SVc in database THEN
IF IDc in database or GRPux in database THEN
Generate_CV ;
make HV
Generate PACc ;
ELSE
Deny PRe
END IF
END IF
ELSE
Generate ProxyPACc
END IF
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