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Automatic Encryption Method within Kernel Level
using Various Access Control Policy in UNIX system

Jae-Deok Lim'- Joon-suk Yu'- Jeong-nyeo Kim'

ABSTRACT

Many studies have been done on secure kernel and encryption filesystem for system security. Secure kernel can protect user or system data
from unauthorized and/or illegal accesses by applying various access control policy like ACL, MAC, RBAC and so on, but cannot protect user
or system data from stealing backup media or disk itself. In addition to access control policy, there are many studies on encryption filesystem
that encrypt file data within system level. However few studies have been done on combining access control policy and encryption filesystem.
In this paper we proposed a new encryption filesystem that provides a transparency to the user by integrating encryption service into virtual
filesystem layer within secure kernel that has various access control policies. Proposed encryption filesystem can provide a simple encryption
key management architecture by using encryption keys based on classes of MAC policy and overcome a limit of physical data security of access

control policy for stealing.

IIHE : &3 DA AH (Encryption Filesystem), H2H0{(Access Control), 2OH2HAM A (Secure Operating System), BRES
(Information Protection)
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gk7]dk 3 4 o} (Role Based Access Control, ©]3F RBAC)
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1s: sos: Operation not permitted
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/sos: Operation not permitted.
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— 2 AR

B,
root@sostest5# getfrole /sos jsos Tl £l
#security_manager : “rux RBAC 4% U g
#login_manager : —r-x )
root@sostestd¥
root@sostest5# getprole Bx AtE XS
leoot@sostastss RBAC €F W&

root@sostest5# i

11

New. pole No

(23 4) 7|mAo| ME=lof Us CIHEL| 2ot ¥F

ots 77} el HAH gl AL o= Ax9 ¥
Ae 7 gley, HAe FHoz BIH o,
dde] AgE e adz Ad wzed HAHE Zo
ofe}l Ad el Ael AAH w53 AHE AH A
AFez Age BEE £ vk (2Y He ¢E7)9
#dg o] Ao AE Ysos UHAELE RBAC #
Ao ol gt BFE AL Mo Frh RBAC A2 &
o] 34e A AFAKol AMEAZE 7hal &t AA, F o
Az oo g d3te] Al ue} HE oAFE
AAste Aot} (29 Dol 2AEHE ‘getfrole’ e Y
o] AAFo glE AVARZE ‘getprole’e HA] TEA
(AHEAD7E 7HA 2 Qe JEAEE s PR B
ek dol A RBAC AL 913 AlTale frEeelseltll
#4 ‘sos' t]EEDE ‘HetlY A (#security_manager) 2} ‘=
-191 U A (#login_manager)’ 9 &2 710 Al&Abgke]
(x) 9 ¢l71(r)7F 7hseta, 227l (w)E ‘Bekely A (#securi
ty_manager) 93& 7}A ALgAL gho] FHEEHES HAE
o] st} weld, oo ALgA7t o] F ¥ F o= F
e g sk A gohd dg gEEe fHex
i & 4 gtk (2¥ e E FE AFE 7HA AHEATL
‘Ysos' THEHE Heta A, Ysos' YHE HA
¥ o] (' B obul| U A (#security_manager), ‘& 1319 H A (#lo
gin_manager))°] §lenz &3 tdEze] o] Bt
otk BF Al2g AAS 53 dojAe FE AL A
o] AAg W 5& o|§39 FEQ olot](0)E ¥

AolA T, Zt ALEATL e JBEe ARHA AF
& AT dojd 5 glemz Axd
@3 of| ALge) ololrlE i wgoRE Axyle

AHREE 48 48 + o

o
o
=

2
Lus

43 mge| 47|/47| 2HY

sodof sl 9471 L 7] #Hgle] FEAHY] Hel, Al2H
dME HzAe] RES i I Akdes 74 F, =
2A27F A2dAE gdel dis 7] F& 2] Aje]
A=A B AR Ao REAA FA e Ao g
e #71E A4S 9ol sl el B 2] dibe] F
gt 7| 2AHQ 7] @ 27 FHLS Cryptfse] HHE 7]
vto 2 FoH7].

(29 5= B9 ¢l7] 2 &7 3 F FIA AH
3} EDP, DEP7} o974 H4=E=A Bo Frh

[ 27187 28 ]
v

s melofl of g
Haash A

253 HE2}
#20x 2HEDP)

siS tele|
gsss 58 SH(DEP)

7| Ee| my
2171/47| +4

A *

H2 A, 28 B8 Wl ap

(32 5) me 7| ® &47] 2F

¢ ZayPe]l B r]E 23 EDPE #d
2% AHEA 98¢ B3 HYe 5538 A& AAs

-

-3
i, 23shet gt glokd vk kel fle] 54 a3l

Iy

dog 83& Adsiy, ¢ doHE $& Zeaje
2 Agg, Basiser @k, A9 vRZRE 3
sele] gtE 7)o g = 18 Adx, 23¥d F9E 9
oA ©ele] FAAA A4S Pt HuE sy A
of e ghor EFsd deolHE 54 HAAEH
2RE 9ol o, §5F 718 ol&at] dzsd dol



KA AILHOAM LS E2M B3 0188 HE #EY s =3 718 393

HBaglgct o] & Busid doly F 83" 49
S8z aPor Aggh vlolE FHe] 4L 3
| #Holx @Y Z OFB B=g oj&3tq d5s=fl7]
o] tH 10].

gdel A7) #AHL ¢y FAEG Eidsich 53y 27
7} 83 W, EDPE Hde 33 AMgabe] & whet
G33s AAs gl HAFHE AL ‘Xl o7
U, AR Bdeiu A HEg sk YA, 2 T
Aol A& AL W AME2PF RebsEE AL UA &
S e dzst FPER Fevh 5t dagithd,
Gy 27 8.3e 39 #HHEY EA fdrzgen e
i, 4EGHA §lo] HYe] 2ozt

G337t oy, fdo] £3E 45 3 BAEF
of st ¢oIE, Hdo] AAE AF AHEAe Hel
53 siEste 43715 Ad WEEEEH doj2th 3
Y& OFB 2o o8 ¢usgtso] geng, g do|A
ol ¢olel dlojg = o]H dlolee} B 9t upzt
A, 8" A9 AATY £ HolA AAE Holg Bx
ata, 2R3 e UnA F9& 25 ¢IsE 9
& wEs

agla, 2o dojE & o|de o3t #HA HES
I FEE A A HolAE AT AFAA
v ¢zstEs] de HE delHo|nR, FA4E HolAE
e 43985 olfseted <Fslsta, dHolEE Aty 9
& she] @we =X gurrdloz oFslE golHE
At

A
tio  alu

e
)

44 oY MY ets s

dlo] HetEgol MAHE 4% ¥
v d3IE GdE v dags] Fof
AR FzA de Hotsg 9] WAd" Rl
A& Folof dth AY3ZE FHFL dd &9 Y
U372 9 U Hosg ¢ HAd 2

712 gssdtt 4 AAE FIdd F dasleies A
o] etz Ad delA] /&8sy 99 A7 F, #olA
o9 v o HAo] wkEEch o]
9 477 M A key_idel 3l
3915 A&7

HgaA FRe AS
(UFS)Sk 27h8 458 22 o188 3% %, 7139 Cry-

wowegel dAsh 2ol £4% 4 S(mCryptis)sh ¥
R A TAT JPFRAAEY FoAHY AYHA ¢4F

T

HEE AS(AEFS)A A 747} o] Folhth, Hlal A]A
Cryptfs& HA3 olf& 7|& ?*i?% frea 7
YA 2" F Aol viud 7Y F7] W&ol tH7l.
ryptfs 7Z2E ’UHF’ Hgax kil AEFSS #4t
TZ22 AT olfe Cryptfs7t AHEA 7]6ke} ot 7]
714k o2 &7l AEFSoﬂ/‘i?/] AT HE EHelA
zpol7h A7) e 01‘31 HoAe] FaREg A3 Rl

- A <)

o jo
C*_ELH“

i

>

Oi

t
rO\

i rSL‘

UM FALE BHE AFE] Agelvh B Ay dHE
o1 14GHz CPU¢%} 2:;61\4}34 Hol wEdE 7bd Aladef

A s e, Adel 9% dd YEY 93
As 7t A48 9 W AL dFE AAINU

(g 6)2 Tde uig o] ¥ 27 4FE 2T,
Ztz} 100KB, IMB 2719] shdol i3] 2ej=Zof A E +
& Aeukgd AHE AA iAo, Aoe 7 £9 3
Eakis=) Eﬂ EZ HAARE o FHE Ato|th. FAS
< IMB #2719 gdel dig 33145 7t
71t} %Fiﬁ}% TG A 433 dneEE AHY 7
= AgotA g% ASEO A5l
= &4% 3tk B3] dAdoE wy ¢lv]oA
Hop 27)d 4 Aol o] o3& £ 4 vk ofF 43
Mol A Ay o] AEFSS Cryptfse dle|g & ¢
S3td o dojHe AYE A% A EE(OFB BE)E
Ag3E7 W &olrh, whEkx 7] ddbe] FdE AL Ho]
Hol 4% 9 sAE ¥7o d3gd IOIEH:T B3
gajof 8t1, o]y HYA| a1]7] dig gag 3,
uzkA, HolE 7t o 7] W 2] Atk F
Fol Brtus)zch =3 SA4 dut YA~
gle] 271 Aol ¢l @ol Wojzich webA,
A5 s YA A 27 97 AR ¥s B
o] oz},

oy, dEslE 93 dxe A2g A o453 W
W vas] & uf AEFS9] A%Fe] (1¥ 6o B
e A9 27 |l Aol B $eEe B o5 o
53 AEFS7 71& 4358 ﬁlr%m”*‘ﬂr Blﬁs}c’d $71 A
A Boh 27 Audx 4E38 ity ol AEFS
7F MR gEstE AF F& AAE W LA 44'*r3]'
£ 7HAA 7] dioltt Cryptfsoll A& dE3& $% ¢
%3 7lwe] UM FEEH AR ¥H, HEe &
53t & 7P vk way st 9 E33E e o
53} Zo F71A%1 vlojH Y HEA} ol Fojxof Fha, BE
YAl Cé*&ol Azt & AXA ol YA Y
o8 Hado Z CryptfsolAs 7] datdg A F8EH=
F71AL §171 L*Jﬂr ol Fa5kx] ol FH= dibs
o] AEFSETH Ado s golx]7] wj& AEFSHU 4%

ok
o
N
2
N

oXx, E &2 i

off > wlo o

off E ju j}n? 1o
. S

ok
L

pos

u! 'J

e!

ol)lt



394 BEMCIBZ=EX C HI10-CH HI4Z=(20038)

o ol Wolzlth (19 6)9) 2AZolH nY AAH oz
gFold sele =77k 10M~100Mel 2 2717 Hg42
W59 Aolzk 2y A G & £ Uk ok Ax
Wl A7 AHEHE de] 277 e e g
AOHSHA ALgAE Azue] yaE 280 2A 27

G & A AL ot AW, wAHE B}
7|1EY RE 9358 FUN2EAME 2 K] A|~H 7}
- File READ (buf.size:8KB)
—&— UFS (100KB)
—@— mCryptfs (100KB)
—&—— AEFS (100KB) A
10 [ ---#-- UFS (1MB) -
B - - mCry ptis (1MB) 4
---A&-- AEFS (1MB)
8 et
o =" [
Al 6 frrt
s iy
(sec) A
2 /
0
100 (10) 500 (50) 1000 (100)
+ 9
(a) 7 7] d%
File WRITE (buf.size :8KB)
1600
—&— UFS (100KB) -
—8— mCryptfs (100KB) )
1400 }— —&— AEFS (100KB) ~

*-- UFS (1MB)
W -- mCryptfs (1MB)

1200 H ---4&--- AEFS (1MB) /
1000

&
]
Al
2 800
(sec.)
600
400
200
0
100 (10) 500 (50) 1000 (100)
= 4

(b) 5 27] 4%
(32 6) meel 27| A 47| M5

A 7ol oF HNsEY dxs € Bl g
&7F giRol o] RELS #Hi ¢F3E HEs= of
Al 2glol e 17l thibo] Har glt). o] R oigh A
gL AF s=do] 7Iwe 4EE s1E7) 59 AlEE
T8 FEE o)Ak & ot

(28 7 3539 HA5FE 7HA Aga e A
Aate AS A9 Hdo] Ao ¢3sEE AL KB
Fa, AHEARZE AAE 9dS ¢ o YR 9E F
AL BAFEY ol Ad FFEAAN FYE A43E A}
%1}—1 BHEEE AFoR AAG Hd ¢5sst 23
Hog Abgale didle wg 5Ed 2238 oA Pl
T gdo] AF5E 4FsEo HFE ‘getpmac’ e A
EZA|A(AHEAD e MAC AR S, ‘getfmac’ e 3o A
Aol ol MAC AR 3 Felslc HHolz HdAd
9 MAC A& 98 Algss fdadeseltl] ¢
WHolg Fd sF AMEA 2 AAe] Hebgad dFHd
Hel 359 FHE B 5 gl

to o R -z

test@sostest5# pud
/sosfs
est@sostest5# getpmac X ARl BOER
class: 3. category: 0
est@sostest5# getfmac secret_file MM El

utglel Hetsgd
MAC_SINGLE_LABEL : class: 3, category: 0 el
tht!sostestSl cat secret_file

Haxel

Tt\is is a secret file..!| A H

test@sostest5# ||

Je

[a]p]

=

OtSE 38 7IE AR2APD} T g dWdske 3

(:f_al 7)

(2% 82 (27 NellA A44de ddo] ¢z slEo AUx
A& gshs adoe® "W ufy A (#hackup_manager) 3
& 742 ALRRIE A 919 mde] FEstEe] Sl=A
gl 4 ook "Aduiy A A4Es b ARERE Al
9 dolHE Wgsr] fl8 BE dolgRe Ho| 7%
glok sta ol ool ok E AL A AR FF
Adde 7HAA drk ol Ax &9 A¥AHS WA
71 S8 el A HE8e shE ARgAbe] oisiA e dE
8 7)%50] AFHA @] el Bde] HAE He 1)

2E ek gEA o g 73l ALgAE B g
ne] ¢tmsl oFE AT 5 gk (Y Bl ALE-
2 HOH5HEE M A g uk, vty Al o Es



SAAAHUM OIS EH2AH0 Z™2 0188 HE &2 X5 ¢=3 718 3%

Ma genz (28 DA 449 357 B H
& 4 A, daae A48 gd au2s ge. 5,
el Gxstslel sl gee HAY 5 gtk

Termina

e T

ckup@sostest5# getpmac SR AlEXIY HolET :
class: 0, category: 0

ackup@sostest5# getprole

B AL2Rel Hg

4=
ajde| Heotggd

MAC_SINGLE_LABEL : class: 3, category: 0

Cdx=-"TYOEp T 001E 'l pg) \DD

T

AsstE UE gel

[a]s]

o i i
i i = & s

(3% 8) HHUAN' HEE 7H ARBADG 22EE Hes
B0I5k= &

6. 28 % FFEIH

2 ShrakE WANYIA GoRN, ASAEe &4 |
oF TR AeE FEY] wlE AT M HUNx
| ol FHE goAlel 71we B8 FUNLHAEFS)
o F2& AMHGT ol& B YAl 4 we A
AU A5 TAY 5 e 2A 3, Wy B AS
A dole 2% b5, el oAl £ R H2AE 33
g dold HE $o BAES HAY 4 Uk

Aellsl SRS ALY EARA wAE o2 &
Stk AelA & Was Pyelth AW, g5 L ¥
S e ARt WA FEAE AFoE ol A
ol ME Twl diae] F3 glm, AE FEE AN~
o] wh 2 37]9] Sale] HEW A o Yol W
A G4 AF d=alol Jwe s 4] 59 Al
£ B FusoIA} & itk £, AEFSE 4% 2
o A4 A mrhs B2 R2ER Qs Al FHol
Hew uobAd Uold BAT & Qi 29 AEE
ok, Bad AIHE F o FUHA ARYE AT
F glom, JlEe Bgd s vl % #Y T BA
g Adsdcks W Q97 ddkm & 5 gt

AEFSol A xgtsojel & e ¢Esle BE wiom
A, dEdel AR kus] Bl oie oo HEe
s AT Ay R Agets AS @F o

2 w=iddAe daAe AL o83 AlxF 8

1

bdoz wg Aol weh Avle A= 5o 9% A
o olgoz a7 He) WaL Azdel AgaA
= S Avolof @ zaom.

#1324

[1] J. G. Ko, ]. N. Kim & K. L. Jeong, “Access Control for Secure
FreeBSD Operating System,” Proc. of WISA2001, The
Second International Workshop on Information Security
Applications, Seoul, KOREA, pp.247-254, Sep., 2001.
Bell, David Elliott & Leonard J. La Padula, “Secure com-
puter system : Unified exposition and multics interpre-
tation,” MITRE Technical Report 2997, MITRE Corp, Be-
dford, MA, 1975.

David F. Ferraiolo, Ravi Sandu & Serban Gavrila, “A
Proposed Standard for Role-Based Access Control,” ACM
transaction on Information and System Security, Vol.4,
No.3, pp.224-274, Aug., 2001.

[4] “Common Criteria for Information Technology Security

[2

—

[3

—

Evaluation, Part 2 : Security functional requirements,” Ver-
sion 2.1, 1999.

[5] M. Blaze, “A Cryptographic File System for Unix,” Proc.
of the first ACM Conference on Computer and Commu-
nications Security, Fairfax, VA, Nov., 1993.

[6] G. Cattaneo & G. Persiano, “Design and Implementation of
a Transparent Cryptographic File System for Unix,” Un-
published Technical Report. Dip. Informatica ed Appl, Uni-
versita di Salermno, July, 1997.

[7] E. Zadok, 1. Badulescu & A. Shender, “Cryptfs : A Stacka-
ble Vnode Level Encryption File System,” Technical Report
CUCS-021-98, Computer Science Department, Columbia
University, July, 1998

[8] Andrew D. McDonald & Markus G. Kuhn, “StegFS : A
Steganographic File System for Linux,” IH '99 LNCS 1768,
pp.463-477, 2000.

[9] B. Schneier, “Blowfish : In Applied Cryptography,” 2nd Ed.,
John Wiley & Sons, pp.336-339, 1996.

[10] B. Schneier, “Algorithm Types and Modes * In Applied Cryp-
tography,” 2nd Ed. John Wiley & Sons, pp.189-197, 1996.

2 o
e-mail : jdscol92@etri.re kr
1999 A5 oigtm A etaH(EAL
2001 A& osha ekl dAE et
(44
2000 ~ 84 S AAFAATY 74
PAEk: Al 2E Bl HENA HE,
AAA, WE A



396 BEMcI=gl=2X C M10-CH X4z (20038)

(=
TTT'_'&!

e-mail © jsyud2@etrirekr
1990 AFadigta A B FsF(EHA})
2001 A ddigta gighd A7]da o
AFTH T (FTEHAD
20019 ~ @A FFAAFANATE A7d
T Eok - el &, B A A, Mobile
IPv6 &

43 4

e-mail : jnkim@etrirekr

1987 Aot H4HE A gt

19954 ~1996% Open Software Founda-
tion Research Institute %71
(FEAT)

20000 Fddiety oishel FirE E ek
(A

19883 ~ A4 FxAAFAATY AbEFAAAT—HE

TAlEok: FGAA, AMlad Bl WEYA Mh B4t A



