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Profiling Program Behavior with X? distance-based
Multivariate Analysis for Intrusion Detection

Chong-1I Kim'- Yong-Min Kim'" . Jae-Hyeon Seo'''- Bong-Nam Nonh'''t

ABSTRACT

Intrusion detection techniques based on program behavior can detect potential intrusions against systems by analyzing system calls made
by demon programs or root-privileged programs and building program profiles. But there is a drawback : large profiles must be built for each
program. In this paper, we apply X* distance-based multivariate analysis to profiling program behavior and detecting abnormal behavior in order
to reduce profiles. Experiment results show that profiles are relatively small and the detection rate is significant.

FI9= - EeUEX|(Intrusion Detection), X* A{2|7{dt CiiHzt A JIB( x? Distance-based Multivariate Analysis), T2 39|
(Program Behavior)

.M B 94 7WE 49 54 Hug BA sk, o Heo &
i 3AS BAsE WHoR ou U AL ¢
(G HEYZ of7|€lx A, ¢hHdd 2w A, Aste W addolxu ARe FAS B L= 9
FdFA FAE JENA MulaE, watd, Alga 44 t} whEo] oAbl ©x|71He AAE WYE =it
T 4E HASE FES qAS50] FEHdE 7 #ata], o] ZauUdRRE] Yol o A}YYPE Ao
FYPL A 4FTHOE o]FojAu Y} d& W, U 2N TAE g, uela ol e@x e J2e
23 Ao AfFHQl olF T oiFE Ml b THE BAY F ' wHolth ey o) JiYe oxg
Ae 3 FYArh 53 oifEy FAL £ZEYo]9 o] 1, Az TEHA ol EH dolEd FHo ¥
Zxg dAold WMoz AF shEaizd. gepx Algal He 29 WAg ¢ ogla, 248 349 A 2RE
HEYA £ AFE Al2de g8 myg sl 4% A g glvks EAF0l Aok 28y e8wA sEe
B A2"E dAoR FdsE 3HE g8 A9eX NEE T4& FA377F Brbssta T3 HEs 348
Alzglo] g s oz, 2. FA 877t g T4 §8& £48td 9519 encoding)
Atz 71 245 A (misuse detection) 7133 o4 e Aol Aztoly H[go] Hol 2257 Wi, H&
&9} & (anomaly detection) 7IHeg TR £ 9ok 2 o oldde &3 JIWMe F4ez AW Agdn 9
# 2 e dE T AT K4/A Ao dFARE FHHAL FHz, 3]
tE 8 9 AdusE et A Htol o] Fa Y] A 7P AHEA F9olA Hioj) o
A8 9 AddEE eEaA Y Bkl T e Post-doc. _
Ht 4 8 o Exdsty gRFEY us 2 Zraey RE Ao Hysi ZeaRge] §

tHt 439 AUy AFE PRy ag =
=25 20034 29 199, AANSE 20034 64 119 AE EMsla Z2gdL F35o o4 E w@XFE=



398 BEMIHB=FX C H10-CT H4z=2(20038)

Zzay P9 1 gAvdel d7Hn A4-7). HE
Zgagolt $E PO AYsle 120 Y= =
S ARG A9jel wlE wf¢ Ao, Alzko] Aol
uet " o wstsh §l7) WEelvh gt UNIX &9 A4
BAcM FE Ao s T2aed FE A
AHEAE] MY & e Aad AdEd bl Ak A}
SAENA Mul2E AFshsd 9IS FTH dide] ¥
I 97 gEelth & dwk ZRIaPEL O3S AIAA
ARERES] A A A28 A Hehs | wkel, of
E Zaade 54 Aulzsh ddd Q¥R ohys Al
28 AA Adg FLE Ak w2 e E =
of T e FI AU ol HAsA @ A, ©f
£ RAMES B 4 A8 FE AEE 5% ¢
A7) wEolth.

z2ay P9 7l AdwA JEe WA drge
AL Zrae 98 Wil shediths Hola 2RO
dol .88 wE 139 FAH AgrHe 1 W9} o
2ok | Yok mekd Zzagel H9)7h JgeA B4
g 4 oo A% BAE A8 BAHA B4 o8
+ 9tk 58 N-gram 7]W[7-9]& Z=go o8 24
TAE Zole] AHAR _‘:,’—?‘gl-s]-'r

ol AP2ES AN AR UF 0}04 ol o] & H 1 &

s AsY EE3ES

Fis & ‘?%
A o] HHEA T3t N-gram 7] < %}161%0]
£3hal, B8 ©A&(detection rate)d ZHAIA T 2o
27b g AR wEe] A FHe aT ko
A Aol ® ousl =t LA 4]
2 Zzgdl A7)E A FAFEA HAES
1 918 x? A7 gdF 4 7Rs 83T
YolrAe Z2ade] F4H Y o BAA7
5250 WA WEE 23] WAl W
o Z2aPe Y ZRHYr FE3},
q 7|9 S o] 83t ZEuddA B
FES wadld Z2aYPy AAE
gxdt, A5 H7tE A sendmail T
oz Y W S AMad SEEH
w s Alad 5EE e AF 4
N-gram 7|92} v]asje] BAstch 43
ol anNe AA ZAAFEA N-gram 71H
& EA&S BArh
9 TAL g g, 2FeME Z2ad e
AE5S AWR1, 3 E X Ao
BY 7S &4% Zaay 99 Zeadsy
A ALY ©gA PHE AA S 4ge A= A
H,

o=z
=
=

i ool
mlmJ‘E
x P
lﬁzn&
g8 32
o ki no

f
e OB
&

At
o @ Mo br
ot
N
>

(z
o ®
oo

2 B AT

AAYAE A T2y YA RSl TRoAg
FEaE PAES AR B9 J A9EA A8 o
oz Avsiel gt Tead B9 TeRde HAH
eaAAeIN ERagel WANIE A2Y FEEL £
A% BAsel TEET Wb Zoude FYYAt
ds4n A4S THAGT, AL G2 29, 3
zZadel ¥42 98 28908 o Jehtt 4952
gAsed o8 + AUtk

A 714k 293 (specification-based  approach)[10, 111
o 4= ASL(auditing specification language)& ©]-&3te] =
249 FAAYPYPE A9t} & Fdfo] FHEHE ETEL
Fe) 2 v o] M(operation)& TFE o2 WAL o] THE
gojub: v AT o HYow AT Iy Z2
a9 FY= vlg oheksia W) 4] Wil 2o
F3 AH T ZdE AAE HA )7 oyt

47 A7 ¥ (static analysis)[12)lMe 22y 39
195l7] 98] BE 75 Axd 32ES =&3)
2AS PG & Zaago] BAXTIE Al
i ZRIYPe] &2 FE(source code)st BA]
I JMAste], Z2afe] ~AFERNE AHoE T
2% g98 FAHsE Nad &
AE BHsted ol &FT e ©

fa
e
o

N
it
o

El)

> & #e
oxl
2
re

i)

L] Jat

o
Y

r

AAHA o wEE BE b5 "]fi"—é} FEES &
Zole A dAHoR YPEi, 53] AYPAzE] o=}
LIRS 2=

zZzade B4 P95 AFHoR A3 HE7]
9% NEAQ AL 7 HAA L dEte] Forrest 9744
A3 N-gram 718 eltH7-9]. o 71¥& B (immu-

nology)dl MEE& $&3te AL HE3AEd, =
2ae] WAl 4A Holo dHY ANaY 35, &
N-gram %+ 2E#(string) 22 Z234d do]gHo]x
2 73, Z2ad doelguelxrt FEH F 22O
ol WA A 2El TEE FTolM, B ZHolo dd9
A28 3&Eo0] Zandd EAFA vy " ALY
HE HFste] AFLE Ak AR Yo & AEY AT
3l B FEAR HFE ~2E-Y AT H S (percen-
tage)o) ol Zohd, 1 AAE vHG2E FAHET For-
rest @FHdME o] V& UNIX Z2adFqA FEA
Go R AYHE FQ B T2aPE £ sendmail, ftpd,
inted ol H&39 & @x&S B2 2y 9
71 Zzadvet wfjg £ ZEsidol Rt A
Aol ‘31‘3}[4,6]



SYEXIE QIS xF HR2I7IE CHa 24718

353 Tend dolHuel s PHstel ol4usl

B PRI RIPPERS clgstel 2mgs) 4

29 WYHES FYsto] oS

A B A5k £Y 2ag A8 Fel
4

g8l BAHA )

rE = oot o omu o
2
)
>
l%
}01

& =% wslel stk
ol ¥ N-gram 719 @A &E Hojra]x ¢

a}% a7g o

N o
=3
o
>

3 oy EME oI8% 20 99 Z2oey

zZzade BF 75EL AFHor Aad 355
ojgste] FHEET webA Z2 e P = Ay A
¥ 3258 RO B 4 gled, 4 AxE s2EL
a1 FFEA EAA A uk A o)A Hojd of
FHAE 22ae] st FAYPAE FA s A
2% 5259 24 WL} 510]‘5 TEE fE2A AlA
H s&50] A" Aotk o] oM e Y9
& Aa" 5559 2 ko £539, 1 JugE ¢
& PAs dE gz g8tz x? Agrw o
M 7S 2838t JdiEE 9o R

A
ol 49 E BxatE 7|He 7|&eo)

1> mi°

31 x* Hel7|gh ciee By o)y

FoE T4 #(process control)E Y& Tyl B4
IS B8 T T v)Ygol 7H%}54°1 ol &F I glo
H, hZH 22 Hotellings's 7%, MCUSUM(multivariate cu-
mulative sum), MEWMA(multivariate exponentially weig-
hted moving average), X* 7 2]7]¥t thagk BEA 7w x?
distance-based multivariate analysis) 5°) $tH15-17]. ©]
E£Xo2 o 34 #2 71¥(multivariate process con-
trol techniques)S HFE] AlAagola] Za @] o]ate)g)
(anomaly)E HA3E A v %37 g FE71540
At B3] x* A7) o 24 782 Hotelling's T2
S HEG nHA oEE BY sy ANES g3
o oA g aH] 9

T
%%7}. D}:ﬂ B¥A§d}:o‘ {%-

& WAshE oldES EFFI} u)¢
e HE aeshd o whdd bls Hsic x? A
gl thaa #ol HoHn15, 16]
) » (X;—E;)
2 _ il A
X?= g}l 7 (N

A7) Xz BEE WA Wfoln, B HA Wae)
iAo 3, ne WMol Fgoleh, wAT olWE Fhe] 7))

lio

OlBS ZE 2 M| Z2MYUL 399

Ao 7Agoid x? Ad= Fu)
2 (DM 71 EE B dlolEolA At X2
FHAH, x?2 Aves ey o] HHr),

X — X))

X?— 21 @)

|

i

whef WMo Jigr FR3I Aadd, & 3080 vy,
F4 (central limit theorem)oll 2]&l, x2¢] o A
T EEE et ey B ojiET ZAAAA 1
g2 & % A& @2“‘5- T)ra]ﬁ}?ﬂ(control limjt)‘; 3-’\]1

i
‘O'L
o
Ac)

[ X° =35, X +35,:] (3)

ol x%¢ RRORRE x’o Wit (X )7 EEH

(S )8 2AATH = WA% o|WMET} 9 F+S Hoju}
W ol RN

32 =20 e =2 melal

Z2ad 9= dHY ANaY 55F
¥ 3% HHAE AadY 3% FF, ZEAA 2 o)
A so] Eftsed Z2ad 39 Zeade e
a7 A8 Alx" 3% FHWE addd agn ZEo
Pol AYHor 849 o HAF N2y 32E5L 25
of wet WA NEE A5 e ZEago] F4FHO
2 2AY o BA%E A ZEES &% dolga 3
4483, MEWMA(multivariate exponentially weighted mo-
ving average technique)[17]e] we} 8k dlo]Efe) 2} A
2 %8 E}le} 2ol wlE) ( X, Xo o X8 xdsk
oo d71H ne MZ e FHY 2R 539 el

@ ok A EAF A2d BEo] WA Naw 53
FFolH,

X ()=Ax1+(0-D*X,(t—1) (4)
Q@ A A2 & F77F o gd

XA()=A+x0+(Q~A*X,;(1-1)

A7IM, X()E A LG A28 354 ) W
REo|1, 15 HEA4(smoothing constant)e] 1, i=1-n
olth, 271%& A& t=09 A, x,(0) = 0otk Alxd
3% FFe 9% ool 2kl Solaris 259 4%
847001t} of® 5A Zaade FPFA AFetE 2
T AN2E 3E2E5S AMEEAE ) gRo A4z g
bz A2" 3F F7E o B 20 wgt A w



400 HEXNe|Esl=EA C M10-CT HM4z=(2003.8)

AF A2 5Ee) #AE v, tdA HAE A 7b Basith B =RdME odANE T AEE

28 3FL FEA A 1A T ARY 5E52 20 525 x2 A7} WS 2gn sy dEd 4 (3)
=2, t-koll EAF Ax2g TELS a(1-* THEATE o)A oga ol 3¢ Al (upper control limit)THE

Hgdth, MEWMAGIME dutses 03§ o §arh 4 T g,

sHoz X(t)E a9 g8 A= MY el HAR A .,

2¥ 3E5] I RS et X3Sy @)
e A 2 = 3 9 Y& ¢ to

gty 98, LA Axg 5E5 s uﬂa Oﬂ 7t X 43Sy oo, 1 NAY 3EE WY Ay

hg 4 NE BT NE X = (X, Xp X,)F 0 SEE ATV

g3t} hw maoade P98 FAI: Mg 3F% g gukror FA P @A st Alxdl $E

& @l BF dAEhs Ao] ohvst AVl AA & 2A o|FolAA gk F, FeAdl dHe #ddE d¥

24 © 2(sequentially) HAE7] gl B3 FE A o Nzl 3FER FAEN wed $8§ T2 A

o7 A&ste PAHMHES BT} Ad A FaAx e d& TP AS, Fuhe] My
2 839 g FAL shte] AR AT o, st

T, = D X+ X 5 Asw sEel viggHeldn sel AA Aol A4
g oleta ¥ & gluk.
o714 n& Ajxd FZe FFo|T, i = 1--nola ki u}zbd SSR(session signal ratio)S ©h&# ol A3t
Nz el 529 WA Adoltt = xzade gadew | ° AA o] AAAJAA HAGHIAE B E
Bag o T Aod $EES) BEAY wANEE el w4y e
A o rzadgel zasds FAEH SSR(S)= " dse & A-HeE AT (8)
33 uEAS B gof A4 Se BAol TYHAUW, 1 AL PASE
ol E TAstE Ala" THEL TRl AN o] AlAY FETo] HAAROT B Aol WA
Hog Zas u WA= A" 5EPE oE Holth SSRL & FAE By Aolth webx SSRel HF ol
waha] olgl 3t Al~" E%%% AAE9 ol A|A" FTEFE 3% <A Zkanomaly score threshold) eBth ZH 1 AA
o W AR maa = ARA Asd 5EEY WAy, g gk 1 ARe RYHolth
ATAY LAUEERY 5 AL Y AGlH, w29
o g AAZRE Woluhs Az 5EES B LAY AT Y BN
71 98l x* A g B4 7S 89 4 @)
A4 7 Mg Axd BEEe EF AUAE SR XA i BANE o847 Tead a9 =
JFE, #EHE A Axd 358 A& G453 2y A5e PFrisr] 8l 7 WAE e send-

Zol x*AgE At mail O® Zgog#e) Axd 3% 52 dgAdorn A
8}93, N-gram 7]%3h w3 £4 3kt

S

X 41 AF oo|gf
= @Az 8K University of New Mexico)9) Forrest €1

7| A [e] }\_/_:Eé} & Z':E,TXT,‘%_':‘ -Iﬂﬂ }‘.}_\_Eg f{_——::_;‘ ) ]
o714, nZ Al =) o']rr A Al Feo] 4= UNIX 7[9F 23 A A(E3], Solaris 25)914 F

o et WA WE X A Al

e fger Agsa MWs 39 34 $22 ol g
AE xZo] Fopw WA Alxwl $F0 WEH= F& Z2IWE, % sendmail ¥, ftpd, Ipd, named, inetd
wElol 7hgie}, ThA] waf @A Aag 552 T2 Y Sol YHA, o] ZEadSo] $£9HE £F WA
A5l Lzstddo) et & § Aok mEpd AdY Ax¥ 53ES FH] dolE Mol AR THaTHI
WAshs Aad 3EEY XA e 2 el ol 3] sendmail HE ZTzade Ax" 5% AuE 3
g A 2" 3HES AdHes XA} AHeg s BAA dold & e BE A4S
2 ot oy AyWY Ay BFEY xALY seiste] A28 525E FHAL EF sendmal HlE
aggRelY Asg 525 xPAYE FEAL AN zzade) gt chdd THe] olFold u wAsE A



28 5258 FHse FEHEHJAG gy, & =
v sendmail | T2 Ai" FIHES gioT A

Qateleh,

(E 1> Sendmail G2 Z2I249| A|2YH T& X7

A2I718 CHgr 2M7|U8 0183 Z20% W9 T2mg 401

AREHE A" 259 FRE 84/H oltt. wetA 7} trace
of T3d A=y 35L& 4 @ wa 9y x = (X,
X)) 2 FRET o)W HENE A 038 AHeE)

FI

‘Rit}.

AA AAAA A2 3FEE 749 UNM-sendmail-

- 5 B EaY ] AR - .
AA/BA f8 Trace 5z 95 | A= daemon® 27 E 7} Al 58 WEH X = (X, X, -,
Normal UNM-sendmail-daemon | 1571583 | 52 X)) B HEste] H HHE paln, o] {7 HEE o
Normal - — )
Cert-sendmail-daemon | 1556560 | 52 83te] 7} tracedl X* AYE FIA <E 2>= 7 trace
sm-10763 373 1 . =
sunsendmailep il o X! AYE RAZTh @714 FAHel AU traces
intrusion sm- 10801 378 ! 2 % o)
. g R
sm-10814 373 1 FEA=lel At
decode i . sm-280 1534 | 1 ) )
e ntrusion 7 o
« l sm-314 1533 1 (H 2) 2+ traced Xx? g
fwd-loops-1 641 1 BE | EE HR | Hag gt
fwd-loops—2 89 1 Trace (XY | (Sxd [(X?-min)|( X? - max)
forwarding loops | fwd~loops—3 557 1 UNM- sendmail
M- )
fwd-loops-4 635 1 ~daemon” 941 414 019 06
fwd-loops-5 254 1 _ .
- cert-sendmail 654 38| 019 36735.52
local syslogd syslog-local-1 1,016 1 ~daemon
intrusion syslog-local-2 1574 1 cert- sm365a-1 1218870 | 13505 052 204526.08
remote syslogd | syslog-remote-1 1,861 1 cert-smbx-1 LISE+96 | 151E+48 0.18 9.00E+08
intrusi _ _
rson syslog-remote-2 1583 | 1 fwd -loops- 1 55TE+96 | 331B+48 | 020 1.34E+99
= =
sunOS 4.1.3 SToX N fwd loops-2 507474 w7 | 019 234468.06
vulnerability sm565a 2775 1
fwd-loops-3 6.34E+96 | 353E+48 0.20 1.34E+99
. - - = ~ -loops~ 5.56E+96 | 331E 0. 1.34E+99
<X 1>& sendmail HE ZZ oo Alr® 3= 23 fwd-loops-4 0.56) 3.31E+48 20 34E
% 7(04 E] 6‘1— 31‘3] E}— }\]_{:E“ i% X}-E_-—L—‘— 3_7'“ é*o o og T fwd- loops—5 14092.26 14495 0.23 234468.10
Z+et o] g9} H|AHAH o7 E3bel ujo A _,ug sm-10763 6857.39 105.05 0.20 234468.06
k3= sm-10801 6857.39 106.06 0.20 23446806
Al BN S AA" 3F 22 UNM-sen sm-10814 6857.39 105.05 0.20 234468 06
dmail-daemon& Forrest ATHAM 3% 2o, cert- sm-280 2452.42 65.85 019 234468.06
sendmail-daemon< CERT|A 3% Zo|t} sendmail @l <314 406,66 65.17 0.19 RUAER06
2 x 2 A7|7F o9 HA z d #H# MHuAE
z2a3y ] =9 1 12 ul =8 syslog-local-1 2.16E+97 | 6.46E+48 0.19 4.32E+99
f4kel o] HYshzd), £ =M oEd shle
. e °I2 ) syslog-local-2 219E+97 | 6.50E+48 0.19 4.32E+99
AYHHE Aoz T4 3}‘}14. UNM -sendmail-daemon
o] Ao ole]at Mo e TAH etk W] 4 A o) syslog-remote-1 | 1.95E+97 | 6.13E+48 0.18 4.32E+99
B3] Faly A|xE 52 22 sendmail Hl%= BT syslog-remote-2 | 1.77E+97 | 5.89E+48 0.18 4.32E+99

of #4& wg w HAde REZA, sunsendmailep, de-
code intrusion, forwarding loops, SunOS 4.1.3 o4 =
Ay T LAY o Y3 Aoty 7 FHL sendmail
& Zzaded g o 9 FPIA=H, oF ztzt
trace2 TFE3IGTH o] FHEL HHEHOZ sendmail H
2 Zzaddd W #E NuaE 8Fso AYTHe
T, HE gho] MM Az o]Folrth

42 N3 FD I 24

= xOL

Forrest A7"olA 3%t Sendmail o]l Z 2130 A

i

X7t A&5E Zandd gn 845 Zagdis
TEoI Yol <E 2>l AgdAe WYY trace, =
UNM-sendmail-daemon®} cert-sendmail-daemon®] o )| A1
X29 Hit2 wf$ A v HFHA F9 traceSol o]
Ae X e g A & A4 B399 traced] ¥
e A2E 52Ee dAdoer zZasdo g W9

Hj

ol A vhehtan, B g4 a9le] traceo] EHE A2 &
FEL dAHer 22999 ¥ s 22 Hojdngy B
+ drh



402 BEMelEE =X C HM10-CT H4=2(2003.8)

UNM-sendmail-daemonell A, I X )3 EZHIH S ;)
B 77} 947, 41401t} o] FEE ol&std A (Dol s
ol YAXE 21887 AAsAY. o YAXNE ol &
ata] 7t trace?] SSRE T <E 3> #rh ZYHH
9] trace®A UNM-sendmail-daemon ZZ3t% T30
ol &5 7] W&ol ALsty, & & HAFN traced!
cert-sendmail-daemon®ll 3} SSR-S T3} 31, o]uWf SSR
gk 1 traced] TEE 5209 AAEY SSRE HTEH %
oJr}.

(E 3y 2} trace™ SSR

Trace N-gram | ChE§4 THE
cert-sendmail-daemon 0.01 0.01 ~0.0
cert-smb6ba-1 093 0.89 -0.04
cert-smbx-1 0.9 0.76 -0.23
fwd-loops-1 0.80 0.86 +0.05
fwd-loops-2 056 0.81 +0.25
fwd-loops-3 0.77 0.84 +0.07
fwd-loops—4 0.80 0.36 +0.06
fwd-loops—5 095 092 -0.04
sm-10763 0.9% 090 -0.06
sm-10801 0.96 0.90 -0.06
sm-10814 0956 0.90 -0.06
sm-280 0.09 0.43 +0.38
sm-314 0.17 0.43 +0.31
syslog-local-1 0.97 0.86 -0.11
syslog-local-2 097 0.86 -0.12
syslog-remote-1 0.98 0.83 -(0.15
syslog-remote—2 0.97 0.79 -0.18

<% 3>|4 N-gram 7189 7%, A#2(sequence) 2
o] 80°]t}. sendmail Ul zzz%q AAE 3E AR
A A#2 ol 6o]d HE, BAEo] frodutal,
ANF2 Aozt ARFE GA &L FopAH7-9]. o7]eA
= owtE AAA A9 traceq] cert-sendmail-daemon
of sl dojHE F 71Hel SSR #S FdsA sl 9
g AAx dolE 8o A ATt

<E3>ellA B ubel o] A HoR tRF £47]
Wol Ao vl traced SSR #EC] H/4A< trace
9] SSR #Eth A Atk B3|, sm-280, sm-314¢ A-§-,
N-gram 7ol SSRE gkol A4A<Q trace®] SSR¥
2 Zolzt w9 zkA|gk v F B4 sl M e SSR #E
o] ZA F7tate] 1 A7t whg- AR
ubdo| cert-smbx, syslog-remote-1, syslog-remote—2¢]
< AEeg v BA sIYeA AAHEE SSR g
o] N-gram 71%¥-& H&% ZA$Hct @A vetdoh 2
Jub BAAQ trace9t wlaste] 1 AxbE 83| At
<E 3>9] 7 trace’ SSRE ol&3te HF olFYH <

U ox

o

A gk(anomaly score threshold) ¢ & W AI7|HA & &3
oEhg ol AT AAZ AR 943 ROC F4d&
(29 Dz 2ok

r CHH 2R A N - gram I
1
08
et 06
x|
g 04
02
0

0 01 02 03 04 05 06 07 08 08 1
EYE

(3l 1) ROC =M

A 16l FbhgrE S

ol 24 71¥el ROC +

%%(fdse alarm rate)o| 09l

&o] 00214 FE ©A

o] 100 %O]E} vt o] N-gram 7]‘?5—4 iE, L9E ] 0!
%

2 ox

Mo ox KU off

o

%

H]

7]
LA B&100%)0 FEEE &
2 7IHe HF ol dAU
Huck g sttt & ¢ Stk

E F sye ZEode g vudEy, 49 4
3 Ago M N-gram 7149 44, Z2HYE FAsE &

EYE9 /G4 9160t ojd tlEg ~EH AV|E 1
#atolof 317] o, AAHoR ZEude] A7|= 3916
x80olt}, wiwo] thiF B4 e &&F A, TR
de zzay P9Jo e H HEfolr] Wi, 2 27
= 1840) Zasitt wek zzade AN s Fr1E
“HU}D} N-gram 71H9 Ze3de A% Srhspa, ohd

BA 7del 4$ vuy HE uyg Zr)e Zeadd
74]# HA gt

ole]d LA AV|E ARt BF = J s v
%, N-gram 7149 %% ¥ —E—%‘ i
Aaty] YE Al BFEE O(N xk)olth N
sl dlolEHo]~d EFEE E‘%‘%
g Zojr}, whd, b F B4 7y A9 AEH

TE o(nyolth ne HEQ Av|eojth F F 7 BF A
WEREE Z2upde] Avld udgsted, BEEd 24 7
He ojgstd TR AVE AA FAHA AHH
o NZERAEE 9 Atk ole AR HYYA &
Hol A o BA syl o fsivta & & Sith



5. 48 A &% o7 ¥

223 39 7 Ad9A 71N AFE A2de o
L2 ofFoAe AAHYA FHE #AsEd AR
Holth, FEAGeR FPHHEA VYEYI Mu2E A
2OHEA A wivie] FHo] P, vkt

iz
e EL LT _ez:za@ CERELE

A3 %“?J%’—% o] 1?011] 71 “HTC'IE}
N-gram 7|84 wlFate] dhFAA 2203 g9 7w
€ 52 GAES HolE v AN Z2
g} Arvle v Aok b oR AEREE T2y
del Zzlel Hdetr] Wi, A g ofgj o] itk
2 =dAe 220 P9 Zaadd X ARy
A IEE Hgste Zeade arg A &
5 AZst & oA Axd 3% HE FeA
TE THUE oj&dte], ZROYo] FHHoR F

AAEE o4 s
HME 8, UNIX 3HoM AAHog 8% send-
mail H& ZE2a89 AAd 3253 sendmail HlE =
2oy 742 FHo] o]FojE o WA iYW 3E
HHSS Ao AEP A%, N-gram 7|HET Tz
A9 27= AR FolWA PHEE ta A ey

%5 ATHAZA UNIX $AAN mwa 249 o4
ol Hu gt g Zzadse giNE A8 Bus

Aolw, mzade] HYHon Fust gy YU
1549 P95el et AAy 5EST

[1] S. Axelsson, “Intrusion detection systems : A survey and
taxonomy,” Technical report. Department of Computer En-
gineering, chalmers University of Technology, Goteborg,
Sweden, 2000.

S. Noel, D. Wijesekera and C. Youman, “Modemn Intrusion
Detection, Data Mining, and Degrees of Attack Guilt,”

[2

[otue]

Applications of Data Mining in Computer Security, Kluwer
Academic Publishers, 2002.

[3] S. Kumar and E. H. Spafford, “A Software Architecture to
Support Misuse Intrusion Detection,” Proceedings of the
18th National Information Security Conference, pp.194-204,
1995.

[4] A. K. Ghosh, A. Schwarzbard and M. Shatz, “Learning

P2EI7IE CHHRY BAMOIME O18S Z203 9 ZZmal 403

program behavior profiles for intrusion detection,” Proce-
edings of the 1st UNENIX Workshop on Intrusion Detect-
ion and Network Monitoring, April, 1999.

[5] C. Krugel, T. Toth and E. Kirda, “Service Specific Anomaly
Detection for Network Intrusion Detection,” Symposium on
Applied Computing (SAC), ACM Digital Library, March
2002.

[6] A. K. Ghosh, ]. Wanken and F. charron, “Detecting ano-
malous and unknown intrusions against programs,” Pro-
ceedings of the 1998 Annual computer Security Applications
conference(ACSAC '98), 1998.

[71 S. Forrest, S. Hofmeyr, A. Somayaji and T. Longstaff, “A

[

sense of self for unix processes, In IEEE Symposium on
Security and privacy,” pp.120-128, 1996.

[8] S. A. Hofmeyr, A. Somayaji and S. Forrest, “Intrusion De-
tection using Seguences of System Calls,” Journal of Com-
puter Security, Vol.6, pp.151-180, 1998,

[9] C. Warrender, S. Forrest and B. Pearlmutter, “Detecting
Intrusions Using System Calls : Alternative Data Models,”
1999 IEEE Symposium on Security and Privacy, pp.133-145,
1999.

[10] C. Ko, G. Fink and K. Levitt, “Execution monitoring of
security -critical programs in distributed systems : A spe-
cificatin-based approach,” Proceedings of the 1997 IEEE
Symposium on Security and Privacy, pp.134-144, 1997.

[11] C. Ko, G. Fink, K. Levitt, “Automated Detection of Vul-
nerabilities in Privileged Programs by Execution Monito-
ring,” Proceedings of the 1994 Computer Security Appli-
cations Conference, 1994.

[12] D. Wagner and R. Dean, “Intrusion detection via static an-
alysis,” In IEEE Symposium on Security and Privacy, IEEE
Computer Society, 2002.

[13] A. Wespi, M. Dacier and H. Debara, “Intrusion detection
using variable-length audit trail patterns,” Recent Advan-
ces in Intrusion Detection(RAID 2000), pp.110-129, 2000.

[14] W. Lee and S. Stolfo, “Leaming Patterns from Unix Process
Execution Traces for Intrusion Detection,” AAAI Work-
shop : Al Approaches to Fraud Detection and RISK Ma-
nagement, pp.50-56, July, 1997.

[15] N. Ye, Q. Chen, S. Vilbert, “Multivariate Statistical Analy—
sis of Audit Trails for Host-Based Intrusion Detection,”
IEEE Transactions of computers, Vol.51, No.7, pp.810-820,
July, 2002

[16] D. Montgomery, “Introduction to Statistical Quality Con-
trol,” John wiley & Sons, 2000.

(171 C. A. Lowry, W. H. Woodall, C. W. Champ and S. E. Rigdon,
“A Multivariate Exponentially Weighted Moving Average
Chart,” Technometrics, 34, pp.46-53, 1992.

[18] S. Forrest, Computer immune systems data sets, http://
www.cs.unm.edu/ immsec/data-sets.htm, 1997,



404 HEMEI=E=2X C H10-CA X4=120038)
4 3 ¢ ISR I

e-mail : jhseo@mokpo.ac.kr

19853 Mol gt AlAHE A sk
1988 FYuistw AapAAtErel o] g4 A

e-mail : kci@chonnam.ac.kr
19979 AdoiEtn AAeH(EHAL
19993 FAFuheta oishl AHakgtah(o] g}

A Ab 19964 Hdehstal #4HE A stk o] shubAL)
19993 ~ & A Adisha ojshel A4bshat 19963 ~ & Sxoistn YIS 48
uhAl2} A REHF Fus
Fha Bof 1 A S5 (sequence learning), Al2¥] W WIESIA FARol: YEYA TREE 9 Mu|x YESA Bl FAl
Het AFAF F e, ANEE §
Z 2 gl b 83

e-mail : ymkim@chonnam.ac.kr

1980 st dAHE A s (3HAH
1991 Adoietar A Al stek(e] 84 A
2002y Agddista A4HE A s F(o] sk} 1994 ABohstm HAHE Al grTH o] $hakA)
20033 ~@ A Addigtn 2522 1983 ~&A A Agoistn HFHARIT

Beotel F A E Post-doc. s
ARl Al2" 9 YEYA Bel ARRF ESA #e, BA ol : FARHEY, AunF A2d 2 YEHI B4 F
HA o] §

e-mail : bongnam@chonnam.ac kr
19783 Gt 48t & 3H(3HA}
108213 KAIST thshl #l4ksha(3F8pAIAL




