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Design and Implementation of a new
XML-Signcryption scheme to protect the XML document

Myung-Jin Han'- Young-Kyung Lee'" - Jung-Hwa Shin''- Kyung-Hyune Rhee'!!

ABSTRACT

As the XML is approved standard language by the UN, the progress which complemented the XML security has being processed rapidly.
In this paper, we design and implement the “XML-Signcryption” as a security mechanism to protect the XML document that can operate between
other platforms. The signature and encryption which is the standard specification in W3C needs to be able to proceed them separately. Generally
the signature and encryption require four times modular exponential operation, however the signcryption only needed three times modular exponential
operation. This will benefit overall system effectiveness in terms of cost. And this scheme offers to convenient the user, because the signature
and encryption implement as a single XML format. This tool can save the parsing time as a number of tags is few within a document. And
also, in this paper, based on a research of Web Services security, we can apply XML-Signeryption to the SOAP message to provide the security
services. Based on the XML-Signcryption scheme which provides confidentiality, integrity, authentication and non-repudiation to the XML document
and Web Service security simultaneously.

FINE : XML-Signcryption, ® AMH|A(Web Services), SOAP, B8HSecurity)
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(< Transforms >)?
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< DigestValue > Tt
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</ Reference >)+ < CivherData >
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/ CipherData>
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Mode = “Enc | Sig | Signeryption™? z Java Virtual Machine
- Type = “Document | Element | Content™? Encoding? >
< Signeryptioninfo > 0S { Operating System
< SigncryptionMethod />
< EncryptedMethod /> i
< SignatureMethod />? (3% 1) XML 29t E9] MH =
< KeyedDigestMethod />
< CanonicalizationMethod /> ® Java 2 Platform Standard Edition SDK(JDK 1.3)
(< Transforms >)? 3} .
</ Signeryptionlnfo > e JCA(Java Cryptography Architecture)

< SigneryptionData >

e JCE(Java Cryptography Extension)
< SigneryptionValue >

< SigneryptionDigestValue > o DOM(Document Object Model)
< SigneryptionCipherValue > ® CPU : Pentium IV 15GHz
< SigncryptionSign >
</ SigneryptionValue > ® Memory : 256M
</ SigneryptionData > ® OS : Windows 2000 Server, Linux 7.2
< KeyInfo >7

</ XML _Signcryption >
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< element ref = “SigncryptionInfo” / . _ oy
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/ < element ref = “Keylnfo” minQcours = 0" /> ¥ w=aedlM 7d8 “XML-Signeryption”e} 79 A
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< attribute name = “MimeType” type(; “MIME” use = “Og(;io;lal" /> el o M F 4532 F3stE XML ARt o
< attribute name = “Mode” type = “MODE" use = “required” /> B
< attribute name = “Type” type = “TYPE" use = “required” /> YHiEs w7 Fomz A ] AME Y 7
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