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A Study of Security Rule Management
for Misuse Intrusion Detection Systems using Mobile Agent

Tae-Kyung Kim'- Dong-Young Lee'" - Tai M. Chung''t

ABSTRACT

This paper describes intrusion detection rule management using mobile agents. Intrusion detection can be divided into anomaly detection and
misuse detection. Misuse detection is best suited for reliably detecting known use patterns. Misuse detection systems can detect many or all
known attack patterns, but they are of little use for as yet unknown attack methods. Therefore, the introduction of mobile agents to provide
computational security by constantly moving around the Internet and propagating rules is presented as a solution to misuse detection. This work
presents a new approach for detecting intrusions, in which mobile agent mechanisms are used for security rules propagation. To evaluate the
proposed approach, we compared the workload data between a rules propagation method using a mobile agent and a conventional method. Also,
we simulated a rules management using NS-2 (Network Simulator) with respect to time.
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