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Communication Models and Performance Evaluation for the Delivery
of Data and Policy in a Hybrid-Type Intrusion Detection System

Jung-Sook Jang' - Yong-Hee Jeon'' - Jong-Soo Jang'''- Seung-Won Sohn'™'

ABSTRACT

Much research efforts are being exerted for the study of intrusion detection system(IDS). However hittle work has been done for the
communication models and performance evaluation of the IDS. Here we present a communication framework for doing hybrid intrusion detection
in which agents are used for local intrusion detections with a centralized data analysis components for a global intrusion detection at multiple
domains environment. We also assume the combination of host-based and network-based intrusion detection systems in the overall framework.
From the local domain, a set of information such as alert, and/or log data are reported to the upper level. At the root of the hierarchy, there
is a global manager where data coalescing is performed. The global manager delivers a sccurity policy to its lower levels as the result of
aggregation and correlation of intrusion detection alerts. In this paper, we model the communication mechanisms for the hybrid IDS and develop
a simulator using OPNET medeller for the performance evaluation of transmission capabilities for the delivery of data and policy. We present

and compare simulation results based on several scenarios focusing on communication delay.

7|9/ E : &|QEIX|A|AE (Intrusion Detection System), A2 (Communication Model), 45 B7HPerformance Evaluation), AlZd
0|4 (Simulation)
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