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ABSTRACT

This paper suggests a multi user-authentication system comprises that DNA biometric information, owner's RFID (Radio Irequency Iden-
tification) smartcard of hardware token, and PKI digital signature of software. This system improved items proposed in [1] as follows : this
mechanism provides one RFID smartcard instead of two user-authentication smartcard (the biometric registered seal card and the DNA personal
ID card), and solves user information exposure as RFID of low price when the card is lost. In addition, this can be perfect multi user-
authentication system to enable identification even in cases such as identical twins, the DNA collected from the blood of patient who has
undergone a medical procedure involving blood replacement and the DNA of the blood donor, mutation in the DNA base of cancer cells and

| other cells. Therefore, the proposed system is applied to terminal Jog-on with RFID smart card that stores accurate digital DNA biometric

\ information instead of present biometric user-authentication system with the errors of pattern matching and pattern comparision, RFID in smart
card can manage personal information and trace the card situation when the card is lost, which doesn't expose any personal DNA information.
The security of PKI digital signature private key can be improved because secure pseudo random number generator can generate infinite
one-time pseudo random number corresponding to a user [D to keep private key of PKI digital signature securely whenever authenticated users
access a system. In addition, this user-authentication system can be used in credit card, resident card, passport, etc. accelerating the use of
biometric RFID smart’ card . The security of proposed system is shown by statistical analysis.

7|8/= : RFID ADIEZI=(RFID Smart Card), DNA STR Information, DNA Personal ID, Y&|8 9Als=(One-time Pseudo
Random Number), PKI &MY 24217|(PKI Digital Signature Private Key)
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4. Proposed user-authentication system
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