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PRISM : A Preventive and Risk-reducing Integrated Security Management
Model using Security Label

Dong-Soo Kim'- Tae-kyung Kim' - Tai-myoung Chung''

ABSTRACT

Many organizations operate security systems and manage them using the integrated security management (ISM) technology to secure their

network environment effectively. But current ISM is passive and behaves post-event manner. To reduce cost and resource for managing security

and Lo remove possibility of succeeding in attacks by intruder, the preventive security management technology is required. In this paper, we

propose PRISM model that performs preventative security management with evaluating the security level of host or network and the sensitivity

level of information asset. PRISM compares the security level with the sensitivity level to decide appropriate security measures for protecting

that asset from potential risks before security incidents occur. The PRISM can give concrete and effective security management in managing

the current complex networks
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1t int fwPolicySet(sre, dst, rule) ;
2 int idsPolicySet(object, rule) ;
3 hostVulnerabilityCheck(object) ;
4 :
5 class asset |
6 tintid;
7 :char* name ,
8 lint sensLevel; # -2 to 2
9 ! host currentHost ;
10 : domain currentDomain ;
11 : char* description ;
121}
13:
14 : updateAssetDB(asset) ; # save current asset information
15 @ preventivePolicy = getPreventivePolicv(asset) ;
16
17 - if (preventivePolicy.objectScope = HOST_SCOPE) {
18 ¢ if (asset.senLevel > asset.currentHost.secLevel) 1
19 fwPolicySet(any, asset.currentHost, deny) ;
20 idsPolicy Set{asset.currentHost, monitor) ;
21 1 hostVulnerabilityCheck(asset.currentlost) ;
221 | else { #asset.senlevel = host.secl.evel
231 doNothing() ;
24 1} else { # preventivePolicy.objectScope = DOMAIN_SCOPE
25 ¢ if (asset.senLevel > asset.currentDomain.secLevel) {
26 fwlolicySet(any, asset.currentDomain, deny) ;
27 idsPolicy Set(asset.currentDomain, monitor) ;
28 hostVulnerabilityCheck(asset.currentDomain)
291 } else { # (asset.senlevel < domain.secLevel)
30 :  doNothing() ;
31}
2 .
33 ¢ logEvent() ;
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